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1.1

1.2

1. Beb-cepBep Apache

Ob61ue cBeeHus

Beb-cepsep Apache — 310 KpocciiardopMenHoe IporpaMMHOe 0beciedeHue st
pasMeIeHns u MoJIJIEPKKU BeO-cepBepa.

[naBubivMu kKommoneaTamu Bed-cepepa Apache sgBysoTes spo, MOy 1 (hailibt
KOH(UTYPAIHH.

Anpo cepBepa BBITOIHSET CJeAYIONINE OCHOBHBIE (DYHKIINN:

e 00paboTKa KOHMUTYPAIIMOHHBIX (ailIoB;

e obecrieuenue paboTwl 1o mporokosaam HTTP u HTTPS;

e JjjornojiHeHrne (BYHKITUOHAIBHBIX BO3MOYKHOCTEH C MCIIOJIb30BAHUEM CHCTEMbI

3arpy3Ku MoO/JLyJiei u 1p.

Momynm oTBedaroT 3a onpejeseHHble BOSMOXKHOCTU IIPOI'PAMMBbI, TaKHe KaK ITOJI-
JIepKKa, PA3IMIHBIX ST3BbIKOB IIPOrPAMMUPOBAHNS, ITOBBIITIEHE O€30IIaCHOCTH, ayTeH-
TrUKAIMS 10JIH30BATEIA, UCIIPaBeHne omudoK u T. 1. KaxKJIblit MOIy/Ib oTBevaeT
3a OT/IC/ILHBIII KOMIIOHEHT PAOOTHI C 3aIIPOCOM.

Kouduryparnmonnstit daita — 310 ¢aiiyi, KOTopblil XpaHUT HACTPOWKU ONEPAI[HOH-
HOIT CUCTEMBI U ITPUJIOZKEHUH, a TaK:Ke IMO3BOJIIeT BHOCUTH B HUX M3MEHEHMUH.

Pabora Apache mocrpoena Ha mporeccHoi Mojen. B paMkax mporeccHoi Mogein
KaxkJoe coejuHenne (06paboTKa 3alpoca) ¢ CepBepOM MOMENAeTCsl B OT/Ie/IbHbII
[IOTOK U IIPOXOJIUT OIIpe/ieIeHHbIe dTarnbl. [Ipu TakoM 1mojixoie HeCKOIbKO COeTMHEeHu T
HEBO3MOXKHO 00paboTarh mapaJuiebro. CepBep 06paboTaeT 3a1poc 0T BTOPOIO MOJIb-
30BaTeId TOJIHLKO TOTVIA, KOTjia OyaeT oOpaboTaH 3alpoc OT IMepBOTO MOJIb30BaTe s,
a 3alpoc OT TPEThEro I0JIb30BaTe/ g OyeT 06paboTaH TOJIBKO TOrJa, Korjaa Oy/eT
obpaboTaH 3aIpoOc OT BTOPOro MoJib30BaTes . HoBoe coe/nnenne He MOXKET HAYATHCH,
[IOKA IIPEJIBIIYINAast ollepalius He 3aBEepPIINTCS U He OCBOOOJIUT MTOTOK.

Ycranoska Apache

Veranoska BebG-ceppepa Apache npousBoauTcs KOMaHIOM:

dnf install httpd
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[Toce ycranoBku 3amycture u g00aBbTe B aBTO3arpy3Ky ciiyzk0y httpd:

systemctl enable --now httpd

[Iposepbre cTaTyc ciryKObL:

systemctl status httpd

B cratyce nomkHO oToOpazkarhesd active (running).

®daiinn KoHpUryparum

Qaiin koudurypanun Bed-cepsepa Apache o ymorganuio Ha3bBaeTcss httpd. conf
u pa3MeliaeTcsd B Katajore /etc/httpd/conf.

SHavueHus nepeMeHHbIX, XPaHAIUXCs B KOHPUTYPAITMOHHOM haiiyie, Ha3bIBAIOTCS
dupexmusamu. CyiecTByeT OOJIBIIOE TOJIMHOKECTBO JUPEKTUB, KOTOPbIE HA3LIBAIOT-
Cd OCHOBHBIMHM N yCTaHaBJIMBAIOTCA 110 YMOJIYaHUIO. ,ZprFI/Ie JAUPEKTHUBBI PACIIO3HAIOT-
csl B 3aBUCHMOCTH OT TOT'O, KAKOW HAOOD MOJLyJ/Ieli MOJIK/II0UEH B IIPOIIECCe TOJNOTOBKH
KOHKpeTHOro cepBepa Apache.

Cunrakcuc daiista koHdurypaum

Qaitn kouduryparun httpd CoaepKUT 10 OJIHOM JUPEKTUBE B KayKJION CTPOKE.
ObpatHas Kocast 1epTa \ MOYKET UCIOJIb30BAThHCH B KA9€CTBE TOCEIHErO CUMBOJIA B
CTPOKe, 9TOOBI YKa3aTh, YTO JIUPEKTUBA IIEPEXOJIUT Ha, CJIEIYIONYIO0 CTPOKY. MexK Ty
00paTHOIT KOCOi YepTOoil 1 3aBepIleHneM CTPOKHU He JIOJZKHO OBITH JIPYTUX CHMBOJIOB
MJIH TIPOOEJIOB.

AprymeHT JUpPEKTUBBI OT caMoii JTUPEKTUBBI OT/Ae/sAeTcs mpobesom. Ecm apry-
MEHT COJIEPXKUT ITPOOEJIBbI, HEOOXOIUMO 3aKJIIOUUTh STOT APIyMEHT B KaBBIUKU.

Qopmat daitia KoHpUTyparuu UMeeT CJIeTYIONUH BUIL:

<IupexTuBa> <apryMeHT>

JupekTuBsl B daiijie KOHPUTYyPAIME HEUIyBCTBUTEIBHBI K PETUCTPY, HO apryMeH-
TBI JIUPEKTUB YaCTO IyBCTBUTEIbHBI K peructpy. CTpPOKU, HAUMHAIOIIIECST ¢ CHMBOJIA
perieTky #, CINTAIOTCSI KOMMEHTaApUSIMU U UTHOPUPYIOTCA. KoMMeHTapuu He MOTyT
OBITH BKJIFOUEHBI B OJIHY CTPOKY C JUpPeKTuBoil KoHdurypanun. [Ipobesibr, modapieH-
HbIE TIepe]T JIUPEKTUBOM, HTHOPUPYIOTCH, TTOITOMY JIJIsi YI00CTBA UTEHUA JTUPEKTUBbI
JIOIyCKaeTCsd YKa3bIBaTh ¢ OTCTYIIOM. [lycThie ¢cTpPOKM Tak:Ke UTHOPUPYIOTCS.

s mpoBepku haitna KoHUrypalnuu Ha HAJIAIHEe CHHTAKCHIECKUX OIIHOOK 0e3
3aIlyCcKa CcepBepa, UCIOJIb3yeTCd KOMaHIA:

httpd -t

Monpynn

Cepsep Apache paspaboran Takum o0pa30M, 9TO BCETa CYIIECTBYET BO3MOXK-
HOCTb BapbUPOBAHUsI OCHOBHBIX (DYHKIIMOHAJIBHBIX BO3MOXKHOCTEl. /11 pacimmpenust
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dyHKIMOHAIA BEO-cepBEpa JIOCTYIHBI ClIeUaIbHbIe CyOceKIuu — Modyau. Momymun
CYIIECTBYIOT JIByX THUIOB — CTATUYECKUE W JUHAMAYECKUE.

Cmamunveckue MOJTYTH yKe JT00ABJIEHBI B SIJIPO U BBI3BIBAIOTCS MCIOJIb30BAHIEM
COOTBETCTBYIOIIUX JINPEKTHUB B (haiiie KOHMUTypaIIH.

Huramuveckue MOILyIM MOYXKHO JIOOABUTH B JII0O0O€ BPEMs C MOMOIIBIO JTHPEK-
tuB AddModule u ClearModuleList. B citydae pasjiengeMbiXx 0ObeKTHBIX (haiijioB
MOJYJIAMU MOXKHO JIUHAMUYECKU YIIPABJIATH C IIOMOIIBLIO AupeKTuBbl LoadModule.

Bosbimioe 3Hadenne nMeeT MOpsI0K 3arpy3Kn Mojysieil. Bo3MoKHOCTD yIIpaBIdTh
HOPSAJIKOM 3arpy3Ku MOJLyJiedi (1, BEPOSITHO, UCKJIIOYUTh HEKOTOPbIE U3 MOJLYJIEl, 3a-
Ipy?KaeMbIX [0 YMOJIYAHUIO) PEan3yeTcs ¢ MOMOIIbIO nupeKTuBbl ClearModulelist.
[Tocse aToro HEOOXOMMO YKa3aTh CIUCOK 3arpyKaeMbIX MOJLYJIEl TTOCIe0BaTe/ IbHO-
cThio qupekTuB AddModule:

AddModule mod_access.c

Ecyin Mmojty/1b BKJTIOYEH, OH CTAHOBUTCS COCTABHO YaCThIO UCTIOJIHSAEMOTO ITPOTIECCa
httpd ¢ Tem Ke MJIEHTH(MUKATOPOM IIPOIECCa U JIOCTYIIOM K TEM K€ CUCTEMHBIM
pecypcam.

g mosrydenus mepevHs MepevHs MOJAKIIOYEHHBIX MOJTYJIEll NCIIOIb3yeTcs KO-
MaHJa:

httpd -1

Ynpasiienne kKoHuUrypamnueii

YpaBJiieHne 4epe3 CUCTEMHYIO CJIIy2KO0y

[Toce macrpoiiku Beb-cepBepa Apache HeoOXoquMO 3aIycTUTh U J00ABUTH B
aBTO3arpy3Ky cJyzkKOy httpd:

systemctl enable --now httpd

JL1st IpoBepKM cTaTyca CayzKObl UCIIOJIB3yeTCsl KOMaH/Ia:

systemctl status httpd

[Ipu ycrenrHoMm 3alrycke CIy»KObI B CTaTyce JOJI2KHO ObITH OTOOpazkeHo active
(running).

Jlns mepeonpeiesiennst KOH(MUIYpalnn, HalIpuMep, 1ocje BHeceHusI B (baill KOH-
durypanun KaKkux-moo u3MeHeHU, HeoOX0IMMO TePe3aIyCTUTh cIy2KO0y httpd:

systemctl reload httpd

st octanoBKU paboThI Ci1yKObI httpd HEOOXOUMO BBIIOJTHUTD:

systemctl stop httpd
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praBJ’IEHI/Ie C IIOMOIIIBbIO CUI'HAaJIOB

s ynpasnenus: kouduryparueit HTTP-cepsepa Apache Takxke J1omyckaeTcs
OTIIpaBKa CUT'HAJIOB 3aIlyIeHHBIM IporieccaM httpd. JoctymHo aBa criocoba oTipaBKu
CUTHAJIOB!

® C IIOMOUIbIO yTUJIUTBI kill;

® C IIOMOMNIBIO ClleHapus yIpaBieHns apachectl.

YupaBieHue koHUrypamnueil ¢ HIOMOIIbI0 YTUJIATHI kill

s ynpaBjienus KoHUrypaiueii Bed-cepBepa MOXKHO HCIIOJIb30BATh YTUIATY
kill. B cucreme MOXKeT OBITH 3aIlyIIEHO OOJIBIIOE KOJUIECTBO JOUEPHUX ITPOIECCOB
httpd, OJIHAKO OTIPABJISATH CUIHAJIBI HEOOXOUMO TOJIBKO POJUTEILCKOMY (TJIABHOMY )
nporneccy. nentudukarop (PID) [JIABHOT'O IIpOoIecca 0 YMOJJIYAHUIO 3aIlIUChIBACTCA
B aity httpd.pid, KOTOPHIIl HAXOUTCA B KaTaJjore /var/run.

['naBHbIif IpoIECC MOIEPKUBACT CJICIYIONINE CUTHAJIDL:

e TERM — OnIcTpoOe 3aBepIlieHne pabOThl JOUEPHUX IIPOIECCOB, 3aT€M IJIABHOI'O
mporecca, o0CIyKUBaHUe TEKYIIIX 3aIlIPOCOB IIPEKPAIIAETCsI, HOBbIE 3aIIPOChI
He 00pabaThIBAIOTCH;

e USR1 — oxKujiaHue 3aBepIIeHIA OOCTYKUBAHUS TEKYIINUX 3aIIPOCOB U KOPPEKTHOE
3aBepiieHre paboThl JOUEPHUX IIPOIECCOB, Iepeolpeesienne daiiaa KoHpU-
rypalyu, OBTOPHOE OTKPBIThIE (DailjIoB YKypPHAJIOB, 3aIIYCK HOBBIX JOYEPHUX
[IPOIIECCOB;

e HUP — OnicTpoe 3aBepiieHne padoThl JOYEPHUX IIPOIECCOB, OOC/IYKUBaHUE
TEKYIIUX 3aIIPOCOB ITPEKPAIAETCs, HOBbIE 3AIIPOCHI He 00PadATHIBAIOTCS, TI€pe-
orpejiesienne aitia KoOHMUTIypaIye, MOBTOPHOE OTKPBIThIE (ailjioB KypPHAJIOB,
3aIlyCK HOBBIX JIOUEPHUX IIPOIECCOB;

e WINCH — mocrerieHHOe 3aBepIleHre paboaux IPOIECCOB.

JL1st oTIIpaBKM CUT'HAJIA POIUTEILCKOMY ITPOIIECCY BBIIOJIHUTE KOMaH Iy BU/IA:

kill <CUTHAJI> <PID_riaBHOTO_Ilpomecca>

Hanpumep:

kill -TERM '/var/run/httpd/httpd.pid’

Yupasiienue Kondurypariueii ¢ moMoribio httpd

Yupassieaue koHduryparueir httpd MoXKHO TPOU3BOJUTH OTIPABKOI COOTBET-
CTBYIOINETO CUTHAJA TJIaBHOMY mporteccy. CUTHAJI MOYXKHO OTIIPABHUTH, BBITOJTHUB
KOMaH/Iy BUJA:

httpd -k <CUTHAJ>

rje <CUTHAJT> mMoxKeT IIpUHUMATH CJIEJIYIOIIUe 3HAUYEHUA:

e stop — ObIcTpoe 3aBeplieHne padOTHI JIOUYEPHUX MPOIECCOB, 3aTEM TJIABHOTO
mporiecca, o0C/Iy>KUBaHIE TEKYIIUX 3alIPOCOB IPEKPAIAeTCsI, HOBbIE 3aIIPOChI
He obpabarbiBaroTcst (aHajorndeH curuaay TERM);

e graceful — okujanue 3aBepIIeHus OOCTYKUBAHUS TEKYIIIX 3allPOCOB M KOP-
PEKTHOE 3aBepliieHre padboThl JJOUEPHUX IIPOIECCOB, IepeonpeiesieHune daiiaa
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KOH(UTYpAINU, TTOBTOPHOE OTKPBITHIE (DailjIOB XKYPHAJIOB, 3aIlyCK HOBBIX J10-
YepPHUX MPOIeccoB (aHajornder curnaiay USR1);

e restart — ObICTpOe 3aBepliieHne PadOTHI JIOYEPHUX MTPOIECCOB, OOCTYKIUBAHIE
TEKYIIUX 3aIlIPOCOB IIPEKPAIAETCsI, HOBBIE 3AIIPOCHI He 00PabaThIBAIOTCS, II€pPe-
orpeienieHne aiiia KoHGUIyparye, MIOBTOPHOE OTKPHIThIE (ailjIoB »KypPHAJIOB,
3aIlyCK HOBBIX JIOYEPHUX IIPOIECCOB (aHaﬂormqu CUTHAJLY HUP);

e graceful-stop — mocTeneHHoe 3aBepIienne PaboInX MPOIECCOB (AHATIOITYeH
curaaiy WINCH).

[Tocsie ornpaBku curnasna httpd momapodHyo HHOOPMAIIHUIO O XOje ero 0opaboTKM

MOXKHO ITPOCMOTPETH, BBIIIOJHIB KOMAHLY:

tail -f /var/log/httpd/error_log

Hactpoiika Apache B KauecTBe Beb-cepBepa

Anpeca B lHTepHeTE 3alMCHIBAIOTCS ¢ TIOMOIIBIO URL (yHI/I(bI/ILLHpOBaHHbIﬁ yKasa-
TeJIb pecypca), KOTOPbIil YKasblBaeT Ha UCIOJIb3yeMblil IpOTOKOJ (HampuMep, http),
nMsl cepBepa (HanpuMep, www.apache.org), URL-nyrh (Hanpumep, /docs/current/
getting-started.html) u, BO3MOXKHO, CTPOKY 3armpoca (Hampumep, 7arg=value),
HCHOJIb3yEMYIO JIJIsl Ilepejadl cepBepy JOIOJHUTEbHBIX apl'yMEeHTOB.

Kawment (Hanpumep, Be6-Opaysep) mojk/odaercs K cepsepy (Hampumep, HTTP-
cepepy Apache), ucrosib3ysi onpeeseHHbI TPOTOKOJI, 1 OTIPABJISET 3aIIpoc Ha
pecypc, ucrnonab3yd URL-1yTh.

URL-IIyTh MOKET IPeJCTaBIATh baili, oOpadboruuk mim daiia Kakoi-1udbo mpo-
rpaMmMbl. ColepKuMoe caiiTa MOXKET IIPUHIMATEH Pa3/JIndHble (DOPMBI, HO B IIHPOKOM
CMBICJIE pa3/leJIfdeTCsd Ha CTaTUYeCKU 1 JUHAMUYECKUN KOHTEHT.

Crarnyecknit KOHTEHT — 9T0, HarpumMep, HTML-daitib, daiiibr n3obpaxkenmii, CSS-
daitsbl u gpyrue daiisibl, KOTOpble PacoIozKeHbI Ha Jiucke. /IupekTnBa DocumentRoot
yKa3bIBaeT, Iie B (ailjioBoil cucreme, JOJKHBI ObITH pasMeIeHbl JJaHHble (hail/ibl.
JlupekTrBa ycTaHaBIMBAETCA IVI00AIbHO WU OTAEIbHO I KaXKJI0r0 BHPTYaAJIbHOIO
XOCTA.

JlnHaMudecKnit KOHTEHT — 9TO BCE, YTO T€HEPUPYETCS BO BPEMs 3aIlIPpOCa U MOYKET
U3MEHAThCsI OT 3ampoca K 3ampocy. CyIecTByeT MHOXKECTBO CITOCODOB CO3JIAHUST
JIMHAMUYIECKOTO KOHTeHTa. /[ reneparum coaepzKUMOTO JOCTYIHBI pa3/IMIHbIE
obpaboTunku. Takzke MOTYT OBITH HAIMCAHBI crieruajabHbie CGI-TporpaMMbl st
reHepalym KOHTEeHTa Ha cailTe.

[Tocsie oO6paboTku 3ampoca cepBep OTIIPABJISIET OTBET, CO/IEPKAIIII KO COCTOSTHUST
u Tesio oTBera (omuonaabHo). Ko cocTosiHms yKasbiBaeT, yCremnHo i o6paboTan
zanpoc. Ecin Her, To Kakas omubKa mpou3sonia. Ko ommbku coodImaeT KJIueHTy,
YTO eMy HeoOXOJIMMO JIe/IaTh Jajiee.

Jlerajin TpaH3aKIUU U yCJIOBUSI BOSHUKHOBEHUS ONIUOKU 3AIMCHIBAIOTCS B (DaiIbl
2KYPHAJIOB.

asee Oy1yT paccMOTpPEHbI OCHOBHBIE JIMPEKTUBDI, UCIIOIb3YEeMbIE JIJIsi HACTPOIKHI
Apache B kagecTBe BebG-cepBepa.
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JupekTuBa Listen

Omnpenensier, Ha Kakux IP-agpecax u moptax Apache OyaeT nmpoc/ynmBaTh BXOIsI-
1ue 3a1pockl. [lo ymMordannio 3ampochl IpOCayIInBaTC Ha Beex IP-mHTepdeiicax.

Heckombko qupekTuB Listen MOryT HCIOJIB30BATLCS JIJI YKA3aHUs KOJIUIECTBA
aJpecoB W TOPTOB Jijisd mpociyimuBanusg. CepBep OyJ/ieT oTBedaTh Ha 3aIPOCHI C
JIIOOOTO U3 MEePEIUCICHHBIX aIpECOB U IOPTOB.

Cunrakcuc:

Listen [<agmpec>] <mopt>

rje:
e <azpec> — IP-aJpec, Ha KOTOPOM cepBep OyJer ciaymarh. Ecau sror napamerp
He yKaszaH, Apache Gyzer ciymars Ha Beex gocTyHbIX nHTEpdeiicax (0.0.0.0);
e <IOpPT> — HOMEP MOPTa, Ha KOTOPOM CepBep Oy/leT NpUHUMATEH coejuHerus. 1o
ymoJsrganuio ucnosas3yercda 80 g HTTP n 443 nna HTTPS.
Hampumep, s nojik/iodenust K cepsepy 1o nopty 80 B daiise Koudurypammum
HEOOXOIMMO YKA3aTh:

Listen 80

s moJIKJTIoueHns K cepBepy 10 HeCKOJILKUM mHTepdeiicam B daitsie kondury-
panum HeoOXOJIMMO YKa3aTh:

Listen 192.170.2.1:80
Listen 192.170.2.5:8000

JupekTuBa SernerName

Wcnonb3yercs Ji1st yKa3aHus OCHOBHOI'O UMEHU XOCTa, I10J] KOTOPBIM cepBep OyaeT
JOCTYIIEH.

[Ipu orcyrcTBUm cooTBeTcTByIOMEro ServerName, Apache Moxker mcmob30BaTh
JUpeKTUBy ServerAlias jiid oOpabOTKM ajbTePHATUBHBIX UMEH.

Cunrakcuc:

ServerName <umsi_cepsBepa>[:<mopT>]

rIe:
e <uMs_cepsepa> — noJHoe JomerHoe uMst (FQDN) mm IP-ajpec, KOTOpBIit Oyer
HCIIOJIb30BATLCH JIJId JIOCTYIIa K CEPBEPY;
e <nopT> (HeOOsI3aTEBHBIN) — HOMED MOPTa, Ha KOTOPOM CepBep Oy/IeT CIIyIIaTh.
[To ymorganuio ucnosibzyercs mopt 80 g HTTP u 443 s HTTPS.
HwupekTnBa ServerName MOXKeT HCIIOTB30BATHLCS B KOHTEKCTE BUPTYAJIBHOIO XO-
cra (<VirtualHost>), a TakyKe B OCHOBHOM KOH(MUIrypanuoHHOM aiiie cepsepa
(httpd.conf).
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HpHMep HCIIOJIbB30BaHUA JUPEKTUBBI B KOHTEKCTE BUPTYAJIbHOI'O CE€pBEpa:

<VirtualHost *:80>
ServerName www.example.com
DocumentRoot /var/www/example
</VirtualHost>

Ecin 3ammpoc mocrymnaer ¢ mmeremM, coorBercTByfomuM ServerName, Apache Oymer
00pabaThIBaTh €ro B paMKaX 3TOr0 BUPTYAJIHLHOTO XOCTA.

[Ipu orcyrcTBUm cooTBeTcTBYyIONEro ServerName, Apache mMoxkeTr ncmob30BaTh
IUpeKTUBy ServerAlias jiuid oOpabOTKM ajbTepHATUBHBIX UMEH.

B ciyuae eciim He 3aJaHO HU OJIHOTO BHPTYaJbHOIO XocTa, Apache Oyaer ncmoJib-
30BaTh 3HaUeHHe ServerName n3 OCHOBHOI KOH(MUTYypaIUNd KaK MUMsl 110 YMOJIIaHUIO.

1.5.3 JwmpektmBa <VirtualHost>

I/ICHOHBSyeTCH JJIA HaCTpOﬁKH BUPTYaJIbHbBIX XOCTOB, YTO IIO3BOJIAE€T O/HOMY
CceEpBEDPY O6CJIy}KI/IBaTI> HECKOJIbBKO JOMEHHbIX MMEH WJIN caliTOB Ha OJHOM IP—a;Lpece.
HpI/IMeHeHI/Ie ,ZLaHHOfI JAUPEKTUBBI 0CODEHHO IOJIE3HO JJIL XOCTHHF-HpOBaﬁ,ILepOB n
OpI‘aHI/I3ELLII/IIU/I7 KOTOPBIM HGO6XO,ZLI/IMO OIITUMU3UPOBATDHL HCIIOJIb30BaHUE CEPBEPHBIX

pecypcoB.
Cunrakcuc:

<VirtualHost [<IP-agmpec>]: [<mopT>]>
<[lupexTuBH>
</VirtualHost>

Ecnu <IP-azpec> ne ykasaH, BUPTYaJbHbII XOCT Oy/I€T CJIyIIATh Ha BCEX JOCTYII-
HBIX nHTepdeiicax.

Takke jjocTymnHA HACTPOWKA HECKOJIBKUX BUPTYAJIBHBIX XOCTOB B OJHOM aiiie
KOH(UTYpaIH, HAIIPUMED:

<VirtualHost *:80>
ServerName sitel.com
DocumentRoot /var/www/sitel
</VirtualHost>

<VirtualHost *:80>
ServerName site2.com
DocumentRoot /var/www/site2
</VirtualHost>

1.5.4 JIunpekTuBa DocumentRoot

YKa3bIBaeT OCHOBHYIO JIMPEKTOPHUIO, M3 KOTOPO#l cepBep Oy/ieT 0OC/IyKUBATD
daitinr aasa 3amnpocoB HTTP. JupekTtuBa DocumentRoot MOXKeT HCIIOJIB30BATHCS B
ocHOBHOM KoHbwuryparmonaom daiiie Apache (httpd.conf) wam BHyTpu 6J10KOB
<VirtualHost>, 4T0OBI yKa3aTh pa3Hble KOPHEBbIE JUPEKTOPUN JJIs PA3HBIX BUPTY-
AJIBHBIX XOCTOB.
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CuHTakcuc:

DocumentRoot "/<myTe_k_nupekTopun>"

[Iyre poikeH ObITH abCOTIOTHBIM U YKa3bIBATH HA JUPEKTOPHUIO, B KOTOPOIt
HaXOIATCH (hailibl HACTPAUBAEMOIO BebO-caiiTa.
Hanpumep:

DocumentRoot "/var/www/html"

B srom npumepe Apache 6ymer nckarh (aiiibl 11 00C/IyKUBAHUS B JIUPEKTOPUN
/var/www/html.

[Ipu ncnosb30BaHNM BUPTYAJIbHBIX XOCTOB KaxK1asd KoHduryparus <VirtualHost>
MOZKET UMETH CBOIO COOCTBEHHYIO IMpeKTHBY DocumentRoot, YTO MO3BOJIAET HA OJTHOM
cepBepe pasMenarh HeCKOJIbKO CAfTOB ¢ pa3/IMYHbIMU KOPHEBBIMU JIMPEKTOPUSIMHU.

[Ipumep ucnosb3oBaHUs IUPEKTUBBI B KOHTEKCTE BUPTYAJILHOTO cepBepa:

<VirtualHost *:80>
ServerName example.com
DocumentRoot "/var/www/example"
</VirtualHost>

<VirtualHost *:80>
ServerName another-example.com
DocumentRoot "/var/www/another-example"
</VirtualHost>

BaxkubIM acrekToM sBJsieTcs TaKyKe IIpaBUIbHas HACTPOIKa IIpaB JOCTyIla K
JUpeKTopun, ykaszanHoit B DocumentRoot. Apache jo/mkeH uMmers JOCTYI K 9TOM
JupekTopun Jijisi urenns aitioB. OHAKO HE CJIe/yeT MPEeIOCTABIATh JOCTYI K
CUCTEMHBIM (paiijiaM Win JUPEKTOPUAM, KOTOPbIE He MPeTHA3HAYEHDI /I TyOJIMTHOTIO
JIOCTYTIA.

[t HACTPOIMKM JOMOJTHUTEILHBIX ITAPAMETPOB JOCTYIIA K YKa3aHHON JTUPEKTOPUI
PEKOMeH/TyeTcsl UCIIOIb30BaTh AUPeKTUBy <Directory>.

JupektuBa <Directory>

Wcrmonbayercst it HACTPOMKHU TapaMeTpOB JIOCTYIIA U TMOBEJIEHUS cepBepa JIst
oIpeJieJIEHHON JUpeKTopuu Ha ¢aitnoBoil cucreme. [lo3Bossier yupaBisTh JTOCTYIIOM
K daiijzaM 1 HaCTPONKAMU JJIT KOHKPETHBIX KATAJIONOB, 9TO OCOOEHHO IIOJIE3HO JIJIsI
MOBBIIIEHNsT OE30IIACHOCTH U HACTPOHKN PYHKITHOHATBHOCTH BEO-ITPUIOKEHUIA.

Cunrakcuc:

<Directory "</myTbh_k_aupekTopum>">
<[[upeKTuBL>
</Directory>

[IyTh moskeH ObITH aOCOJIFOTHBIM U YKa3bIBATh Ha JAUPEKTOPHUIO, JIJIsI KOTOPOit
Oy/IyT IPUMEHATHCA HACTPONKHU.
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[Ipumep ncnob30BaHUs TUPEKTUBBI JIJId 3allpPeTa JOCTYa K JTUPEKTOPUH:

<Directory "/var/www/private">
Options None
AllowOverride None
Require all denied
</Directory>

JlupekTuBa ServerRoot

OrnpejiesisieT OCHOBHOM KaTaJjIor, B KOTOPOM HAaXOIAATCA (ailibl KOH(MUTYpaI 1

JIpyTUe pecypchl cepBepa.
Cunrakcuc:

ServerRoot "<myTe_x_kaTayuory>"

rje <OyTh_K_KaTaJoTy> — 9TO aDCOJIIOTHBIN IMyTh K KATaJOry, KOTOPBIA Oy/1er
UCIIOJIL30BATHCA B Ka9eCTBE KOPHEBOI'O KaTaJjora Jijis cepBepa. DTOT MyTh JIOJKEeH
OBITH yKa3aH B KaBbIYKaX.

Hanpuwmep:

ServerRoot "/etc/httpd"

JupekTuBa Include

Wcnosib3yercst 1 BKIIIOYEHUsT IPYTUX KOHMUI'YpaAIMOHHBIX (DailloB B OCHOBHOI
daitn koudurypanun cepsepa (httpd.conf).

Cunrakcuc:

Include "<oyTb_K_ainy_kKoHOuUrypanuu>"

r7ie <nyTh_K_Qaiiny _KoHUTypanuu> — 3T0 IyTh K (ailly nin KaTajaory, KOTOPBIil
HEOOXOTUMO BKJIIOYHUTD. [IyTh MOKeT OBITH aOCOTIOTHBIM UM OTHOCUTE/IHHBIM.

JList BKJTIOUEHUsT HECKOJIBKUX (pail/ylIoB KOHMUTIYPAIUN, HAXOJAAIIUXCA B OJIHOM
KaTajore, Ipyu yKa3aHUd UMEH MOYKHO HCIIOJIb30BaTh Iad/0Hbl. Hampumep:

Include /etc/httpd/conf.d/*.conf

IIpumeuanue. [lopsiioK, B KOTOPOM BKJIIOUAIOTCA (hailabl, IMeeT 3HadIeHue.
Eciu onun daiin nepeonpeiesnser HaACTPOKU, olpe/ieieHHbIe B JIpyTroM aitre,
TO OyeT IPUMEHATHCS TOC/IEIHSS 3arPyKeHHasi HacTPoiiKa.

ITpumep koudwurypamuu

Hasee puBejien mpumMep pocToit Koudurypaiun seb-cepsepa Apache:

Listen 80

<VirtualHost *:80>
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ServerName example.com
DocumentRoot "/var/www/example"

<Directory "/var/www/example">
Options Indexes FollowSymLinks
AllowOverride All
Require all granted
</Directory>

ErrorLog $APACHE_LOG_DIR/example_error.log
CustomLog $APACHE_LOG_DIR/example_access.log combined
</VirtualHost>

Hactpoiika Apache kak mpokcu-cepBepa

HTTP-cepBep Apache MOXKHO HACTPOUTH KaK B PeXKUMe IIPSIMOI0, TakK U obpar-
HOTO TIPOKCH-CepBepa (TakKe M3BECTHOrO Kak MuIo3). s peanusarum mpokcn
HACIIOJIb3YeTCs MO/IyJIb mod_proxy.

OOBIYHBIN TTPOKCHU-CEPBEP — ITO MPOMEXKYTOUHBIN CepBEP, KOTOPBIN HAXOIUTCS
MEXKJIy KJIMEHTOM M UCXOJIHBIM cepBepoM. UTOOBI MOJIYYUTH KOHTEHT C MCXO/THOTO
cepBepa, KJIUEHT OTIIPaBJIAeT 3allpPOC IIPOKCU-CEPBEPY, Ha3blBasd UCXOIHBIA cepBep
IIeJIEBBIM. 3aTeM IMPOKCU-CEPBEP 3allPAITUBAET KOHTEHT C UCXOHOI'O CEPBEPa 1 BO3BPa-
maeT ero Kinenty. Kimment josmken ObITh CIIelUaJIbHO HACTPOEH Ha UCIIOJIH30BAHUE
IPAMOTO IIPOKCHU-CEpBepa I JTOCTyHa K JIPYTUM CalTaM.

Tunuaroe UCIOIBL30BAHUE MIPSIMOTO ITPOKCH-CEPBEPA — MPEJIOCTAB/IEHIE JIOCTYIIA
B VlHTepHET BHYTPEHHNM KJIMEHTaM, KOTOpble OrpaHnvdeHbl OpanaMayspoM. [Ipamoit
IIPOKCU-CEPBEP TAKIKEe MOXKET MCIIO/Ib30BaTh KelnpoBaHue (06ecednBaeMoe MOJLyJIeM
mod_cache) JiJIsi yMEHbIIIEHUS MCIOJIb30BAHUSI CETH.

[Ipsimoit mpokcH aKTUBUPYETCS € IOMOIIBLIO IMpeKTUBbLI ProxyRequests. [lockon-
Ky IIepeHalIPaBJACHHBIC TPOKCHU TO3BOJIAIOT KJIMEHTAM ITOJIYYaTh JOCTYI K ITPOU3BOJIb-
HBIM CaiiTaM 4depe3 BHYTPEHHUH cepBep U CKPbIBATb UX UCTUHHOE IIPOUCXOZKJICHUE,
BasKHO, YTOOBI cepBep ObLI 3allUINEH — TOJLKO aBTOPU30BAHHbIE KJIUEHTHI MOTYT
IIOJIYYUTD JIOCTYII K IIPOKCH, IIpeXKJe 9eM aKTUBAPOBATH IepEeHalpaBIeHHbIA [IPOKCH.

O6paTHBIil TPOKCH-cepBep (WM TLTI03), HATPOTHUB, BBITVISIUT sl KINEHTa KaK
obObraHbBIN BeO-cepep. Hukaxkoii crierua/ibHOM HACTPONKM Ha KJIMEHTe He TpedyeTcs.
KnuenT BhIOTHSAET OOBIMHBIE 3aIIPOCHI KOHTEHTA B IPOCTPAHCTBE UMEH OOPATHOTO
IIPOKCH-CepPBeEPa. 3aTeM OOpaTHBIM MPOKCH-CEPBED PEIIaeT, Ky/a OTIPABIAThH STH
3AIPOCHI, U BO3BPAIAET KOHTEHT, KaK ecJid Obl OH caM ObLIT UCTOYHUKOM.

Tunmanoe ucrnosib3oBaHne 0OPATHOTO IPOKCU-CEPBEPA — IPEJIOCTABUTH MT0JIH30Ba~
Tesisim VIHTEpHETA JOCTYII K cepBepy, HAXosmemMycs 3a opanamayspom. OOpaTHbie
IIPOKCH-CEPBEPHI TAKKE MOYKHO HCIIOJIH30BATD JIJIsi OAJTAHCUPOBKU HATPY3KU MEXKTY
HECKOJIbKUMU BHYTPEHHUMU CepBepaMu WK JIjist 00eCIeYeHns KeIMPpOBaHusi (MOLyJIb
mod_cache) GoJiee MeJJIEHHOTO BHYTpeHHEro cepsepa. Kpome Toro, obpaTHbie IPOKCH-
cepBepbl MOYKHO HCIOJIB30BATDH IIPOCTO JJIsi O0bEeIMHEHUsT HECKOJIBKUX CEPBEPOB B
OJIHO U TO 2Ke IpocTpancTso URL.

O6parHblil TPOKCH aKTUBUPYETCs € TIOMOINbIO TUPEKTUBLI ProxyPass mwin diara
[P] mupekTuBbl RewriteRule. i HACTpOIiKI 0OpaTHOrO MPOKCU He 00si3aTeIbHO
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BKJIIOUYaTh ProxyRequests.

JdunpekTuBa ProxyRequests

upekTnBa ProxyRequests ucrnosb3yeTcs /i yIpaBeHUs T0BeJleHUEM ITPOKCH-
cepBepa, 0cOOEHHO B KOHTEKCTE IIPsIMOTO ITPOKCUPOBaHus. upekTuBa orpeaesser,

pasp
BaTh

€IIICHO JIM CepBepy NPUHUMATDL 3aIIPOChI OT KJIMEHTOB, KOTOPLIE XOTAT UCIIOJIb30-
€r0 KaK OTKPBITBHIA ITPOKCH.

CuHTaKCHUC:

ProxyRequests On | Off

rjae:

On — BKJIIOYAET BO3MOXKHOCTH HpsAMOro mpokcuposanus. Cepsep OyaeT mpu-
HUMaTh 3aIPOCHI OT KJIMEHTOB U IIepeHAIIPaB/IATh UX Ha JPYTHe cepBephl. B
9TOM pezKnMe JII000# KJIMEHT MOXKET OTIIPABUThH 3allpOC Ha IPOKCUPOBAHUE, YTO
MOZKeT IIPUBECTU K IpobJsieMaM ¢ Oe30I1aCHOCTBIO, €CIN CEPBEP HE 3aIUIIEH.
0ff — oTkJIIOYAET BO3MOYKHOCTDH IPSIMOIO ITPOKCHPOBaHudA. B 3TOM pekmnme
cepBep OyzeT padoTaTh TOIHLKO KaK OOPATHBIM ITPOKCH, MPUHAMAST 3aIIPOCHI OT
KJIMEHTOB U IIepEHAIIPABJIAd UX Ha OlpeJle/leHHble O9KeH/I-CepPBEPHI, yKa3aH-
Hble B TUpeKTuBaxX ProxyPass m ProxyPassReverse. {Bisercs 3nadenneM 1o
YMOJIYAHUIO.

[Ipumep koubUTypaIuu A1 TPAMOTO TPOKCH:

ProxyRequests On

<Proxy *>
Order allow,deny
# [lo3BONUTL BCEM KJIUEHTaM HCIOJIb30BaThb IIPOKCH:
Allow from all

</Proxy>

[Ipumep kouduryparuu g oOpaTHOrO MPOKCH:

ProxyRequests 0ff

<VirtualHost *:80>
ServerName example.com

ProxyPass / http://backend-server/
ProxyPassReverse / http://backend-server/

<Proxy *>
Order deny,allow
# PaspemnTh OOCTYHI TOJIBKO K OOpaTHOMYy IIPOKCH:
Allow from all
</Proxy>
</VirtualHost>
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JlupekTusBa ProxyPass

Ucnionb3yercst i1 HACTPONKM ITPOKCUPOBAHUS 3aIIPOCOB OT KJIUEHTa K O9KEH/]I-
cepsepy. upekTrBa 103BoJISIET IepeHalpaB/IsaTh 3aIlPOChI, ITOCTYIIAOIIINe Ha OIIpeie-
JleHHbIil URL, K JIPYrOMy CepBepy WJIN MPUIOKEHHUIO, 9To JaeiaeT Apache oOpaTHbIM
IIPOKCH-CEPBEPOM.

Cunraxcuc:

ProxyPass [<myTe>] [<url>] [<ommumm>]

rje:

e <myTb> — [yTh Ha BHYTPEHHEM BeO-cepBepe, KOTOPbIii Oy1eT TPOKCUPOBATHCS.
[IyTh MoxKeT OBITH OTHOCUTEJIbHBIN (HampuMep, /app) Win HOJHbBI (HampuMmep,
/app/);

e <url> — yactuunbiit URL-aJipec y/iajeHHOTO cepBepa, Ha KOTOPBIi Oy/IyT mepe-
HAIIPABJISATHCSI 3aIIPOCHI;

e <ommuu> — JOMOJHUTEIbHBIE TAPAMETPHI (OMIIMOHAJIBHO), KOTOPBIE MOT'YT U3-
MEHUTH [OBEJICHUE TIPOKCUPOBAHMS.

JupekTuBa ProxyPassReverse

Wcnonb3yercs B coueTannn ¢ JUPEKTUBOI ProxyPass 711 KOppeKTHO 00paboTKM
3ar0JI0OBKOB OTBETA, BO3BPAIAEMbBIX O9KeH I-cepBepoM. /IMpeKTnBa Mo3BoJIgeT n3Me-
HATH 3arojioBku Location, Content-Location u URI B oTBerax oT OIKEHJ-CEPBEPA,
4TOOBI OHU cooTBeTCcTBOBa M URL-a/ipecaM, UCIOIb3YEMbIM KJIMEHTAMHU.

CunTakcuc:

ProxyPassReverse [<myTp>] [<url>]

rje:
e <ImyTB> — IIyTh Ha BHYTPEHHEM BeO-cepBepe, KOTOPHBI OYyIeT IIPOKCHPOBATHCS.
[IyTh MoO)KeT GBITH OTHOCUTEIBHBIH (HAIIpUMeD, /app);

e <url> — URL G9KeHJ-cepBepa, ¢ KOTOPOro GyyT MPUXOIUTh OTBETHI (HAIPUMED,

http://backend-server/app).

Korpma kauenT jenaer 3anpoc K BHyTPEHHEMY CEPBEPY, U 3TOT 3aIIPOC ITPOKCUPY-
eTcd Ha O9KEHJI-CEPBEP C MOMOIIbIO ProxyPass, 09KeH I-cepBep MOXKET BEPHYTH OTBET
€ 3aroJIOBKaMu, KOTOPbBIE COJIEPKAT CCBLIKHM Ha €ro coOCTBeHHbIH ajipec. Hampumep,
ecan O9KEH/I-cepBep BEpHET 3aroJioBoK Location: http://backend-server/app/
somepage, KJIMEHT HE CMOKeT IOJIYUUTh JIOCTYII K 3TOMY PECYPCY, TaK KaK obpalleHme
AJET K BHYTPEHHEMY CEpBEpY.

upekTuBa ProxyPassReverse u3MeHsieT 3TH 3arojIOBKU, YTOOBI OHU YKA3BIBAJII
Ha TpaBUIbHBbIN URL BHyTpeHHEro BeO-cepBepa. B pesyibrare KJIMEHT MHOJIyYaeT
KOPPEKTHBIE CCBLJIKN, KOTOPbIe MOXKET MCIOJIB30BaTh I JaJIbHeIell paboTh.

dupekTuBa <Proxy>

Ucnombayercd 1 HACTPOIKU MapaMeTPOB U OIPAHUYEHUI /I ONpeIeIeHHbIX
POKCU-00bEKTOB. JIupeKkTuBa 1mo3BoJIseT yIpaBIaTh JOCTYIIOM, HACTpOKaMu 6e3-
OIACHOCTHU ¥ JIPYTHMU MapaMeTpaMu JIJIsd 3alIPOCOB, KOTOpPbIe 00padaThIBAIOTCA Yepe3
IIPOKCH.
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CuHTakcuc:

<Proxy [<url>]>
<JlupeKTUBH>

</Proxy>

rje <url> ompejesser, KaKue 3alpochl OYAYT MPUMEHIThCA K JAHHON CEKITAMN.
Jlomyckaercss MCIOJIB30BATDh * I YKa3aHUs BCEX MPOKCH-3aIllPOCOB WJIN YKa3aTh
KOHKPETHBI Iy Th.

asee 6yayT paccMOTPEHBI OCHOBHBIE JTUPEKTUBDI, UCIOJIb3yeMble B <Proxy>.

Require

Wcnospayerces 1151 ynpaBJeHus JOCTYIIOM K pecypcam Ha cepBepe. /lupekTuBa
Require zamenwnsia ycrapesiue qupeKTusbl Order, Allow m Deny, npegocraBiisid
6oJ1ee THOKMIT CITIOCOO HACTPOUKHM KOHTPOJIS JTOCTYTIA.

CuHTaKCHC:

Require [<Tun_tpeboBanus>] [<ycnoBue>]

rae IapamMeTrp <'I‘I/I1'I_Tpe6OBaHI/ISI> MO2KET IIPUMHUMATDL CJACAYIOIINC 3HAYCHUA:

e all granted — paspeliaeT JOCTYII BCEM I[IOJIb30BaATE/IAM;

e all denied — 3ampemaer AOCTYI BCEM IIOJIb30BaTE/IAM;

e ip — pazpemlacT WM 3allpeliacT AOCTYN Ha OCHOBe IP-ajipecos;

e user — pasperraer JOCTYII OIPE/IEJICHHBIM [0JTb30BATEISIM (IIPU MCIOJIb30BAHUK
ayTeHTUDUKAIINHT );

e group — pasperaer JOCTYI IPyIIIaM IoJb30BaTeseil (Pl UCIOIb30BAHIN
ayTeHTUhOUKAIINHT );

e valid-user — pasperiaer JIOCTYI JTIOOOMY ayTeHTU(MHUITTPOBAHHOMY I10JIb30Ba~
TEJIIO.

Timeout
Ucnonbayercst jjist HACTPOMKN BpeMeHn oxKujlaHus (TaiiMayTa) JJisi pa3JInIHbIX
orreparuii, TaKux Kak 9TeHHe 3aIlIpoca, OTIIPaBKa OTBETa U JIPYTUX CETEBBIX OIEPaIlnii.
Mozker ObITH 0COOEHHO BarkKHa B KOHTEKCTE HACTPOWKH IIPOKCU-CEPBepa, Iie BpeMsi
OXKMIAHUSA MOYKET BJIMATH Ha IPOU3BOANTEILHOCTh U CTAOUIBHOCTH PAOOTHI.
Cunrakcuc:

Timeout <Bpema>

rae <BpeMH> YKa3bIBa€TCd B CEKYHIaX.

JupektusBa ProxyTimeout

Ucrnonb3yercst 11 HACTPOMKN BpeMeHH OKUJAHUs (TaiiMayTa) JJId TPOKCH-
zarpocoB. [lo3BojisieT yCTaHOBUTD BpeMsi, B T€UeHHE KOTOPOrO cepBep OyJ/ieT »KIaTh
oTBeTa OT O9KEH/I-cepBepa, K KOTOPOMY OH ITPOKCUPYET 3AITPOCHI.
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CuHTakcuc:

ProxyTimeout <Bpemsa>

riae <BpeM5{> YKa3bIBa€TCAd B CEKYHIaX.

1.6.6 Ilpumep kouHdUrypamum

1.7

Hamee mpusesien npumep kKoudurypamun Apache kak o6paTHOrO MPOKCH-CEpBEpa
C UCIOJIb30BAHUEM MOJLyJisi mod_proxy:

<VirtualHost *:80>
ServerName example.com

# BriodeHHe MOZAyJIA mMod_proxy:
ProxyRequests Off

# HacTpolika NpPOKCHpPOBAaHUA:
ProxyPass /app http://backend-server/app
ProxyPassReverse /app http://backend-server/app

# OrpaHudYeHHe OOCTyIa K IIPOKCH:
<Proxy *>
Order deny,allow
Deny from all
# Paspemenue mocTyma TOJIBKO U3 JIOKAIbHOW CeTH:
Allow from 192.168.1.0/24
</Proxy>

# HacTpoiika TaiiMayToB:
ProxyTimeout 30

# Xypuaus:

Loglevel warn

ErrorLog $APACHE_LOG_DIR/error.log

CustomLog $APACHE_LOG_DIR/access.log combined
</VirtualHost>

KemupoBanue

Kermmmposanue — 310 MeTO 1 cOXpaHeHusI KOIUI HEKOTOPLIX 9JIEMEHTOB BeO-PECypPCoB,
K KOTOPBIM HEJAaBHO OCYIIECTBJISIJICS JOCTYI Ha yJIaJeHHOM cepBepe. KerupoBanue
CHOCO6CTByeT IIOBBIMICHUIO ITPOU3BOAUTE/IBHOCTHU U IVIaCIHTa6I/Ipye1\/IOCTI/I, T. K. SHaA4YU-
TEJLHO YMEHBIIaeT BpeMs Ha 3arpy3ky uHgopManun. OHaAKO KelnpoBaHue TpedyeT
JIONIOJIHUTEJILHBIX PECYPCOB MaMATh. [Ipu nepenoHeHnn Kela pPejIko UCIHOIb3yeMble
9JIEMEHTBI YA ISIIOTCS.

s BeO-cepBepa Apache pyHKIIMOHAILHOCTD KEIIUPOBAHUS IIPEJIOCTABIIAET MO-
Jynb mod_cache. Mojtysib MOXKET UCIIOJIB30BATLCS B COYETAHUU C JPYTUME MOJTYJISIMU,



1.7.1

1.7.2

1.7.3

1.7.4

I'maBa 1. Beb-cepBep Apache 21

TakuMu Kak mod_disk_cache m mod_mem_cache, /g peaqun3anuy KEIIMpPpOBAHUA HA
JUCKE WJIN B IIAMATU COOTBETCTBECHHO.
layiee 6y1yT paccMOTPEHBI OCHOBHBIE JTUPEKTUBBI MOJLYJ/Ist mod_cache.

JupekTuBa CacheEnable

Bkuniowaer kemmmpoBaHue Jijist orpejiesienHoro URL-tipocTpancTBa. JlupekTuna
MO3BOJISIET yKa3aTh, KAKOM THII Kella (JUCK WM MaMsITh) OyIeT UCIOTb30BAThCS st
onpeaeneHabix URT.

CuHTakcuc:

CacheEnable <tun_xema> <URL-nyTsn>

rae:

e <TWII_Kema> — THIl KeIa, KOTOPbI Oy/IeT MCIOJIb30BATbCHA (HaHpI/IMep, disk
WM mem);

e <URL-myTb> — IyTh, /I KOTOPOro OyJIeT BKJIIOYEHO KelupoBanue. [1yTs Mmoxker
OBITH ITOJIHBIM MJIA 3adaH IPEeUKCOM.

JIupekruBa CacheDisable

OTkJIf09aeT KemupoBaHue it onpeaeieHHoro URL-TIpOCTpaHCTBa TP HEOOXO -
MOCTH UCKJIIOYCHUSA OIIPEJICJCHHBIX PECYPCOB U3 KCIINPOBAHU.
Cunrakcuc:

CacheDisable <URL-nmyTn>

rie <URL-myTes> — MyTh, I KOTOPOTO OyJIeT OTKIIOUEHO KENTNPOBAHNE.

upekTuBa CacheRoot

VKa3bIBaeT JUPEKTOPHIO, B KOTOPOIl OyIeT XpaHUTbCs Kelll Ha, JTUCKe. JTO HeoD-
XOJIMMO J1j1st paboThl Moy mod_disk_cache.
Cunrakcuc:

’ CacheRoot <xaramor> ‘

rje <KaTajor> — IOJHBINA MyTh K JUPEKTOPUU, Tje OYIyT XPAHUTHCA (hailibl
Kela.

JlupekTuBa CacheSize

BajlaeT MakCUMAaIbHBIN pa3Mep Kelra B Oafitax. /lupekTnBa ucmob3yercs st
OorpaHUYeHHsT 00beMa, TaMSITH, BBIIEISEMOrO O/ KEIIl.
Cunrakcuc:

CacheSize <pazmep>

r/le <pasMep> — MaKCHMAaJbHBI pasMep Kela B OaiiTax.
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JupekTuBa CacheMaxExpire

Bajiaer Makcumasibaoe BpeMs )Ku3uu (TTL) jyist KermupyeMbix 00beKToB. [laxe
€CJIN cepBep yKas3bIBaeT OoJiee JTUTE/IbHOE BPEMs B 3ar0JIOBKaX OTBETA, Kelll OyjieT
ACIO0Ib30BaTh 3Hadenne CacheMaxExpire Kak BepXHUN Ipees.

Cunrakcuc:

CacheMaxExpire <Bpema>

rje <BpeMa> — MaKCHUMAaJbHOE BpeMs KU3HU B CEKYyHJaX.

dupektuBa CacheDefaultExpire

YeraHaB/IMBaeT 3HAYEHHE 10 YMOTYAHUIO JIJIs BPEMEHHU YKU3HHU KEITUPYyeMbIX
00BEKTOB, €CJIU CePBEp He YKAa3hIBAET €0 sIBHO B 3ar0JI0BKax oTBeTa. Jlannoe 3nagenue
OyJIeT MCIOJIL30BATLCS /IS BCEX 00BLEKTOB, JJI KOTOPLIX HEe yKAa3aHO JIPYroe BPeMs
KN3HU.

Cunraxcuc:

CacheDefaultExpire <Bpemsa>

rjie <BpeMa> — MaKCHUMaJIbHOE BpeMs KU3HU B CEKyHJaX.

IIpumep koudurypamumn

asee npupeen npumMep Koudurypamun Apache ¢ HACTPONWKOI KeIMMpOBAHUS:

CacheRoot /var/cache/apache2/mod_cache
CacheEnable disk /

CacheDefaultExpire 3600

CacheMaxExpire 86400

<VirtualHost *:80>
ServerName example.com

<Location "/images">
CacheEnable disk
CacheDefaultExpire 7200
CacheMaxExpire 86400
</Location>

<Location "/private">
CacheDisable
</Location>
</VirtualHost>

banancupoBka HarpyskKu

BastancupoBka Harpy3ku — 9T0 METO/I pacipee/IeHnsT BXOIAIINX 3alIPOCOB MEXK Ty
HECKOJIbKUMU cepBepaMu Jijist 00eCieYeHns BhICOKON JTOCTYITHOCTU U ITPOU3BOIUTE -
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Hoctu BeO-tipuyiokeruii. B Apache cyimecTByer HECKOJIBKO CIIOCOOOB HACTPOMKHU
OaTaHCHPOBKN HATIPY3KH, BKJIIOYAs NCIOJb30BAaHNE MOYI mod_proxXy M €ro IMOIMO-
JyJei mod_proxy_balancer u mod_proxy_http.

JIupekTuBa BalancerMember

OtpeiesisieT OT/e/IbHbIE CepBephl (WIEHBI KJIacTepa), KOTopble Oy/IyT y4acTBOBATD
B OajlaHCHMPOBKe Harpy3ku. B KadyecTBe apryMeHTOB MOXKHO ykazaTh URL-ajipec
cepBepa U JIOTOJHATEIbHBIE TTApAMETPhI (OIIIHHN ).

CuHTakcuc:

BalancerMember <URL> [<omuum>]

B kadecTBe MOIOJHUTEIbHBIX OININI, 3aJAI0MIUX IIOBEJIEHNE cepBepa, MOXKHO
yKa3aThb:

e status=on | off — ykasbiBaeT, aKTUBEH JIH JIaHHBIH cepBep. Eciu ycTanoB/ieHo
snadenune off, 3ampockl He OY/IyT HAIIPAB/IATHCA Ha YKa3aHHBII cepBep;

e timeout — ycraHaBIMBAET TAWMayT COCJMHEHMsI C YKA3aHHBIM CepBEpOM (B
CEeKYHJIaxX);

e retry — ompelesadeT KOJMYIECTBO MONBITOK IIOBTOPHOIO COCOUHCHUA C CEPBEPOM
B CJIy4Yae ero HeJIOCTYIHOCTH;

e loadfactor — mo3BOJIAET YCTAHOBUTH IPUOPHUTET JIJId YKA3aHHOTO CEPBEPA.
Cepsepbl ¢ 60jee BRICOKUM 3HaYEHHEM OYIYT HOJIydaTh OOJIbIIIE 3aIIPOCOB.

Hanpuwmep:

BalancerMember http://serverl.example.com retry=5 timeout=300

1 yKazaHus HECKOJIBKUX CEPBEPOB, YUACTBYIOIINX B PACIPEICICHUN HAIPY3KHU,
MOZKHO HCIIOJIb30BaTh JUPEKTUBY <Proxy balancer>.

1.8.2 JIupekTtuBa <Proxy balancer>

OrpejiesisieT TpyIILy yIaJeHHBIX CEPBEPOB, MKy KOTOPBIMU OyJ/IeT OCYIIeCTB-
JIAThCsI OaJIAHCUPOBKA HATPY3KH.
Cunrakcuc:

<Proxy balancer://<uMsi_TpyImsy
BalancerMember <URL> [<ommum>]

</Proxy>

rje:

e <yMs_TPYIIE> — UMHA I'PYHILI OAJIAHCUPOBIINKA, KOTOPOE UCIOJIL3YeTCsd JIJIs
UJIeHTUMUKAIIAA STON TPYNIBI B APYTUX JIUPEKTHBAX, TAKNX KaK ProxyPass
unu ProxyPassReverse;

e BalancerMember <URL> — ompeje/isieT OTIeIbHbBII O9KeHI-cepBep, KOTOPDIM
Oyaer JacTbio rpyiiibl. URL yKasbIBaeT Ha ajipec cepBepa, K KOTOPOMY OVIyT
HAIIPABJIATHCS 3aPOCHL. J[OTO/IHITEIBHO MOYKHO YKa3aTh MapaMeTpbl (OIun )
JIJId HACTPOMKM ITOBEJICHUSA ITOrO CEPBEPA.
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[Ipumep KoHDUTYpAITUT C UCIIOJIB30BAHUEM I'PYIIIBI YIAJEHHBIX CEPBEPOB:

<Proxy balancer://mycluster>
BalancerMember http://serverl.example.com
BalancerMember http://server2.example.com
ProxySet lbmethod=byrequests

</Proxy>

371eCh CO3JIaeTCs IpyIa OaJaHCUPOBIINKA ¢ MMeHeM mycluster, B KOTOPYIO BXO-
AT ABa yAaJeHHBbIX cepBepa — serverl.example.com u server2.example.com, a
TaKXKe YCTaHABJIMBAETCS MeTOJ| DaJaHCUPOBKHU byrequests, KOTODPLIl OyieT pacipe-
JIeJIATH 3aIPOCHI 110 KOJIMYECTBY OOpaIleHnit K KaXKJIOMY CepBepy.

JupekTuBa ProxySet

Ucnonb3yeres i HACTPONKYU ITapaMeTpoB MOBEJICHUS ITPOKCU-CepBEpa JIJIsd Olpe-
JIeJIEHHOTO 1JieHa Kyactepa. MoXKHO yKa3aTh ajJropuT™ 06aJIaHCHPOBKY MJIN ITapaMeT-
PBL CecCuil.

Cunrakcuc:

ProxySet lbmethod=<meTozm>

rje <MeToZL> 3a/laeT MeTo/ 6aJIaHCUPOBKU HAIPY3KU U MOYKET IPUHUMATDL CJIEJLy-
IOIe 3HaYeHUs:

e byrequests — OaJaHCUPOBKA 110 KOJIUYIECTBY 3aIIPOCOB;

e bytraffic — OasancEmpoBKa 110 00beMy IEepPEJaHHbBIX JTaHHBIX;

e bybusyness — OajJaHCHPOBKa MO KOJUYECTBY aKTUBHBIX COETMHEHMIA.

Harmpumep, /st 6a/1aHCHPOBKHM HArpy3KHU 0 KOJUYECTBY 3alPOCOB HEOOXO MO
yKa3aThb:

ProxySet lbmethod=byrequests

JI1s1 HACTPOMKY TOJIKJIFOUEHUsT OTHOTO KJIMEHTa K OJTHOMY M TOMY 2Ke YJIaJIeHHOMY
CcepBEPY MOXKHO MCIIOJIB30BATh TaK HA3bIBAEMbBIE «JIUIKHE» CECCUU. 3aJaTh TAaKyIO
HACTPOMKY MOXKHO C IIOMOHIIBIO ITapaMeTpa stickysession IUpeKTUBLI ProxySet:

ProxySet stickysession=JSESSIONID | jsessionid

rie JSESSIONID | jsessionid — cTaHIapTHBIN HAeHTHMOUKATOP CECCUU, KOTO-
PBIit aBTOMaTHYEeCKH CO3/12€TCsd CePBEPOM IIPUJIOKEHUH /1711 OTCJIe2KUBAHUSA COCTOTHUS
CeCCUN I0JIb30BaTeIs.

B 3aBucmMocTr OT HACTPOEK CepBEPa U CPeJIbl BHIIIOJIHEHNS, UMEeHa TIepeMEeHHbBIX
MOTYT OBITH YyBCTBUTE/JHLHBIMU K peructpy. [losromy mcronb3oBanme o00ux BapuaH-
TOB (C 3aIJIaBHBIMHU U CTPOYHBIMU GYKBaMI) ITO3BOJIsIET 00ECIIeUNTh COBMECTUMOCTD
C Pa3JIMYHBIMU CepBepaMy U IPUJIOKCHUAMUA.

Taxke mupekTrBa ProxySet MOXKeT IPUHUMATH TaKHe ImapaMeTpPhl, Kak:

e status=on | off - ykasbIBaeT, akTUBEH Jiu JAaHHbI cepBep. Ecn ycranosiieno

snadenne off, 3ampockl He OY/IyT HAIPABIIATHCA HA YKA3aHHBIN CepBep;
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e timeout — ycrTaHaBIMBAET TaiiMayT COEIMHEHMs C YKa3aHHBIM cepBepoM (B
CEKYH/IaX);

e retry — ONpEJEIAeT KOJMIECTBO TONBITOK IOBTOPHOIO COEJIMHEHNST ¢ CEPBEPOM
B CJIy4ae ero HeJOCTYIIHOCTH.

JIupekTuBa <Location>

Ncnonbsyerca ayst onpepenennsa URL-myTH, KOTOpbIi OyieT oOpadaTbiBaThbCs
OaJIAHCHUPOBIITTKOM.

Cunrakcuc:

<Location /<myTb»
<[lupexTuBL>

</Location>

HupexktuBnr BHyTpu 6/10Ka <Location> Oy/IyT MPUMEHSTHCS TOJBKO K 3aIPOCaM,
COOTBETCTBYIOIIIMM YKa3aHHOMY IIYTH. HYTB MOZKET 6bITb a6COﬂIOTHbIIVI, OTHOCUTE/Ib-
HbIM MJIA UCIIOJIb30BaThb PEryJ/IdPHBIE BbIDAazKEHUA.

[Ipumep kouduryparum oo6padboTKn OOpaAIEeHNH KJIUECHTOB 0aTaHCUPOBIITUKOM:

<Location /app>
ProxyPass balancer://mycluster
ProxyPassReverse balancer://mycluster
</Location>

HacTtpoiika moctyna Kk Beb-cepBepy

HezaBucumo ot 3a71at, KOTOpBIE JOJYKEH PellaTh HaCTpanBaeMbIil BeO-cepBep, BO-
pochl ero He3onacHocTu (aBTOpHU3AIUs 0JIb30BaTeell, MpaBa JOCTyIa K KATaaoraMm,
OrpaHUYeHUe JIOCTYNA U T.J.) TPeOYIOT 0cOOOr0 BHUMAHUS.

Konrposb jtoctyna k Beb-cepepy Apache MOKeT OCyIIeCTBISITHCA ¢ TIOMOIIBIO
TaKUX MojyJiell, Kak mod_authz_core, mod_authn_core u mod_authz_host.

Momyns mod_authz_core omnpe/ienser TUPEKTUBBI, KOTOPbIE O3BOJSIOT KOHTPO-
JINPOBATD JIOCTYII K PecypcaM Ha OCHOBE PA3/IMYHBLIX YCJIOBUN, TAKUX KaK ayTeHTU(U-
Kallis 1oJb30BaTesd, IP-ajipeca, Ipylbl U IIp., & TaKzKe [IPEeJIOCTaBJISAET OCHOBHbBIE
MEeXaHU3MBbI JJIsl YIIpaBJICHUA aBTOpU3AIIUEH.

Moyib mod_authn_core mpejiocTaB/igeT OCHOBHbIE BOZMOXKHOCTH ayTEeHTUMU-
KaIllW, ITO3BOJISIONINE PA3PENUTh WM 3alIPETUTH JOCTYI K KAaKHM-JIIO0 pecypcam
BeO-cepBepa.

Momynb mod_authz_host ymnpasisieT JOCTYIIOM K pecypcaM Ha OCHOBE aJipeca
xocta wim IP-ajipeca kianerTa. Mojy/ib 103BOJIsIET KOHTPOJIUPOBATDH, KAKIE XOCThI
nnu IP-aapeca MMEOT JOCTYH K OIPENEIEHHBIM pecypcaM Ha CepBepe.

B pamkax Tekytiero pasjesna OyIyT pacCMOTPEHBI OCHOBHBIE TUPEKTHUBBI, IO3BO-
JIFIONIME OCYIIECTBIATE KOHTPOJb JOCTYIIa K pecypcaM cepBepa.
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JupexkTusa AuthType

HupektuBa AuthType HCIIONBb3yeTCs JIJIsl YKA3aHUsl THUITA ayTeHTU(hUKAIINN, KOTO-
pbIii OyIeT NPpUMEHAThCA K 3alllUIEHHBIM pecypcaM. upekTuBa onpeesser, KaKum
obpaz3oM cepBep OyIeT MPOBEPSITH MOJIMHHOCTD MTOJIb30BaTe e, TBITAIONNXCS TTOJTY-
YUTh JIOCTYI K pecypcaM Beb-cepBepa.

Cunrakcuc:

AuthType <tun_ayTeHTuduKanuu>

rjie <TUI_ayTeHTUPUKAIUU> ONpPeessdeT THIT ayTeHTU(DUKAINN U MOKET ITPIHI-
MaTh CJAEMYIONINE 3HAYCHUS:

e None — OTKJIIOYUTH ayTEeHTUPUKAIIUIO;

e Basic — mpocras ayreHTudUKAIMS, TPU KOTOPOH MM TOJIb30BATE/IST U TAPOJIb
nepejalnTced B KOJIMPOBKe Base64;

e Digest — ayTeHTHdUKAIINSA C HCIOIL30BAHUEM XeITMPOBaHUsd, O0osee Oesomac-
HBIIl TUII ayTeHTHdUKAIMN 110 cpaBHeHnio ¢ Basic. [laposm He nepejiaiorcs B
OTKPBITOM BH/]IE;

e Form — ayrentudukanus qepe3 Bed-Gpopmy, MO3BOJISET MI0TH30BATE/ISIM BBOIUTD
ydeTHbIe JaHHble (HaIpuMep, UMs HOJIb30BaTesst U mapoiib) B HTML-dbopme,
BMECTO HCIIOJIb30BAHUA CTAHJIAPTHBIX JUAJONOBBIX OKOH Opay3epa.

JupekTuBa AuthName

Jupexkrusa AuthName ucoab3yercs JJisd YKas3aHusd UMEHH 00JIacTh ayTeHTUudu-
kanuu. Vims orobpazkaercs IOJIb30BATEeII0 B IMAJI0NOBOM OKHE ayTeHTH(MUKAIUN,
KOI'JIa OH IBLITACTCA IIOJIYYNATh JIOCTYII K 3alUIIEHHOMY PeCcypCy.

Cunrakcuc:

AuthName "<obnacTs_ayTeHTuUKaALAL>"

[Ipumep kouduryparun:

<Location "/protected">
AuthType Basic
AuthName "Restricted Area"
Require valid-user
</Location>

rje:

e AuthType Basic — yka3bIBaeT, 4TO UCHOJIb3yeTcs 6a30Basd ayTeHTUMUKAIIT;

e AuthName "Restricted Area" — 3ajaer ums obsracTu ayTeHTU(DUKAINA KAK
"Restricted Area". Korja mosb3oBaTesb MOMBITAETCS MOJIYYIUTH JOCTYIT K
/protected, Opay3ep OTOOPA3UT YKa3aHHOE MM B JIMAJIOIOBOM OKHE 3a1poca
VUETHBIX JIAHHBIX;

e Require valid-user — ykasbIBaeT, YTO JIOCTYII K PECYypPCy MOXKET IIOJIy4YUTh
TOJILKO ayTeHTUMUIINPOBAHHBIN MOJIHB30BATEb.
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JupekTuBa Require

JupekTnBa Require — ocHoBHAas JIMPEKTUBA JIJIs OIIPEJIESIEHUS YCIOBUI JIOCTYTIA,
UCIIOJIB3YETCs Ha dTalle aBTOPU3AIUN, YTOOBI FapaHTUPOBATH, YTO IMOJIH30BATEJIIO
pasperren Win 3allpeieH JTOCTYI K KaKOMY-JIH00 pecypcy.

Motyns mod_authz_host pacmmupsieT TUIIBI aBTOPU3AINN C TTOMOIIBIO JIOTIOJIHH-
TeJIbHBIX TTapaMeTpoB — ip, host, forward-dns u local. [lapameTpsnl ompenensior,
KaKne XOCTbl MOT'YT TOJIyYUTDh JOCTYIl K TOi mjim mHOi obsiactu cepsepa. loctyn
MOZKHO KOHTPOJUPOBATHL IO UMEHU XOCTa, 1P-ajipecy nim auamnazony IP-ajapecos.

CuHTakcuc:

Require <ycmoBue>

rjie <ycmoBHue> MOXKET IIPUHUMATH CJeIyIONe 3HAYCHNSI:
e ip <IP-azpec> — paspemiaer JOCTYII C YKa3zaHHOro IP-ajpeca win aualla3oHa;
e host <uMa_xocTa> — paspelniaer JOCTYII ¢ YKa3aHHOIO UMEHU XOCTa;
e local — pazpemiaer JIOCTYII K CEpBEPY, €CJIU BBIIOJHAETCA OJHO U3 CJICAYIOIINX
YCJIOBUIA:
— aJipec KjaueHTa coorBercTByer 127.0.0.0/8;
— aJipec KJIUeHTa : :1;
— aJipec KJIMEHTa U cepBepa OJMHAKOBBI.
e valid-user — pasperiaer JIOCTYI JIIOOOMY ayTeHTU(MHUIITPOBAHHOMY I10JIb30Ba~
TeJIIO;
e user <uMs_IIOJIb30BaTeJNd> — pa3pellacT JOCTYII KOHKPETHOMY IOJIb30BaTEJIIO;
e group <WMA_TPYIIH> — Pa3pPEIIacT JOCTYII HOJIb30BATE/IAM U3 YKA3aHHON IPyII-
IIbI.

JupexkTuBa <RequireAll>

VKa3bIBaET, U4TO BCE YCJOBUS BHYTPH OJIOKA JIOJIYKHBI OBITH BBIIIOJIHEHDBI JIJIs
MIPEJIOCTABJIEHUS JIOCTYTIA.

CunTakcuc:

<RequireAll>
Require <ycnosme_1>
Require <ycmoBume_2>

</RequireAll>

[Toapobnee 0 BO3MOXKHBIX MPUHIMAEMbBIX 3HAUEHUIX ITapaMeTpa <yCIOBHUE> CM.
B 1. 1.9.3 «/IupekTuBa Require».

JdupekTuBa <RequireAny>

YKa3bIBaeT, 9TO JOCTATOYHO BBITOJHUTD XOTs ObI OJTHO U3 yCJIOBUN BHYTpPHU OJIOKA
JUTsT TIPEeIOCTaBIEHIS JTOCTYIIA.
Cunrakcuc:

<RequireAny>
Require <ycnosme_1>
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Require <ycmoBme_2>

</RequireAny>

[Toxpobuee 0 BO3MOXKHBIX IMPUHUMAEMBIX 3HAYEHUAX MTapaMeTpa <yCJIOBHE> CM.
B 1. 1.9.3 «/IlupekTuBa Require».

JupekTtuBa <RequireNone>

YVKa3bIBaeT, YTO HU OJIHO U3 yCJOBUIl BHYTpHU OJIOKA HE JIOJYKHO OBITH BLITOJTHEHO
JIJIs IIpeJIoCTaBjIeHns JocTyna. JInpeKTnBa ncrnoab3yercs Jjisi SBHOIO UCKJ/TIOYEeHUs
OIIPEJICJICHHBIX YCJIOBUA.

CunTakcuc:

<RequireNone>
Require <ycmosue_1>
Require <ycmosme_2>

</RequireNone>

[Togpobree 0 BOBMOXKHBIX TPUHUMAEMBIX 3HAYEHUAX MTapaMeTpa <ycCIOBHe> CM.
B 1. 1.9.3 «/IlupekTuBa Require».

JupekTuBa Satisfy

HupexktuBa Satisfy ompejenser, Kak JOJKHBI BBITIOJIHATHCA YCIOBUS JOCTYIIA.
HupekTuBa Satisfy MoKeT NPUHUMATH CJIEYIONINE 3HAYCHUS:

e all — Bce yCJIOBHUsI JOJIZKHBI OBITH BBITIOJIHEHBI JIJIsT IIPEIOCTABICHUST JTOCTYIIA;

® any — JIOCTATOYHO, YTOOBI OBLIO BBIIIOJTHEHO XOTs ObI OJIHO U3 YCJIOBUIl.

Cunrakcuc:

Satisfy any | all

IIpumepbl KoHDUTryparum
Pazperenne qocTyna BceM IMOJIb30BATEISIM

g paspernienus joctyna K karajaory /var/www/html/public Bcem mosib3oBa-
TeJIIM cepBepa HeOOXOINMO YKa3aTh CJCIYIONLYyI0 KOH(MUTYPAITHIO:

<Directory "/var/www/html/public">
Require all granted
</Directory>

3arper JOCTyIla BCEM II0JIb30BaTE M
g 3ampera jrocryiia K Katajuory /var/www/html/private Bcem 1mosib30BaTe M
cepBepa HEOOXO/IMMO YKa3aTh CJIEIYIONIYIO KOH(MUTYpPaIHIO:

<Directory "/var/www/html/private">
Require all denied
</Directory>
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OrpanuyeHue jioctyna no IP-ajgpecam

g paspernrenns gocryna K Katasgory /var/www/html/private ToabKo Ay
KJIMEHTOB ¢ IP-ajipecamu n3 jauanasona 192.168.1.0/24 nHeobxXouMo yKa3aTh CJie-
JIYIOIIYIO KOH(DUTYPAIUIO:

<Directory "/var/www/html/private">
Require ip 192.168.1.0/24
</Directory>

Kom6GunupoBanubie ycJjioBusi

Jlist paspernienns J1ocTyia K Karajaory /var/www/html/restricted TosbKo st
KJneHToB ¢ IP-ajipecamu u3 juarnasona 192.168.1.0/24 u TOJIBKO MPHU YCJIOBUHU HX
ayTeHTU(UKAIME HEOOXOINMO YKa3aTh CJIEIYIONLYyI0 KOH(MUTYPAITHIO:

<Directory "/var/www/html/restricted">
Require all denied
Require ip 192.168.1.0/24
Require valid-user

</Directory>

g pasperienus JIOCTyIla K KaTajory /secure TOJBKO TEM II0JIb30BATEISIM,
KOTOpbIe ayTeHTuMUIUpPoBaHbl 1 uMeloT IP-ajpec B auanaszone 192.168.1.0/24,
HEOOXOIMMO yKa3aTh CJIEIYIONLYI0 KOH(MUTYPAIHIO:

<Directory /var/www/html/secure>
<RequireAll>
Require valid-user
Require ip 192.168.1.0/24
</RequireAll>
</Directory>

g paspernenus noctyna K Karajory /var/www/html/public ymbo ayTenTu-
GUIMPOBAHHBIM IT0JIL30BATEIAM, JIMOO MOJH30BATEIAM U3 JiHalia3ona IP-ajapecos
192.168.1.0/24 HeoOXOAUMO yKa3aTh CJACIYIONLYI0 KOH(MUIYPAIIAIO:

<Directory /var/www/html/public>
<RequireAny>
Require valid-user
Require ip 192.168.1.0/24
</RequireAny>
</Directory>

2KypHajaupoBaHue coObITHIA

Cepsep Apache cozmaer jiBa OCHOBHBIX THIIa PETUCTPAIMOHHBIX YKYPHAJIOB: KYP-
HaJT PErUCTPAIIH ONHOOK U YKyPHAJ PErnCTpanni oOMeHa JaHHBIX. AJIMIHACTPATOP
MOZKET 3a/IaTh YPOBEHb CEPLE3HOCTU (KPUTUYHOCTH) PEMUCTPUPYEMBIX OIMIUOOK, HAYU-
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Hasi ¢ KOTOPOTO OyJIeT MPOU3BOIUTHCS PETUCTPAIlNs COOBITHI B YKypHAJIE, OJTHAKO THUIL
perucTpupyeMoit mHMOpMAaIn IPU 3TOM 3a/1aTh HEJIb3sd. BO3MOXKHO TakKe 3a/1aTh
THUII coXpaHgeMoii nundopmaluu o0 oOMeHe JaHHbBIX, OJHAKO HET BO3MOYKHOCTHU IIPHU
9TOM 3aJIaTh YPOBEHb KPUTUIHOCTU TON MH(MOPMAIIAHN.

2Kypnan pezucmpavyuu owubox npeacTaBigeT coboil dgaiii, B KOTOPOM cepBep
perucTpupyeTr nHMOOPMAIIMIO O COOBITUAX, ITPOU3OIIEIIINX HA cepBepe.

Perucrpanuio ommboKk MOXKHO HACTPOUTH TaKHUM 00pa3oM, UTO cepBep Oyaer
dukcupoBaTh (pakTUUecKu J00oe codobiTre. [lo yMomdanuio cepBep 3aluchbiBaeT
nrdopmalo 06 omudKax B daiiiie /etc/httpd/logs/error_log (3a1aercsa Iupex-
tuBoii ErrorLog).

2Kyprana peeucmpayuu obmena dannoir (MU KypPHAJT PETUCTPAIE JTOCTYIIA)
COXpaHsIeT JIeTAJIbHYI0 MHMOPMAIUIO O MepPeJaHHOl U TOJIyIeHHOW HH(MOPMAIIT
Ha cepBepe. /lannas GyHKIIMOHAJIBHAS BO3MOYKHOCTb O0ECIEUUBACTCS MOJLYJIEM
mod_log_config, KOTOpBIIl MOXKeT ObITH ycuiieH MomysieM mod_log_common. B otu-
qne OT XKypHaJia OIMIMO0K, »KypPHaJIbl 0OMeHa JTaHHBIMEU HE ABJISIOTCS 00A3aTeTbHBIM.

asnee 6y1yT paccMOTPEHbI OCHOBHBIE JTUPEKTUBLI HACTPONKHU (DallJIOB KypPHAJIOB
st Beb-cepBepa Apache.

upekTusBa ErrorLog

VKasbiBaeT 1y Th K (aily KypHasa, B KOTOPBIi OY/IyT 3alliChIBATbHCS COOOIEHUS
00 ommbKax, BO3HUKAIOIINX BO BpeMsl PabOThI cepBepa.
Cunrakcuc:

ErrorLog <daiin_xypramna>

rjie <bain_xypHama> — 9TO IyTh K (daitny kypHasa. [[yTs MoxkeT ObITH Kak abd-
COJIIOTHBIH, TAK M OTHOCUTEIbHBIN. Ecin yKa3aHHBII 1IyTh HE HAYMHAETCH C CUMBOJIA
KOCOI 4epThI /, 3aJ1al01eil aDCOTIOTHBIH ITyTh U3 KOPHEBOro KaTaJora (hailJioBoil cu-
CTEMBI, TO OyJeT PACCMOTPEH IIYyTh OTHOCUTETHLHO KATajIora, YKa3aHHOrO B INPEKTUBE
ServerRoot.

Takyke mMeeTcs: BO3BMOXKHOCTD 3a/IaTh IEPECBLIKY COODIeHuit 00 ormmdKax B
CUCTEMHBIN »KypHaJ perucrparuu omubok. /g sroro B qupexktuse ErrorLog neob-
XOJIUMO yKa3aTb syslog.

ErrorLog syslog

s onpesiesiennss KPUTUIHOCTU COOBITHI, KOTOPhIe HEOOXOIMMO (DUKCUPOBATH B
JKypHaJIe, UCII0JIb3yeTcd yTumra Loglevel.

dupekTuBa LogLevel

Ompenenser, Kakue cooOIeHns: OYIyT 3allUChIBATHCA B XKYPHAJ cepBepa, U IM03-
BOJIsIET KOHTPOJIMPOBATH 00bEeM BBIBOJAMMON MHMOPMaIUN, KOTOpas B JajbHeiIem
HCIIOJIB3YyeTCA JJId JUarHOCTUKU U OTJIaJIKHU.

JlocTyIHBI cyeyolne YPOBHI KPUTUIHOCTU OTCIEKIUBAEMbIX COOOIEHMIL:

e emerg — COOOIICHUA O KPUTUUECKUX OIMMUOKAX, KOTOPbIE MOTYT IPUBECTU K

cOOIO0 CHCTEMBI;

e alert — coolieHusi 00 omubKax, TPEOYIOMNUX HEME/JIEHHOIO BMEIIATeIbCTBA;
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® Ccrit — cooOIeHns 0 KPUTUYIECKUX OIMMOKaX, KOTOpbIe He TPeOYIOT HeMe JIeH-
HOT'O BMEIIIaTE/IbCTBA, HO YKA3BIBAIOT Ha CEPhE3HBIC MPOOJIEMDI;

e error — coolIeHus: 00 oMmubKax, KOTOpbIe He BJIUAIOT Ha paboTy cepBepa, HO
MOI'YT 3aTPYJIHUTH €ro (PyHKIIMOHUPOBAHUE;

e warn — IpeaylpexkIeHus O MOTEeHINAIbHBIX ITPOD/IeMax;

e notice — undopmaImoHHbIe COODINEHN, KOTOPbIE MOT'YT OBIThH MOJIE3HBI JIJTs
AJIMIHUCTPATOPOB;

e info — oOmume nHMOPMAIIMOHHBIE COODIEHNS O paboTe cepBepa.

Cunrakcuc:

Loglevel <ypoBeHB>

rjie <ypoBeHb> — YPOBEHb KPUTHIHOCTH OTCJIEKMBAEMBIX COOOIIEHN.

[Ipn ykazaHuUM ONpeneEHHOIO YPOBHS KPUTUYHOCTH COOBITHII B JUPEKTHBE
LogLevel B :KypHaJI IONAJAIOT BCE COODIEHNs YKA3aHHOTO YPOBHS, & TaKKe Coo0IIe-
Hust OoJiee BbICOKUX ypoBHeit. Hampumep, pu ypoBHE KPUTUIHOCTH €Xror B XKypHAJ
IIOTIaTAl0T COOOITEHNSI YPOBHE error, crit, alert u emerg. Ecsm mapamerp He
3aJaH, 10 YMOJIYaHUIO UCIIOJIB3yeTCs warn.

upekTusBa LogFormat

Ornpesiensier popMaT BeJieHus KypHaJsa. JlupekTuBa TpuHIMAET JBa apryMeHTa:
nmMsi popmata (WM MeTKa) U CTPOKY (opMara, B KOTOPOH UCIOJIB3YIOTCS CIeIalb-
HbIE TIepeMeHHbIe JIJIsi TIPEJICTABICHNS Pa3INIHBIX JAHHBIX O 3aIIpOCe.

Cunrakcuc:

LogFormat "<dopmar>" <umsa_popmaTa>

rje:
e <popMaT> — 3aJaeT IOCIEeTOBATEIILHOCTD 3allUCA JAHHBIX B KyPHAJI U MOXKET
IpuHUMaTb CJAEAYIONNEC 3HaAYCHMA:
— %h — IP-ajipec KJIMeHTA;
— %1 — upentudukaTop moab30BaTeasd (00braHO "-" | ecyin He UCHONB3yeTCs );

- %u — UM4 I10JIb30BaTeJid, €CJIn aYTeHTI/I(bI/IKaHI/IH IIPOIJIa YCIIEHIIHO (O6I:>I‘IHO
nn

n_n

, €CJIN HE HCIIOJIB3YETCs );
— %t — Bpewms 3ampoca B ¢popmaTe [meHb/Mecsl/rog: 4achl : MUHYTH : CEKYHIIb
YacoBO¥_mosic];
— %r — crpoka 3anpoca (Hanpumep, GET /index.html HTTP/1.1);
— %>s — Kox orBeTa HTTP;
— %b — pa3mep orBera B Gaiitax (6e3 ydyera 3arojIOBKOB);
— %{Referer}i — URL pedepepa (OTKya IIPHIIET 3a1pOC);
— %{User-Agent}i — undopmanus o kiuenre (6paysepe) U3 3aroJoBKa
User-Agent;
— %D — BpemMst 00pabOTKH 3aIlIpoca B MUKPOCEKYH/1aX;
— %T — BpeMst 06pabOTKHU 3alIpoca B CEKyH/IaX;
— %{...Ye — nepemennsie okpy:kenust (Harnpumep, %{REMOTE_ADDR}e).
e <mmMsa_¢popMaTa> — 3amaeT HOPMAT BeJIEHHUS KypHaJIa U MOXKET TPUHUMATH
CIeyIONIe 3HAYEHM:
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— common — CTaHJAPTHBIN (popMaT JOCTyNa, KOTOPBI BKIOUYaeT IP-ajipec
KJINEHTa, WICHTU(UKATOD TOJIH30BATE/Id, ATy U BPpEeMs 3aIpoca, CTPOKY
3aIpoca, KOJ OTBeTa U pa3Mep OTBeTa:

LogFormat "%h %1 %u %t "%r" %>s %Db" common

— combined — paciupeHHbiit (hOpMAT, KOTOPbI BKJIOYAET BCe 10t (hop-
MaTa common, a TaKykKe MHQOPMaINO 0 pedepepe 1 MOTb30BATETHCKOM
aretre:

LogFormat "%h %1 %u %t "%r" %>s %b "%{Referer}i"
"%{User-Agent}i"" combined

— custom — MO3BOJIFET CO3/IaTh COOCTBEHHBIN (popMaT ¢ JIIOOBIMU TTEPEMEH-
HBIMU, KOTOPbIE HEOOXOUMBI:

LogFormat "%{REMOTE_ADDR}e %U %T" custom

1.10.4 JJdupekTusa CustomlLog

Ncnonmbayerces g ykazanus aiisia, B KOTOPbBI Oy IyT 3aIIUCBIBATHCA JIOTH, a
TakzKe JIJIg BbIOOpa hopMaTa JOTHPOBaHUs, KOTOPBIH Oy/IeT NPUMEHATHC K STUM
BAITHCSIM.

Cunrakcuc:

CustomLog <nyTwh_xk_odaitmy> <umMda_dopMaTa>

rjie:
e <myTh_x_almy> — 3a/1aeT IyTh K dailyly KypHaa;
e <umsa_copmMaTa> — 3ajaeT (popMaAT BEJEHHUS YKypHAJIAa U MOYXKET TPUHUMATH
CJEAYIOIe 3HAYCHUA:
— common — CTaHJAPTHBIN (popMaT JlocTyIa, KOTOPhIil BKIoYaeT IP-ajipec
KJINEeHTa, WACHTU(UKATOD HOJIH30BATEsd, TaTy U BpeMs 3aIpoca, CTPOKY
3alpoca, KOJi OTBeTa U pa3Mep OTBeTa:

LogFormat "%h %1 %u %t "%r" %>s %b" common

— combined — pacmmpeHHbBIH dopMaT, KOTOPHIl BKJIIOYAET Bce 10Jd (hop-
MaTa common, a Takke MHMOPMaIUio 0 pedepepe U M0JIb30BATETHCKOM
areHre:

LogFormat "%h %1 %u %t "%r" %>s %b "%{Referer}i"
"%{User-Agent}i"" combined

— custom — MO3BOJISIET CO3/IATh COOCTBEHHBIN (popMaT ¢ JIOOBIMU ITEpEMEH-
HBIMU, KOTOPbIE HEOOXOUMBI:

LogFormat "% {REMOTE_ADDR}e %U %T" custom
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IIpumep koudurypamumn

asnee npuBesien mpuMep KOHMUTYpaIuu, B KOTOPOM 3a/1a10TCsl (POPMAThl KypHa-
JIOB U yKa3bIBAIOTCA (DaMJIbI JIJIA 3AITUCH:

# OmperneneHue ¢opMaTa JIOTOB
LogFormat "%h %1 %u %t "%r" %>s %b" common
LogFormat "%{REMOTE_ADDR}e %U %T" custom

# 3amnuce ynoroB B QailiH
CustomLog "/var/log/apache2/access.log" common
CustomLog "/var/log/apache2/custom.log" custom

Poranus >xypHajioB

s macTpoiiku poraruu hailibl XKypHAJIOB BeO-cepBepa HeOOXOIMMO CHAYTAIIA
[IEPENMEHOBATh, a 3aTeM Iepenarsh curaaj HUP rinasaomy tporeccy. Curaas HUP
IIepe3aIlyCTUT cepBep JIjId CO3/IaHUS HOBBIX (hailjloB YKYPHAJIOB, IIPA ITOM CTapbIe
JKyPHAJIBI Oy/IyT COXPaHEHHI.

Pexomen tyercs ucrnomb30BaTh TAKOM MeTOI pOTaluu GailyioB )KypHAJIOB B COYeTa-
HMU ¢ yTuanToll logrotate, oTBedalolneil 3a aBTOMaTUIECKOE yIIpaBJIeHAE poTalyei,
Cc2KaTHueM ¥ yJaJeHueM yCTapeBIInX (hailyioB KypPHAJIOB.

Jl1s HacTpONKN aBTOMATUYECKOIO YIIPAaBJIeHUs POTaIeil oTKpoiite daitn Koudu-
prauﬂﬂ:logrotate,nnﬂ_Apache

nano /etc/logrotate.d/httpd

U YKayKUTe HEOOXOJIMMbIe HACTPONKU, HAIIPUMED:

/var/log/httpd/*log {

daily

missingok

rotate 14

compress

delaycompress

notifempty

create 0640 www-data adm

sharedscripts

postrotate

/bin/systemctl reload httpd.service > /dev/null 2>/dev/null ||
true

endscript

rie:

e daily — 3a/iaeT 4acTOTy POTAIUU, B JAHHOM IIpUMeEpe — KazKJIblil JeHb;
e missingok — He BbIJIABATH OMIMOKY, ecyiu (ailsl KypHaaa OTCYyTCTBYET;
e rotate 14 — KoIM4eCTBO XPAHUMBIX POTaIUil, B JJAHHOM IIpumMmepe 14;

e compress — C)KUMaTh cTapble (ailJibl;



I'maBa 1. Beb-cepBep Apache 34

e delaycompress — OTKJ/Ia/bIBaTh CKaTUE JI0 CACAYIOICH POTAIUN;

e notifempty — He TPOBOIUTH POTAIMIO JIJIsl IIYCTHIX (hallyIOB;
create 0640 www-data adm — co3/1aBaTh HOBBIE (pailJibl ¢ YKA3aHHBIMU IIPa-
BaMU U BJIaACIIBIIEM;
sharedscripts — 3amyckaTb CKPUIITBI TOJBKO OJINH Pa3 Jjis Bcex (Dailjios;

e postrotate — KOMaH/Ibl, KOTOPbIE OY/YT BBIIOJIHEHBI MIOCIE POTAIUN.



2.1

2. Beb-cepep NGINX

Ob61ue cBeeHus

NGINX cogeraer B cebe Takue nouaTus, Kak HTTP-cepBep, 0OpaTHBIN TPOKCH-
cepBep ¢ MOJIEPXKKOI KelnpoBaHus 1 6aancupoBKY Harpy3ku, TCP/UDP npokcu-
cepBep, a TaKKe MOYTOBBIH MPOKCH-CEPBED.

NGINX cocrouT u3 0JHOrO IJIABHOIO M HECKOJIBKHUX pabOdnX IporeccoB. Bee
OHU OJIHOIIOTOYHBIC U CIIOCOOHBI OJITHOBPEMEHHO OOC/IY2KUBATH THICAYHN COCIUHEHUIA.
Bousbmas vacth paboThbl TPOU3BOAUTCH PAOOUUM IIPOIECCOM, MOCKOJIBKY UMEHHO
OH 00padaTHIBAET 3AIPOCHI KJINEHTOB. UTOOBI KaK MOXKHO OBICTpEe pearnpoBaTh Ha
zanpockl, NGINX wucriosib3yer BCTPOEHHBIN B OIEPAIIMOHHYIO CUCTEMY MEXaHU3M
CcOOBITHIA.

[nasuenit mporecc NGINX orBedaer 3a drennme KoHMUTyparmoHHOTO daiira,
paboTy ¢ coKeTaMM, 3allyCK pabOduX IPOIECCOB, OTKPBLITHE (DAiljIoB KypHAJIOB U
KOMITAJISIIIANA BCTPOEHHBIX CKPUIITOB Ha sizbike Perl. OH ke pearupyer Ha aJMUHU-
CTPATUBHBIE KOMAH/IbI, II€PEIABAEMBIC C TIOMOIIBIO CUTHAJIOB.

Pabounii nporecc NGINX ucrosHsieT 1uK/1 coObITHiT, B KOTOPOM 00pabaThIBAIOTCS
Bxojsmue coeauaerns. Bee momymmm NGINX ucroasgroTes B pabodeM mporecce, TO
eCcThb PabOYNM IIPOIECCOM IIPOU3BOANTCSI 0OPabOTKa 3aIlIpOCOB, (PUIbTPaIis, 00pa-
O0TKa COeIMHEHUIl ¢ ITPOKCU-CEPBEPOM 1 MHOroe jipyroe. Takas Mojie/ib TO3BOJISET
OIIEPAIMOHHO CUCTEME OT/IE/ISATh pabovue MPOoIEecChl APYT OT JIPyra U ONTUMAJIBLHO
IIJIaHUPOBaThb WX BBIIIOJIHEHNWE Ha PAa3/IMYHBIX IIPOIECCOPHBIX fA/paX. EC.HI/I KaKue-TO
orepalruu, HAIIPUMEDP JTUCKOBOI'O BBOJIA-BBIBO/IA, OJIOKUPYIOT OJIMH pabOvMil Imporecc,
TO HArpy3Ka IepeMeniaeTcs Ha padoune IPOoIecChl, UCIOTHAEMbIe Ha IPYTHUX sIpax.

[nasuerit nporiece NGINX 3amyckaer ere HECKOTBKO BCIIOMOTATELHBIX TTPOIEC-
COB JIJIsl BBIIIOJTHEHUSI CIIEIUAJIM3UPOBAHHBIX 3a1ad. Cpeaun HUX 3arpy3uuK Kera
U JIUCTIeTYeD Kela. 3arpy3vunK Kella OTBedaeT 3a MOJAI0TOBKY METaIaHHbBIX, HE0O-
XOJIUMBIX PabOUINM IIPOIECCaM JJIs UCIIOIBL30BAHUS KeIlla, a JUCIeTdep Kera — 3a
MIPOBEPKY 3allicell Kela U yJiajJeHue Tex, JJisi KOTOPBIX UCTEeK CPOK XPaHEHUs.

NGINX nmeer MOy IbHYIO CTPYKTYPY. [VIABHBIN MIpOIIECC TPEIOCTABIISIET OCHOBY
J1st paboThl Bcex moysieit. [Iporokosbl u 0O0paboTunKu pean30BaHbl B BUJIE OT-
JeTbHBIX MOyJieit. M3 oTaebHbIX MOJTyJIell BHICTpanBaeTCs KOHBeliep 00paboTKu
zarpocos. [loctynmBmiuii 3ampoc mepegaercs 1o nenovdke (GuaIbTpoB, KOTOPBIE €ro 00~
pabarbBator. OuH U3 TakKuX (PUIBTPOB MPETHAHAYEH JJI 00pabOTKN TOI3aIIPOCOB,
9TOT MEXaHW3M — OJIHA M3 CaMbIX MHTEPeCHBbIX Bo3MoxKHOCTeh NGINX.

C nomorpio nogzanpocoB NGINX moxker BepuyTh 0TBeT Ha 3ampoc, URI KoToporo
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OT/JIM49aeTCd OT YKa3aHHOI'O KJIMECHTOM. Ho;g3anpocm MOT'yT OLITH BJIOXKEHHBLIMHU U
BbI3bIBATh JIpDYyTUE IIOJI3aIIPOCHI. q)I/IJ'[prbI IIO3BOJIAIOT C06paTb OTBETHI Ha HECKOJIbKO
IIO3aIIPOCOB U COCTAaBUTHL OT HUX OTBET, OTHpaBJ’IHeMbeI KJIMEHTY.

Yceranoska NGINX

Veranoska NGINX mpousBoanTcess KOMaHI0M:

dnf install nginx

[Tocsie ycranoBku 3airycture u g00aBbTe B aBTO3arpy3Ky CJIy:KOy nginx:

systemctl enable --now nginx

[IpoBepbre cTaTyc CIyKOBL:

systemctl status nginx

B craryce nomkHO oToOpakaThed active (running).

®aitn xoundpurypanmuu NGINX
®opmar daiisia KoOHUrypanum

@aitn konduryparuu Bed-cepsepa NGINX 1o ymosraannio na3eisaercs nginx . conf
1 pa3MelaeTcsa B KaTajore /etc/nginx.

Koudwurypamumonnsrtit ¢aitn NGINX cocront u3 cexknnuii. CeKIuu yCTPOEHBI CJie-
JIYIOIIAM 00Pa3oM:

<ceruusa>
<OVpeKTHBa> <IapaMeTpH>;

IIpumeuanue. CTpoku, cojeprKaline AUPEKTUBBI, OKAHIUBAIOTCA TOYKOI ¢
3ansToii (;) — 970 NpU3HAK KOHIA CTPOKHU.

QurypHble CKOOKH BBOJAT HOBDLIN KOH(MUTYPAITMOHHBIH KOHTEKCT.

Enuaunes: namepenus

Hagee mpuseen nepevens noaep:kuBaeMbix NGINX egunuir usmepeHus st
yKa3aHHUs pa3MepOB, CMEIIeHU 1 BPEMEHHBIX HHTEPBAJIOB B KOH(MUTYPAITMOHHBIX
daitnax.

Pasmeps! u cmenieHust

Pazmepnl MoxkHO yKa3biBaTh B OaiiTax, KumobaiiTax min Meradairax, UCIOJIb3Ys
caemymorue cydduKCh:

e k u K — 11 Kusto0aiiT;

e mu M — s MerabaiiT.

Hampumep, 1024, 8k, 1m.
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Cwuernenns TakzKe MOYKHO YKa3bIBaTh B ruradaiitax, ncrosnb3ys cyGOukcsl g uim
G.

NurepBasbl BpeMeHn

VHTepBasbl BpeMEHH MOYKHO 33JaBaTh B MUJUINCEKYHJaX, CeKyHIaX, MUHyTax,
Jacax, JHAX U T.JI., UCHOJIBb3Y cJeytone cy(pdUKCH:

® mS — MHUJIJINCEKYH/IBI;
® S — CeKyH/JIbI (110 YMOJIYAHHUIO);

e m — MUHYTBHI,

e h — yach;

e d — nuu;

e W — HeJeH,;

e M — mecsnpl (caurarorcs paBHbIME 30 THSM);
e y — rojbl (CUNTAIOTCS PABHBIMU 365 JTHSM).

[Ipu ykazanum oJHOTO 3HAYCHUS MOKHO KOMOMHUPOBATH PA3JIUYHbBIE €IUHUIIDI,
yKa3blBasi UX B IOPsIJIKE YObIBAHUS, IIPU HEOOXOMMOCTH Pa3ie/isds UX IpodeaMu.
Hanpumep, 3nadgenne 1h 30m 3a7a6T TOT Ke MPOMEXKYTOK BPEMEHH, UTO U 3HAYCHUE
90m mymm 5400s.

BazkHble MOMEHTHI:

® 110 YMOJIYAHUIO 3HAaUeHne 0e3 cyddukca nHTeprnpeTupyercsd Kak CeKyHJIbI;

® DEKOMEHJIyeTCs BCerjla YKa3bIBaTh Cy(pOUKC;

® HEKOTOPbIe MHTEPBAJIBI BPEMEHN MOXKHO 33/IaTh JIUIIb ¢ TOYHOCTHIO JI0 CEKYH/I.

Moaynun B NGINX

Kax 610 yrazano B 1. 2.1 «O6mue csenenusgy NGINX mmeer MogysibHyIo cTpyK-
TYpy — KaxKJiasd U3 JIMPEKTUB B KOHMUTYPAIMOHHOM hailjie cBI3aHa ¢ OIPE/IeJIeHHbIM
MoJrysieM. HoBble (DyHKITUM M BO3MOXKHOCTH MOTYT OBITH J00aBJIEHBI C MTOMOIIHIO
POrPaMMHBIX MOJLYJIeil, KOTOpbIe, TTPU HEOOXOIMMOCTH, MOXKHO IOJIK/TIOYUTH K pado-
taromemy sK3eMiigpy NGINX.

Mojiysin cyImecTByIOT JBYX BUJIOB — cTaTHYecKue (BCTpamBaeMble) U JIMHAMU-
qeckue. C'mamuyeckue — 3T0 MOy, Koropble BxoJdaT B cocra NGINX. [l ux
UCIIOJTb30BAHMS JOCTATOYHO MIPOCTO YKA3aTh HYKHbBIE JIUPEKTUBBI B KOH(DUTYPAITUOH-
noM ¢aitie (nginx.conf).

unamuveckue — 310 MOIYIU, KOTOPble MOXKHO moakaodarh K NGINX u 3a-
rpyzKaTh BO BpeMsi paboThl. it 9T0ro HeoOXouMO cHadaa coOpaTh MOYJIb KaK
JIMHAMUYIECKUIT, & 3aTeM 3arPy3UTh €ro B KOH(MUI'ypaIuu.

L1151 IOJIKJTIOYeHn sl JIMTHAMUYECKOT'O MOJLYJ/Id UCIOJIb3YyeTcsd JupekTuBa load_module
B KoH(puUryparumontnom daiiie:

load_module modules/ngx_http_some_module.so;

Takke HEOOXOIMMO YOS TUTHC, ITO (DA * . S0 HAXOJUTCA B YKa3aHHON JIMPEK-
TOPUU.

B pamkax TekyIero pyKoBoJCTBa OyAyT pacCMOTPEHbI OCHOBHBIE CTATHYIECKUE
MO/LYJIH, UCIIOJIB3yeMble st HacTpoiiku Beb-cepBepa NGINX.
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I'mobanbHBbIE MapaMeTphbl

B rnobanbHoil ceknum 3aj1aloTcsd mapaMeTphl, cojiepzKaliue o0Ime HaCTPOKY
cepBepa. [mobanbHasg ceKnusa MOXKET BKJ/IIOYATh KaK KOH(UI'YPAIMOHHBIE JIMPEK-

TUBBI, HAIIPUMED user u worker_processes, TaK U KOHTEKCTBI, HAIIPUMED events.
['nmobabHast cekius He 3aK/09aeTcsd B pUTypHBIE CKOOKH.

B Tabsuie 2.1 npuBenenbl Hanboiee pacpocTpaHeHHbIe TUPEKTUBDI, 33/ IaBaeMble
B IJIOOAJILHOM CEKIIN.

Tabmumna 2.1 — Onucanne 1100aIbHBIX TUPEKTUB.

JupexkTuBa

Omnucanue

user

worker_
processes

error_log

pid

worker_
connections

[Tosp3oBaTes b U TPyIIIa, OT IMEHN KOTOPOT'O MCIIOJHAIOTCI pPa-
6oune mporiecchl. Ecsm rpyrimna He ykazaHna, TO [0/Ipa3yMeBaeTcst
rpyImia, uMs KOTOPOil COBIaJIaeT ¢ UMEHEM I0JIb30BaTEes.

KonuiectBo pabounx mpoIeccos, co3/1aBaeMbIX Cpa3y Moce 3a-
IyCKa. DTU MPOTECChl 0OpadATHIBAIOT 3AITPOCHI HA COEIMHEHUS CO
CTOPOHBI KJIHEHTOB. CKOJIKO TIPOTIECCOB 38J1aTh, 3aBUCUT OT CEP-
BEpa ¥, B IEPBYIO OYEPE/ib, OT JUCKOBOM MOJICUCTEMBI U CETEBOM
nH@pacTpyKTyphl. K/ pemaioTces B OCHOBHOM CUETHBIE 3a/adH,
TO PEKOMEH IyeTCsI 33/1aBaTh ITOT ITapaMeTp PaBHBIM KOJUIECTBY
IIPOIECCOPHBIX SIJEP; €CJIN PEIIAOTCs 3a/1a9u, TPeOYIoIe NH-
TEHCUBHOT'O BBOJIa-BBIBOJIA, — TO YMHOXKATb 9TO KOJIMIECTBO HA
kodddunment ot 1,5 j10 2.

Daiisr, B KOTOPbI 3aIMCHIBAIOTCA cO0DIIeHUs 00 ommbkax. Ecin
HU B KaKOM JPYIrOM KOHTEKCTE IUPEKTUBLI error_log HET, TO
B 9TOM paitjie OyIyT perucTpupoBaThcd Bce OmMUOKH. Bropoii
napaMeTrp JUPEKTUBbI 0003HAYAET YPOBEHb COOOIICHMIA, IO 110~
mux B >)KypHas (debug, info, notice, warn, error, crit, alert,
emerg). Coobrenns: ypoBHst debug BBIBOJISITCS, TOJIBKO €CJIU TIPO-
rpaMMa Obla CKOH(MUTYPHPOBaHa € ITapaMeTpoM --with-debug.

@aiij1, B KOTOPOM XPaHUTCA UJIEHTU(MUKATOD TJIABHOI'O IIPOIIECCA.
[lepeonpeniesisier 3navenne, 3a/IaHHOE Ha Tare KOHMUTYPUPOBa-
HUS W KOMITHJISIIIAHN.

Dra IUPEKTHBA 3a/a€T MAKCUMAJIbLHOE YHCJIO COCIUHEHMIA, OIHO-
BPEMEHHO OTKPBITLIX B OJHOM pabodeM mnponecce. Croja BXOJAT,
B 9aCTHOCTH, COeIUHEHUA C KJIMEHTaMMu H C HpOKCI/IpyeMbIMI/I
cepBepaMu (HO He TOJBKO). OCOGEHHO BayKHO 3TO I O6paT-
HBIX [IPOKCH-CEPBEPOB — 9TOOBI JOCTHYDL YKA3aHHOIO KOJIMIECTBA
OJIHOBPEMEHHO OTKPBLITHIX COCIMHEHHI, MOXKET MOHAJ00UThLCS
HACTPOIiKa Ha YPOBHE OIIEPAIMOHHOI CHCTEMBIL.
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[Ipumep ncnob3oBanus TJI06ATBHBIX JIMPEKTUB:

# nginx paboTaeT OoT uMMeHM IIOJNb30BaTenld 'nginx'
user nginx;

# pabouas Harpyska CYeTHasd M HMeeTCs 12 IpPOIECCOPHHX dAZep
worker_processes 12;

# myTb K o6a3aTelbHOMY XypHAay ommbox
error_log /var/log/nginx/error.log;

# nyTte K pid-daitny
pid /var/run/nginx.pid;

# cexuus (WM KOHTEKCT) Iis Mozmyis 'events'
events {

# IpousBeleHWe 3TOTrO dYHCJIa ¥ 3HadYeHus worker_processes

# IOKa3bBaeT, CKOJBKO MOXET OHTb ONHOBPEMEHHO OTKPHTO COEAUHEHUH
# nna omHo# mapwm <IP:mopr>

worker_connections 1024;

b

I'nobasnaonie JAUPEKTUBLI JOJI2KHBI HaXOJIUTLCA B HadaJle KOHCI)I/II‘ypaHI/IOHHOI‘O

daitra nginx. conf.

Kourekcrn!

HGKOTOpre rJ100aJIbHBIE KOHTEKCTDI I'PyIIupyoT JUPEKTUBDLI, IIDUMEHUMbBIC K

Pal3JIMIHbIM THIIaM Tpa(bm{a. K raxum KoOHTEKCTAM OTHOCHAT:

e events — KOHTEKCT C OIHMCAaHUeM 001eil 00paboTKH COeTMHEHNIA;

e http — KOHTeKCT ¢ onucanueM oopaboTkn HTTP-Tpaduka;

e mail — KOHTEKCT C OIKcaHueM oOpabOTKU IIOYTOBOIO TpaduKa;

e stream — KOHTEKCT ¢ onucanneMm obpadborku Tpaduka TCP u UDP.
[Ipenmoiaraercst, 9T0 AUPEKTUBDI, Pa3MeEIIEHHbIE BHE YKa3aHHBIX KOHTEKCTOB,

HAXOJATCSA B TJI0OATBHON cekruu (main).
[Ipumep daitsta Kondurypanun ¢ HeCKOJIbKUMA KOHTEKCTAMU:

user nobody; # OuUpeKTHBa OCHOBHOI'O KOHTEKCTa

events {
# xoHurypamus obpaboTKU COeIUHEHUd

http {
# Konpurypamus, cnenupuunas nng HTTP u Biuawmas Ha Bce
# BUPTyaJbHbHE CEepBEpH




2.3.6

I'naBa 2. Beb-cepBep NGINX 40

server {
# macTpoiika BupTyansHoro HTTP-cepsepa 1
location /one {
# xompurypauus nns obpaborku URI, HauwmHawomuxcsa ¢ '/one'
}
location /two {
# xompurypaunusa nng obpaborku URI, Haumnaiomuxca ¢ '/two'
b
+
server {
# macTpoiika BupTyansHoro HTTP-cepsepa 2
+
b
stream {
# Kompurypamus, cneunupwurnas pms TCP/UDP u Bnuswomas Ha BcCe
# BHUpPTyalbHEHE CEpBEpH
server {
# HacTpoilika BupTyanbHOro TCP-cepsepa 1
+
}

B pamkax ojiHoro kounduryparmmoHHoro gaiijia OJUHAKOBBIE JUPEKTUBBI MOT'YT
UCII0JIb30BaThCd B PA3HBIX KOHTEKCTaxX. Kak mpaBuio, jouepHuil KOHTEKCT HAaCIeyeT
HACTPONKU JIMPEKTUB, BKJIIOUEHHBIX B POJINTE/ILCKIIT KOHTEKCT. /[J1s1 iepeonpeiesiennst
JINPEKTUB, YHACJIEIOBAHHBIX OT POJINTETHCKOTO KOHTEKCTA, HEOOXOIMMO BKIIOUUTH
JAHHYIO JUPEKTUBY B JOYEPHUI KOHTEKCT.

Bkuarouaemblie daiisibl

g ynporenust o6paboTKu KOH(MUTYPAIIME PEKOMEH IyeTCA UCIO0JIB30BaTh BKJIIO-
JaeMble (ailyibl, XpaHdamecs B KaTajore /etc/nginx/conf .d, n nupekTnBy include
B OCHOBHOM (ailste /etc/nginx/nginx. conf 15 BeI3oBa 1 00PabOTKM COMEPIKIMOTO
9TUX (PailyioB.

Bxuiouaembie bailibl JOJKHBI OBITH CHHTAKCUIECKU KOPPEKTHBI C TOYKH 3PEHUS
3amnucu JTUPeKTUB u OJIoKOB. [L1s BKoyenus daityia HeoOXOIMMO yKa3aTh IyTh K
HEMY, HAIIpUMep:

include /etc/nginx/mime.types;

MeTracuMBOJIbI B IIYTH IIO3BOJIAIOT BKJ/IIOYUTDL CPpa3y HECKOJIbKO (baﬁHOBI

include /etc/nginx/default.d/*.conf;

Ecin ykazan venosablil myTh, To NGINX cunraer, 9To myTh 3aaH OTHOCHTEIHLHO
IJIABHOI'O MECTOIOJIOXKEHUs KOH(Uryparmonaoro ¢aiiia. [IpoBeputsh mpaBuIbHOCTH
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KOHQUIYyPaImoOHHOTr0 (haiiyia MOXKHO, BBIIIOJTHUB:

nginx -t -c <uyTb_kK_0§ailny_KOoHQUTypalum>

HpI/I 9TOM Ha HaJIMYHE OLIMOOK IIPOBEPAIOTCA U BCE BKJIIO9a€MbIC (banIbI.

BupryanbHble cepBepbl

B kaxkapiii KOHTEKCT 00pabOTKM TpaduKa BKIIOYAETCA OJIUH WU HECKOJIHKO
KOHTEKCTOB Server I ONpeJle/ieHns] BUPTYAJIbHBIX CEPBEPOB, YIIPABILIONINX 00-
paboTKoil 3anpocoB. IUpeKTUBbI, KOTOPble MOXKHO BKJIIOUYHTH B KOHTEKCT Server,
pPA3/IMIaioTCsd B 3aBUCUMOCTH OT Tulla Tpaduka.

s HTTP-rpaduka (KoHTeKCT http) KaxKaas JUPEKTHBa CepBepa yIPABJIsIeT
00pabOTKOI 3aIIPOCOB Ha PECYPCHI B ONpPEJEIeHHBIX JoMeHax i IP-ajapecax. OauH
UJTM HECKOJIBKO KOHTEKCTOB location B KOHTEKCTe Server OIpeJesdioT, Kak obpada-
ThIBATH OIpe/iesieHHble Habopbl URI.

st mourst u Tpacduka TCP/UDP (KoHTeKCcThI mail u stream) KaK/as AUPEKTHBA
server yipanJser o0paboTKoi#l TpaduKa, MOCTYIAIONIEr0 Ha OIPeIeIeHHBIN TTOPT
TCP mymm coker UNIX.

BupryanbHBIiT cepBep onpejiesiseTcs coueTaHneM TUPEKTUB listen n server_name.

dnpekTuBa listen
HwupekTuBa listen 3ajaerT komOuHanuo IP-ajipeca n HOMepa mopTa JIMOO MyTh K
cokery B gomene UNIX:

listen address/[:port];
listen port;
listen unix:path;

JupexktuBa listen ojgHo3HaYMHO onuckiBaeT npuBsa3Ky cokera B NGINX. Ilapa-
MeTPBI, UCIIOJIb3yeMble B JIMPEKTUBE listen npusejienbl B Tabure 2.2.

Tabmura 2.2 — Onucanne mapaMeTpoB JUPEKTUBH listen.

IlapameTp Onucanue

VKazbiBaeT KOHKpeTHBII IP-ajipec, Ha KOTOPOM OyJ/IeT CJIyIIaTh
cepsep. Ecin He ykazaTh, Oy/JIeT UCIOIB30BATHCS JIFOOOH JIOCTYII-
HBIIT nHTEPdEIic.

IP-azmpec [Tpumep:

listen 192.168.1.1:80;;

YKa3bIBaeT MOpPT, HA KOTOPOM cepBep OyieT ciaymarh. [lo ymos-
YaHUIO ucroJbdyercd nopT 80 miig HTTP u 443 na HTTPS.

Mopt [Tpumep:

listen 80;
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Tabsuna 2.2 — Ouucanue napamMerpoB JUPEKTUBLI listen (pojosrkeHne

TaOIUIIBI).

ITapameTp

Onucanue

IPv6

default_
server

backlog

reuseport

bind

ssl

s mpocmymuBanusg Ha IPv6-ajpecax MCIOIB3YETCS CUHTAKCHC
C KBaJIDATHBIMU CKOOKAMH.
[Tpumep:

listen [::]:80;

Osznavaer, 9TO JTAHHBIN cepBep OYJIET CepBEPOM I10 YMOJJIIaHUIO
JUIS yKa3aHHOI mapel <azpec:mopT>. Ecim HU ojuH Apyroit cep-
Bep HE COOTBETCTBYET 3aIpocy, OyJIeT UCIOJIH30BaH 3TOT OJIOK.
[Ipumep:

listen 80 default_server;

YKasbIBaeT pasMep OUepean JIJist OXKIIAIONIX COeIMHEHN. DTo
MOXKET TIOMOYb B CJIy9ae BBICOKON HATPY3KH.
[Ipumep:

listen 80 backlog=1024;

[MosBosster HeckosbkuM mporieccam NGINX mpocymmBats onH
7 TOT K€ MOPT, 9TO MOXKET YIy4IIUTh IPOU3BOINTETHLHOCTH Ha
MHOTOIIPOIIECCOPHBIX CUCTEMaX.

[Tpumep:

listen 80 reuseport;

Ykasbisaet, uro NGINX no/mken npuBsa3aTh COKeT K YKa3aHHOMY
aJIpecy W IOpTY, JlazKe eCJIN JIPYTHe COKETHI y2Ke CBA3aHBI C ITUM
aJIPECOM.
[Tpumep:

listen 80 bind;

YKasbIBaer, 4To JIaHHbI 0J10K Oyser uctosb3oBarh SSL/TLS st
mupoBanns coeguaennit. OOBITHO UCIOIB3YETCA B COYETAHUH C
rnoprom 443.

[Tpumep:

listen 443 ssl;
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Tabsuna 2.2 — Ouucanue napamMerpoB JUPEKTUBLI listen (pojosrkeHne
TaOIUIIBI).

IlapameTp Onucanne

Bxogaer noiep:kky HTTP/2 i garHOro 6/10Ka. OOBIYHO
HCIIOJIb3yeTCsi BMecTe ¢ ssl.

II :
http2 S

listen 443 ssl http2;

dupexkTuBa server_name

HupektuBa server_name B NGINX wucnosbsyercs st yKa3aHus JTOMEHHDBIX
UMeH, KOTOphIe OyayT 00pabaThiBAThCSI KOHTEKCTOM server. 910 no3Bojser NGINX
pa3/imyaTh pasHble BUPTYaJbHbIE XOCTHI Ha OJTHOM W TOM 2Ke IP-ajpece, Hampas/isis
3aIIPOCHI HA COOTBETCTBYIONINN KOHTEKCT S€rVer B 3aBHUCUMOCTHU OT 3aIPaIlliBaeMOro
JIOMEHa..

IIapaMEprL HUCIIOJIb3YEMbIE B /INPEKTUBE Server_name IIPpUBEIACHbI B Ta6HHH€
2.3.

Tabnumna 2.3 — Onucanne mapamMeTpoB JIUPEKTHUBBI Server_name.

ITapameTp Onucanue

VKas3bIBaeT MOJTHOE JJOMEHHOE Msl, KOTOpoe Oy1eT oOpadaThiBaTh-
CsL CEPBEPOM.

FQDN [Ipumep:

Server_name example.com;

NGINX mormyckaer MCIIOIb30BaHNE B JIUPEKTHBE Server_name
METACHUMBOJIA, *:
e MeTacHMBOJI B HaYaJie UMEHU COOTBETCTBYET JII0OOMY CyO-
MeTtacumBOJIBI JOMeHY — *.example.com,;
® METAaCHMBOJI B KOHIIE UMEHI COOTBETCTBYET JIIOOOMY JTOMEHY
BEPXHEr0 YPOBHS — WWW.example. *.

MozkHo ykazaTh HECKOJBKO JIOMEHHBIX UMEH, Pa3Jielisdsd UX Mpo-

Genamu.

Heckonbko — Ilpumep:
JIOMEHHBIX UMEH

sServer_name example.com www.example.com;
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Tabuuia 2.3 — Onuncanne mapaMeTpoB JTUPEKTHBLI Server_name ([IpoJ0JIzKeHne

TaOIUIIBI).
IlapameTp Onucanne
Ncnonb3yercs 11 BceX 3alIpoCOB, KOTOPbIE HE COOTBETCTBYIOT
npyrum server_name. OOBIMHO JIAHHBIN ApAMETP UCIIOJIL3YEeTCs
KaK PE3epPBHbIl.
Suadenne _  IIpumep:

sServer_name _;

2.3.8 MecTomoJsiozkeHusa

Konreker location MoxKeT BCTpedaTbCs B CEKIUU ¢ ONMCAHUEM BUPTYAJIbLHOIO
cepBepa. B kauecTBe mapamerpa jgupekTuBe nepegaercsd URI-ajpec, MOCTYIUBIINGE OT
KJINEHTa WA B pe3yjbTraTe BHyTpeHHeil nepeajipecannu. Mecromosoxkenus MOTyT
6bITb BJIOZKEHHBIMI (C HECKOJIbKNMU I/ICKJ'[IOLIGHI/IHMI/I). I/IX Ha3Ha4Ye€HHue — OIIPe/Ie/INTh
MaKCHUMAJIbHO CIEIUAJIM3NPOBAHHYIO KOH(UTYpaIuio /iy 00paboTKM 3ampoca.

MecTomnoioxkeHne 3a1aeTcs CJIELYIOMNUM 00pa3oM:

location [<mommpuraTop>] URI {
# J[IMpeKTUBH

b

rjie:
o <MozumdpmraTOp> — HEOOA3aTE/ILHDBIN MapaMeTp, YKa3bIBAeT TUIl COBIIA/ICHUS.
MozkeTr npuHUMATH CJIeTYIONINEe 3HAYCHUS:
— = — IIPOBEPKa Ha TOYHOE COBIIaJeHNEe U 3aBepllIeHue ITOUCKA,
— 7 — comnocTraBJieHUe C PeryJIsspHbIM BbIpakeHUueM C Yy4eTOM DErucrpa,
— 7% — COIIOCTaBJIEHUE C PErYISIPHBIM BhIDayKeHUeM 0e3 ydeTa Perucrpa,
— " e IpeUKCHOTO COTIOCTABJIEHNSI, NMeeT 0oJiee BHICOKUI IPUOPUTET,
yeM OJIOKH C PEryJISIPHBIMU BbIPAYKEHUSIMU.
e URI — nyTh, K KOTOPOMY IPUMEHAETCA JIAaHHBIN OJIOK.
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B rabsmmnre 2.4 najiee mpuBeeHbI IUPEKTUBBI, KOTOPbIE MOTYT HMCIIOJIb30BATHLC B
KOHTeKcTe location.

Tabmuma 2.4 — Onucanue napamMeTpoB JUPEKTUBLI location.

JlupekTuBa

Onucanue

proxy_pass

root

alias

index

VKas3bIBaeT, Ky/ia ImepejiaBarh 3alpochl, KOTOPbIe 00pabaThiBa-
FOTCsI JTaHHBIM OJI0KOM location. OOBIYHO HCIIOJIB3YETCs JIJIsd
IPOKCUPOBAHMS 3AIIPOCOB K JIPYTUM CEPBEPAM.

[Tpumep:

location /api/ {
proxy_pass http://backend-server;
}

VKa3blBaeT KOPHEBYIO JIMPEKTOPUIO I TToucKa daiiios. Vcmoib-
3yeTcs I O0C/IY>KUBAHUS CTATHICCKUX (DailIoB.
[Tpumep:

location /images/ {
root /var/www/html;

3

[Toxok Ha root, HO 3aMeHsieT YaCTh IIyTHU, a HE J00ABJISIET K
nemy. Vcnosb3yercs Juid cO3/ a0 BUPTYAJIbHBIX Iy TEN.
[Tpumep:

location /files/ {
alias /var/www/files/;

¥

VkaszbiBaeT (aii, KOTOPBIil OYJIeT UCIOJIb30BATHCA B KaueCTBE
UHJIEKCA, €CJIA 3aIIPAIINBACTCA JTUPEKTOPHS.
[Tpumep:

location / {
index index.html index.htm;

3
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Tabnuna 2.4 — Ouucanue napamMerpoB JUPEKTUBbI location (mpojosrKeHne

TaOIUIIBI).

JInpekTuBa

Onucanue

try_files

rewrite

expires

add_header

return

[IpoBepsier Ha/M4YMe yKazaHHBIX (DAlIOB ¥ BO3BPAIIAET IEPBbIii
Haitennbiit. Ecm daitibl He HaiijieHbl, MOXKHO yKa3aTh I€peHa-
pasjienne Ha japyroi URI.

[Tpumep:

location / {
try_files $uri $uri/ /index.html;
}

[Iepenamnpasisier 3arpockl Ha JApyroit URI ¢ BO3MOXKHOCTbBIO HC-
MOJIL30BAHUS PETYAAPHBIX BbIPAKCHUI.
[Ipumep:

location /old-path/ {
rewrite "/old-path/(.*)$ /new-path/$1 permanent;
}

YcranapauBaeT 3arosoBok Expires mym Cache-Control s
VIIPaBICHUA KEITNPOBAHUEM.
[Tpumep:

location /images/ {
expires 30d;

}

JlobaBJisieT 3aro/IOBKM K OTBETaM CEpPBepa.
[Tpumep:

location / {
add_header X-Content-Type-Options nosniff;
b

BosBparnaer ykazaHHBINH KOJI COCTOSHUS U (OMIIMOHAILHO) TEKCT
OTBeTa.
[Ipumep:

location /maintenance {
return 503;

3
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Tabnuna 2.4 — Ouucanue napamMerpoB JUPEKTUBbI location (mpojosrKeHne

TaOIUIIBI).

JInpekTuBa

Onucanue

limit_except

set

error_page

satisfy

OrpannuanBaer MeTo bl HTTP, KOTOpbIe MOTYT OBITH HCITOIH30Ba~
HbL JJId JIAHHOI'O pecypca.
[Tpumep:

location /admin {

limit_except GET POST {
deny all;

}

}

YcranaBamBaeT rmepeMeHHble, KOTOPble MOTYT OBITH HCIIOIB30Ba-
HBI B JIPYTUX JUPEKTUBAX.
[Tpumep:

location / {
set $my_var "some_value";

3

OHpe,ZLe.HHeT CTpaHUIIbI OIOOK JJId OIIPpEeIe/IEHHBIX KOJAOB COCTO-
AHNA.

[Tpumep:

location / {
error_page 404 /404.html;
}

Omupeiesger yeaoBus J0CTyIa, KOMOUHUPYS PA3IHIHbIE METOIbI
ayTeHTU(DUKAITIH.
[Tpumep:

location /protected {

satisfy any;

auth_basic "Restricted";
auth_basic_user_file /etc/nginx/.htpasswd;

3
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Tabnuna 2.4 — Ouucanue napamMerpoB JUPEKTUBbI location (mpojosrKeHne
TaOIUIIBI).

dupekTusBa Onucanne

OrpannguBaeT KOJIUIECTBO 3alIPOCOB OT OJHOrO IP-ajpeca st
3amuThel oT DdoS-aTax.
[Tpumep:

limit_req location /api/ {
limit_req zone=one burst=5;

3

YupaBienue koudurypanueit NGINX

YnpaBiieHne dyepe3 CUCTEMHYIO CJIy>KOy

Korma Beb-cepep NGINX HacTpoeH, HEOOXOMUMO 3aIlyCTUTh U J0OABUTH B aBTO-
3arpy3Ky Ciayk0y nginx:

systemctl enable --now nginx

,HJIH IIPOBEPKU CTaTyCa CEPBUCA HUCIIOJIb3YETCA KOMaH/Ia:

systemctl status nginx

[Ipu ycrernrnom 3aIycKe cepBUCa B CTATycCE JOKHO OBITH OTOOparKeHo active
(running).

st epeonipeiesieHus KOHMUTYpAIUN, HAIIPUMED, MOCIe BHeCeHUs B (hailal KOH-
durypanun Kakux-aud0 n3MeHeHuil, HeOOXOIMMO TIePe3anyCTUTh CIyzKO0y nginx:

systemctl reload nginx

st octaHOBKYM pabOTHI CJIyKOBI nginx HEOOXOIUMO BBITOTHUTH:

systemctl stop nginx

praBJ’IeHI/Ie C IIOMOIIIbIO CUTHAJIOB

NGINX mmeer oiH TIaBHBI Iporiece (master process) M OJUH MM HECKOJIBKO
pabounx mporeccos (worker processes). Ecim KemmmpoBaHue BKIIOYEHO, TPOIECCHI
3arpy34uka Kella U JIIcrieTdepa Kella TaKzKe 3aIyCKaloTCs.

OcHoBHas 11eJ1b IJIABHOT'O TIPOIecca — YTEHHe U OleHKa (hailjioB KOHMUryparun,
a TakxKe 00C/IyKUBaHUe pabOUNX ITPOIECCOB.

Paboune mporiecch! BBITOTHAIOT GakTHIecKyio 06padboTky 3ampocoB. NGINX nc-
nosp3yet 3asucsinue or OC MexaHu3MbI 71 3 hEKTUBHOTO PACIPE/IEIEHIS 3aIPOCOB
MezK/ 1y pabounmu mporeccamu. KoamdecTBo pabovunx MpoIeccoB OIpeIe/IseTcs JTu-
pekTHBOil worker_processes B dailjie Konduryparun nginx. conf u MoxKeT ObITDH
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JinOO yCTAaHOBJIEHO Ha (DUKCUPOBAHHOE YMCJIO, JIMOO HACTPOEHO Ha aBTOMATUIECKYIO
HACTPOIKY B 3aBUCUMOCTHU OT KOJIMYECTBa JOCTYIHBIX sijep LT

Vupagsenne korduryparmeit NGINX M0KHO MpON3BOINTEH OTIIPABKO COOTBET-
CTBYIOIIEIO CUTHAJIA TJIaBHOMY Iiporieccy. CUrHaja MOXKHO OTIHPaBUTh, BBIIIOJIHUB
KOMAH/Iy BHIA:

nginx -s <CUTHAJ>

rje <CUTHAJI> MOXKeT IIPUHUMATH CJIEIYIOIINE 3HAUEHU:

e quit — KoppekTHOe 3aBepiienne paborsl (curnana SIGQUIT);

e reload — nepesarpysurh daiin koudurypanuu (curaans SIGHUP);

e reopen — MMOBTOPHO OTKPBITH (aiijibl xKypHaa (curaai SIGUSRL);

e Stop — HeMe/[JIEHHOE BHIKJ/IIOUeHNe (Mn OBICTPOE BBIKIIOUeHNe, curias SIGTERM).

Baxkno! Komana 1oKHa OBITH BBIIIOJIHEHA IO/ TEM Ke I10JIb30BaTeIeM, 10T
KOTOPBIM OBLIT 3aITyIIEeH NEinx. "

Yrunnra kill Tak:Ke MOXKET UCIHOJIb30BAThCS JIJIsd OTIIPABKU CUI'HAJIA HEIIOCPE/I-
CTBEHHO TJIaBHOMY Iiporieccy. VaenTudukarop r1aBHOTO MPOIEcca MO yMOTIaHIIO
zanucbiBaeTcsd B aitsl nginx.pid, KOTOPBI HAXOUTCH B KaTajore /var/run/.

['raBHBII TIpolIeCe MOJIEP:KUBAET CJICIYIONINE CUTHAJIbI:

e TERM, INT — OnIcTpOe 3aBepiiieHne pabOThI;

e QUIT — mocTereHHOe 3aBepiieHre pabOThI;

e HUP — niepeoripe/ieieHne KOH(MUrypaluu, OOHOBJIEHE U3MEHHUBITIECsT BpEMEHHOI
30HBI, 3aIlyCK HOBBIX pabOUMX IPOIECCOB ¢ HOBOI KOH(MpUTYpaIueil, miaBHoe
3aBepIeHne CTapbiX pabovunx IIPOIECCOB;

e USR1 — mepesalyck ¢aiijioB »KypHAaJIOB;

e USR2 — oOHOBJIEHIE HCIIOJIHSIEMOro aiina;

e WINCH — mocrerieHHOe 3aBepIleHne paboaux IPOIECCOB.

VYupasienne pabOIUME IIPOIECCAMHE 110 OTAETBHOCTHA TaKKe BO3MOXKHO, HO He
ABJIACTCA 065{3aT€‘JIbeIM. Pa6oq1/Ie IIPOLECCHI IIOAACPKUBAIOT CJIEAYIOIIUE CUI'HAJIBI:
TERM, INT — ObicTpoe 3aBepliiieHre paboThl;

QUIT — nocreneHHoe 3aBepiieHne padboThl;
USR1 — mepesainyck paitjioB *KypHAJIOB;

Hactpoiika NGINX B KauecTBe BeO-cepBepa

Ha Boicokom yposue nactpoitka NGINX B KatuecTBe BeO-cepBepa — 3TO ompejiesie-
Hue Toro, kakue URL-ajipeca on oOpadarbiBaeT u Kak oH obpabarbiBaer HTTP-3ampochl
K pecypcam 1o 3tum URL-azpecam. Ha Gojiee HU3KOM ypoBHE KOH(UTYPAIs OIpe/ie-
JIsieT HaDOp BUPTYAJIBHBIX CEPBEPOB, KOTOPBIE YIIPABJIAIOT 00pabOTKOM 3aIIpOCOB JIjIs
onpeJ/ieJIeHHBIX JJOMEHOB nju IP-aapecos.

Kaxkipiit BupTyasibabiit cepsep it HTTP-Tpaduka onpesesnser creruabuble
K3EMILISIPhI KOH(DUTYPAIIH, HA3bIBAEMbIE MECTOIOJIOKEHUSIMU, KOTOPBIE YIIPABJISIOT
obpaboTrkoii omnpenenenHbix HabopoB URI. Kaxkjioe MecTonosoXKeHne oIpejiesaser
CBOI1 COOCTBEHHBIH CIIEHAPUIT TOT'O, YTO IIPOUCXOJUT € 3aIPOCAMU, CONOCTABIEHHBIMU

WINCH — aBapuiinoe 3aBepiiieHue Jjisi OTIaJIKu (TpedyeT BKIoYeHrs debug_points).
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¢ 3tuMm MecronosoxkerarneM. NGINX obecrieanBaeT moOJIHBI KOHTPOJIb HAJI STHM IIPO-
meccoM. Kazkoe MecTomnookeHne MOyKeT ITPOKCUPOBAThH 3aIllpOC WJIM BO3BPAIATD
daitn. Kpome toro, URI MOXKHO U3MEHUTH, YTOOBI 3aIIPOC MTEPEHAIIPAB/ISIIICA B JIPYTOe
MECTO WJIM Ha BUPTYaJbHbIN cepBep. B jionosinenue K 3ToMy MoKeT ObITh BO3Bpa-
IIeH KOHKPETHBIN KO/ OIMOKM, COOTBETCTBEHHO, MOYKHO HACTPOUTH OIPEIeTeHHY IO
CTPAHUILY JJIsT COOTBETCTBUA KAXKIOMY KOJIY OIIMOKI.

Bazossrit Mmogysnb HTTP — ngx_http_core_module

Bazosbrit Mmomynb ngx_http_core_module B NGINX mnpemocrasiser byHKITH-
OHAJIBHOCTD Jiyi 00paboTku HTTP-3ampocoB n oTrBeToB. OH SBJISETCS OJHUM U3
OCHOBHBIX KOMITIOHEHTOB Beb-cepBepa NGINX u oTBeuaer 3a MapIIpyTH3AIUIO 3a1IPO-
COB, yIIpaBJIEHUE COEJIUHEHUSIMHU, 0OPAOOTKY CTATUIYEeCKUX (hailjioB M JMHAMUIECKOTO
KOHTEHTa, a TaK:Ke 3a B3aUMOJEHCTBIE C JAPYTUMU MOJLYJISIMHU.

[lastee OymyT paccCMOTPEHBI OCHOBHBIE TUPEKTUBBLI 0A30BOTO MOJTYJIs ngx_http_
core_module.

client_header_buffer_size

Basmaér pasmep Oydepa /I 9TeHUsT 3arojI0BKa 3ampoca KiameHTa. s 601b-
IIITHCTBA 3aIllPOCOB J0CTaTOYHO Oydepa pasmepom B 1 K6. OmHako ecim B 3a1mpoce
€CTh JIJIMHHbIE cookies, MJIN Ke 3a1poc mputesr ot WAP-kjimeHTa, TO OH MOXKET He
nomectuThest B 1 K6. [TosTomy, eciin cTpoka 3ampoca Win 1oJie 3aroJIoBKa 3arpoca He
MIOMEIAIOTCS TTOJIHOCTBIO B 3TOT Oydep, TO BbLIeIsA0TCA Oydepbl OOIBIIEr0 pa3Mepa,
3a/1aBaeMble TUpeKTUBON large_client_header_buffers.

CuHTaKCcuc:

client_header_buffer_size <pasmep>;

rje <pasMep> — 3ajiaeT pasmep Oydepa, o ymoadanuio 1 K6.

large_client_header_buffers

BamaéT MakcuMaJIbHOE 9UCI0 U pasmMep 0ydepoB s dreHnst OOJILIIOro 3arojI0BKa,
zanpoca kireHTa. CTpoka 3ampoca He J0JKHa IPEBBIIIaTh pa3Mepa OJHOro Oyde-
pa, WHave KJIMEHTY Bo3Bparaercs ommbOka 414 (Request-URI Too Large). ITose
3ar0JI0BKa 3aIIpoca TaKzKe He JIOJIKHO MPEBBINIATh pa3Mepa OgHOro Oydepa, mHatde
KJINEHTY BO3Bpataercs ommubka 400 (Bad Request). Bydepsl BbIesIsSIIOTCS TOJBKO
o Mepe HeobxoaumocTn. [To ymosrganuio pasmep oanoro 6ydepa pasen 8 K6. Eciau
110 OKOHYaHUU 0O6pabOTKU 3aIlpoca COEIMHEHNE MTEPEXOJIUT B COCTOsiHIE keep-alive,
91U Oydepbl 0CBOOOXK TAIOTCSI.

Cunrakcuc:

large_client_header_buffers <umcmo> <pasmep>;

rjie:
e <uycuo> — 4mcjao 6ydepoB, 0 yMOTIAHUIO 4;
e <pasmep> — pa3Mep Oydepa, Mo ymordanuio 8 K6.
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server
3a/1aéT KoHUIypalyio sl BUPTYaJIbHOIO cepBepa. JETKOro pasjieleHus BUP-
TyaJIbHBIX cepBepoB Ha IP-based (ma ocmoBanumm IP-aspeca) u name-based (Ha
ocHoBaHnu 110J151 Host 3arosioBka 3ampoca) HeT. BmecTo sToro qupektnBamu listen
OIMCBIBAIOTCH BCE aJpeca U MOPThI, Ha KOTOPBIX HYZKHO IIPUHUMATDL COCJUHEHHUs JIJId
9TOr0 cepBepa, a B JUPEKTUBE Server name yKasblBaloTCd BCe UMEHa CePBEPOB.
[Toxpobuee o mupekTuBe server cm. B 1. 2.3.7 «Buptyasbubie cepBepbi».

server_tokens

Paspermaer win 3anperaer Boiasarh Bepcuio NGINX wa crpanunax ommbok u
B TI0JIe Server 3arojioBKa OTBETA.

Cunrakcuc:

server_tokens on | off | build | <cTpoka>;

rje:

e on — pazperraer BblaBaTh Bepcnio NGINX| saBisercs 3HadeHEM 110 yMOTIa-
HUIO;

e off — zampemaer BoaBaTh Bepcuio NGINX;

e build — mapsay c¢ Bepcueit NGINX Oymer Tak»ke BbIJIABATHCS UMsi COOPKH;
<CcTpoka> — NOJIIUCHU Ha CTPAHUIIAX ONNOOK ¥ 3HAYEHUE I10JId Server 3arojioBKa
OTBETa MOYKHO 33/[aTh SBHO C IIOMOIIBIO CTPOKH C ITEPEMEHHBIMI; ITyCTas CTPOKa
3aIpeniaeT BbIIady M0 Server.

location
YceranapimBaeT Kondurypanuio B 3apucumoctu ot URI 3ampoca.
[Toapobuee o aupekTuBe location cM. B 11. 2.3.8 «MecTomnoyioKeHusT» .

limit_except
OrpannamBaer HTTP-meTo/1bI, JOCTYIIHBIE BHYTpU location.
CunTakcuc:

limit_except <meTom>

{

rae <M€TO)I> MOZKeT IIpUHUMAaTh CJIEAYIOIre 3HaYCHUA:
GET,
HEAD,
POST,
PUT,
DELETE,
MKCOL,
COPY,
MOVE,
OPTIONS,
PROPFIND,
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PROPPATCH,

LOCK,

UNLOCK,

PATCH.

Ecin pazpemmién meros GET, To meto HEAD Tak»ke OyjieT pa3peréx.

root
Ba1aéT KOPHEBOI KAaTaJIor JjIs 3allpOCOB.
Cunrakcuc:

root <myTw>;

IJIc B 3HAQYCHNM ITapaMeTpa <IyTb> MOXKHO HCHOJIb30BaTh IIEPEMEHHBIC, KPOME
$document_root u $realpath_root. [lo ymosraanuio ucnosb3lyercs 3nadenne html.

[Iyre x daitty dopmupyercd myTém mpocroro mgobasienusi URI K 3HAYCHUIO
aupekTuBbl root. Ecin ke URI HEOOXOAUMO MOMEHSTh, CJIEJyeT BOCIIOJIb30BAThHC
JAupeKTuBoil alias.

alias
Bazaér 3aMeHy I yKasaHHOTO location.
Cunrakcuc:

alias <myTbp>;

B snavennu napamerpa <myTh> MOXKHO HCIOJIL30BATH IlepeMeHHble, KpoMe $docu-
ment_root u $realpath_root.

Ecmm alias ucnosb3yercd BHyTpu location, 3a/JaHHOTO PEryJIsPHBIM BbIpazKe-
HHEM, TO PEryJIgpHOE BBIPAZKCHHUE ITOJIKHO COACPZKAaTh BBIAC/ICHULA, a caM alias —
CCBIJIKU Ha 3TU BbIIECJICHU, HAIIPUMED:

location ~ “/users/(.+\.(7:gif|jpe?glpng))$ {
alias /data/w3/images/$1;

internal

Yka3zbIBaeT, 4TO location MOXKeT MCIOIb30BATHCA TOJIBKO JJIsi BHYTPEHHUX 3a-
pocoB. JIJIsi BHEIIHNX 3aIpOCOB KJIMEHTY Oy/IeT BO3BpalmaThes omubka 404 (Not
Found). BayTpennunmu 3ampocaMu siBIIsSIEOTC:

® 3alIPOCHI, lIepeHallpaBjIeHHble JUPEKTUBaMU error_page, index, internal_
redirect, random_index u try_files;

® 3aIPOCHI, IIepeHalpaB/IeHHbIe ¢ ITOMOIBIO 110J1s1 X-Accel-Redirect 3arososka
OTBETA BBIIICCTOAIIETO CEPBEPA;

e 11073aIpockl, (hopmMupyeMble KOMaH 10l include virtual momymnsa ngx_http_
ssi_module, JupekTuBaMu MOJy/d ngx_http_addition_module, a Takzke Jau-
pexTuBamu auth_request u mirror;

® 3aIIPOCHI, U3MEHEHHbBIE JIMPEKTUBOI rewrite.
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[Tpumep:

error_page 404 /404.html;

location = /404.html
internal;

ITpumewanue. /[jis1 mpeoTBpallieHus 3alUKJIUBAHN, KOTOPOE MOXKET BO3HUK-
HYTb IIPU UCIIOJIb30BAHIHE HEKOPPEKTHBIX KOHMUTYpAIUil, KOJMIEeCTBO BHY TPECHHIX
IepeHanpaBeHuil orpanndeno kogudecrsoM 10. [lo mocruskeHnu 3TOoro orpaHmde-
uust Oyser Bo3paiieHa ommbka 500 (Internal Server Error). B takom ciyuae
B (raiijie KypHaJia OIIIOOK MOXKHO yBHIETH COOOIEeHNe rewrite or internal
redirection cycle.

client_max_body_size

3a/1aéT MaKCUMaJILHO JIOIYCTUMBII pa3Mep Tejla 3ampoca KineHTa. Eciau pazmep
GoJIbIIe 3a/IAHHOTO, TO KJIMEHTY Bo3Bparaercs ommbka 413 (Request Entity Too
Large).

Cunrakcuc:

client_max_body_size <pasmep>;

rje <pasMep> 10 yMo4aHuio paBeH 1 M6. YcranoBka napamerpa <pasmep> B 0
OTKJIIOYaeT IIPOBEPKY pa3Mepa Tejla 3allpoca KJHeHTa.

Mopyap ngx_http_ssl_module

Moyyns ngx_http_ssl_module B NGINX mnpenocrasisier nomiaepxKkky SSL u
TLS nyist 3amuiiennabix coepuaeruit HTTP. Ou mo3BosisieT cepBepy 0OpadaThiBaTh
HTTPS-3ampocsl, mudpys JaHHble MeXKTy KJIUEHTOM U cepBepoM. i BKIoueHus
nojiiepkku SSL u TLS i1t Hy2KHOTO 0JI0Ka Server HeoOXOJMMO YKa3aTh JTUPEKTUBY
ssl B KOHTeKcTe listen:

server {
listen 443 ssl;

}

Hasee 6ymyT paccMOTPEHbI OCHOBHBIE JIUPEKTUBBI MO/ Ty I ngx_http_ssl_module.

ssl_certificate

YKazbiBaeT yTh K daitry ceprudukara B ¢popmare PEM jij1d JITaHHONO BUPTY-
aJbHOrO cepBepa. Ecim B gomo/iHeHne K OCHOBHOMY cepTU(MUKATY HY>KHO yKa3aTh
[IPOMEKYTOUYHbBIE, TO OHU JIOJI?KHBI HAXOJIUTHCS B 9TOM ke haiijie B CJIe/IyIONeM
MOPsAJIKE: CHAYasa OCHOBHON cepTudUKaT, a 3aTeM IMPOMEXKYTOUHbIEe. B 9TOM )Ke
daiisie MOXKeT HAXOJUThCA CEKPETHBIN KJI04 B (popmaTe PEM.

CunTakcuc:

ssl_certificate <myTb_k_daitny_cepTudurara>;
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IIpumeuanue. V3-3a orpanndenus mnporokosa HTTPS it MaKCHMaJILHOM
COBMECTUMOCTHU BUPTYaJIbHBIE CepBEPHI JIOJXKHBI CJIYIIaTh Ha pa3HblX IP-ajipecax.

ssl_certificate_key

YKazbiBaeT MyTh K aily 3aKpbITOro Kiro4a B dopmare PEM g JaHHOrO
BUPTYaAJILHOTO CepBepa.

Cunraxkcuc:

ssl_certificate_key <uyTb_K_CeKpeTHOMY_KIKYy>;

ssl_ciphers

VkazbiBaeT HaOOP MIUGPOB, KOTOPbIE MOTYT HCIOJIH30BATHCS JIJIsd TN POBAHIS
COEJIMHEHUIA.

Cunraxcuc:

ssl_ciphers <mmuppsr>;

rjie <mubps> 3a7al0Tcd B popmarTe, mojiep:kuBaeMoMm oubsanorekoit OpenSSL. Ilo
YMOJIYaHUIO 3Ha4YeHne napamerpa <mudps> papno HIGH: 'aNULL: 'MD5ttt.

ssl_protocols
Ompeiesisier, Kakue Bepcuu POTOKOJIoB SSL/TLS GyiyT UCHOIb30BATHCS.
Cunrakcuc:

ssl_protocols [SSLv2] [SSLv3] [TLSv1] [TLSvi.1] [TLSv1.2]
[TLSv1.3];

[To ymom4anuio NCHoIb3yeTcs CIe Iy IOl Habop MPOTOKOJIOB:

ssl_protocols TLSvl TLSv1l.1 TLSv1.2 TLSv1.3;

[Tapamerpsr TLSv1.1 u TLSv1.2 paboTaioT TOJBKO Mpu Ucrob3oBannu OpenSSL
1.0.1 u BhIIIE.

[Tapamerp TLSv1.3 paboraer TOJILKO IpU ucnojb3oBannu OpenSSL 1.1.1 u
BBIIIIE.

[Tapamerp TLSv1.3 ucrnosb3yercd 1mo ymoadanuio B NGINX nadunas ¢ Bepcun
1.23.4.

ssl_prefer_server_ciphers

VkasbBaeT IPUOPUTET CEPBEPHBIX U KJANEHTCKUX IIN(POB IIPU UCIIOJIHL30BAHII
npoTokojoB SSLv3 n TLS.

Cunraxcuc:

ssl_prefer_server_ciphers on | off;

Ecnu 3nadenune qupeKTUBBI YCTAHOBIEHO B On, CepBEpHbIE MUGPHI Oy/IyT UMETD
O0J1ee BBICOKHI TPUOPHUTET, YeM KjaueHTcKue. [lo ymMordanuio 3HaueHne TupeKTHBbI
yCTaHOBJIEHO B off.
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ssl_dhparam

YKasbiBaeT myTh K (aitry ¢ napamerpamu jjisg DHE-1idpos.

[To ymosrganuio mapaMeTpbl He 3aJlaHbl, 1 COOTBETCTBEHHO DHE-mmudphI He 1c-
MOJIb3YIOTCH.

Cunrakcuc:

ssl_dhparam <nyTb_k_c¢ainy_DHE-muppos>;

ssl_session_cache
Bagaér TUn 1 pasMepbl Kellleil I XpaHeHusl IapaMeTPOB CeCCHIA.
Cunrakcuc:

ssl_session_cache off | none | [builtin[:<pasmep>]] [shared:
<Has3BaHume>:<pasmep>] ;

rie:

e off — xxecTkuii 3anper ucnoJibzoBanus Keria ceccuit; NGINX sBuo coobiaer
KJIMEHTY, YTO CECCUU HEe MOT'YT MCIIOJIb30BAThCs ITIOBTOPHO.

e none — MATKuUii 3anper ucnoib3oBanus kerma ceccuit; NGINX coobraer kimenTy,
9TO CECCHM MOTYT MCHOJIb30BATHCA MOBTOPHO, HO Ha CAMOM JieJle He XPaHUuT
rnapaMeTphbl CECCUU B KelIle.

e builtin — BcTpoenHnlil B OpenSSL Kelll, NCHOAb3YeTCd B paMKax TOJIbKO OJIHOTO
pabodero mporecca. Pa3mep kerra 3ajaérces B ceccustx. Ecsmm pasMep He 3a/iaH,
TO oH paBeH 20480 ceccusiM. Vcmoib30BaHne BCTPOEHHOTO Kellla, MOYKET BECTH
K (pparMeHTanuu maMsTH.

e shared — keI, pa3je/igeMblii MEXK/Iy BCEMH pPabOYuMu IiporieccaMu. Paszmep
Kera 3ajaéres B Oafitax, B 1 M6 MoxkeT roMmectuTbcsa okoJio 4000 ceccnit. Y
KaKJIOT'0 Pa3/Ie/IseMoro Kelia J0JI2KHO ObIThH IMPpOu3BoJIbHOE HasBaHue. Ker ¢
OJIMHAKOBBIM Ha3BaHUEM MOKeT UCIIOJIb30BaThCsl B HECKOJIBKUX BUPTYaJIbHBIX
cepBepax. Takke OH UCIOJIB3YeTCs JIJId AaBTOMATUIECKOTO CO3/IaHUs, XPaHEHH
U IIepUOANIecKoro ooHoBIeHns Kitodeir TLS session tickets, eciin oHU He
yKa3aHbl ABHO C IIOMOIIBIO JUPEKTUBLI ss1_session_ticket_key.

MozkHO MCHOJIB30BATH OJTHOBPEMEHHO 00a THUITa Kellla, HAIlPUMED:

ssl_session_cache builtin:1000 shared:SSL:10m;

ssl_session_timeout
Ba/1aéT BpeMsi, B TedeHne KOTOPOrO KJIMEHT MOKET ITOBTOPHO HCIIOJIHL30BaThH
napaMeTpbl ceccun. VIHbIMU c/ToBaMU yKa3bIBAeT BpeMd *KU3HU ceaHca SSL.
Cunrakcuc:

ssl_session_timeout <BpemMs>;

[To ymosrganuio 3HaueHne mapaMerpa <speMs> paBHO 5m (5 MUHYT).

ssl_verify_client
Paspermmaer mpoBepKy KJIMEHTCKUX cepTuUKATOB. Pe3yibraT npoBepKu JIOCTyIIeH
Jepe3 nepeMeHHyo $ssl_client_verify.
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CuHTakcuc:

ssl_verify_client on | off | optional | optional_no_ca;

re:
on — MPOBepKa KJIMEHTCKUX CepTU(PUKATOB BKIIOUCHA;
off — mpoBepKa KJIMEHTCKUX CEPTU(MUKATOB BBIK/IOUCHA;

e optional — 3ampammuBaeT KJIANEHTCKHI cepTUUKAT, U ecau cepTUUKaAT ObLI
IIPEJIOCTABJIEH, TIPOBEPSIET €r0;

e optional_no_ca — 3ampariuBaer cepTuduKkar KjiueHTa, Ho He TpedyeT, uTo-
ObI OH OBLT TOAIUCAH JoBepeHHbIM IeHTpoM ceprudukanuu (IIC, CA). Do
[IpEeIHA3HAYEHO JJIsT CIy9aeB, Koraa (hakTUdecKas IIpPOBepKa ceprudurara
ocytectBisiercs BHenHuM 110 oTHomeHnio K NGINX cepsucom. Comeprkumoe
cepTrduKaTa JOCTYIIHO Yepes3 nepeMennyio $ssl_client_cert.

Monyab ngx_http_map_module

Momysnb ngx_http_map_module co31aéT IepeMeHHbIe, 3HAUEHUS KOTOPBIX 3aBUCAT
OT 3HaYCHU APYIUX epEeMEeHHbIX.

asee OymyT paccMOTPEHBI OCHOBHBIE TUPEKTUBBI MO/ Ty Id ngx_http_map_module.

map

Co31aéT HOBYIO IIEPEMEHHYIO, 3HAUEHHEe KOTOPOIl 3aBUCUT OT 3HAYEHUI OIHOM
nm 00Jiee UCXO/IHBIX TMEPEMEHHBIX, YKAa3aHHBIX B TIEPBOM IapaMeTpe.

[TapameTpbl BHyTpH 0JI0Ka map 3a/al0T COOTBETCTBUE MEXK Ty MCXOIHBIMU U pe-
3YJAbTUPYIOMIMMU 3HAYCHUAMU.

Cunrakcuc:

map <cTpoka> $<mepemennas> {

}

Ncxoabie 3Havenns 3aJ1al0TCA CTPOKAMHU WU PETYIAPHBIMU BbIPAYKEHUSIMU.
CTpokn mpoBepsatoTces 6e3 yaéra perucrpa.

[lepes peryispHbIM BbIpaXkKeHUEM CTABUTCS CUMBOJI , €CJIA IIPU CPABHEHUU CJie-
JIyeT YUUTBIBATb PErUCTP CUMBOJIOB, JIMOO CUMBOJIBI ~* , €CJIU PErHUCTP CUMBOJIOB
YUUTBHIBATH HE HY2KHO. Peryisgpaoe BbIpazkeHne MOXKeT CoepzKaTh UMEHOBaHHBIE U T10-
SUIIMOHHBIC BBIJEJ/ICHUA, KOTOPbIE MOI'YT 3aTE€M HNCIIOJIb30BAaTbCA B APYTUX JJUPEKTUBaX
COBMECTHO C Pe3yJIbTUPYIOEHd ITepeMeHHOM.

Eciin ucxoinoe 3naveHne coBIagaeT ¢ KMEHEM OJHOI'O U3 CIIENUAIbHBIX ITapaMeT-
POB, OIMCAHHBIX HUXKE, TIepes] HUM CJIeyeT MOCTaBUTh CUMBOJI \.

B kavecTBe pe3y/IbTHUPYIONIETO 3HAUEHU MOXKHO yKa3aTh TEKCT, [IEPEMEHHYIO 1
X KOMOWHAIINI.

Takke MOIIEPKUBAIOTCS CJIEJIYIONINE CIEIUATbBHBIE TTAPAMETPHI:

o default <zmageHme> — 33JIA€T PE3YIBTUPYIOIIEE 3HAUEHNE, €CJIN NCXOTHOE 3HA-

JeHHne He COBIaJaeT HU C OJHUM U3 IlepedncyeHHbIX. Ecim napamerp default
He yKa3aH, pe3yJbTUPYIOMKUM 3HAYeHUEM 10 YMOJJIIaHUIO Oy/IeT MmycTast CTPOKA.
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e hostnames — yKa3bIBaeT, YTO B KQ4ECTBE MCXOJAHBIX 3HAYCHUN MOXKHO HCIIOJIb-
30BaTh MaCKy /JIJIsd NEPBOYA WJIM MOCJTIEAHE 9aCTH UMEHHN XOCTa, HAIPUMep:

x.example.com 1;
example. * 1;

Bwmecro nByx 3armceii:

example.com 1;
*.example.com 1;

MOZKHO HCIIOJIb30BaTb OJIHY:

.example.com 1;

DTOT mapaMeTp CJaeyeT YKa3bIBaTh IepeJl CIIMCKOM 3HAYEHUIH.
e include <daiin> — BKJIOUAET dail co 3HaYeHUsIMU. BKJTIOUEHIT MOXKET ObIThH
HECKOJIBKO.

e volatile — yKa3bIBaeT, 4TO IIepeMEHHasd He KelIupyeTcd.

Eciim ncxomaoMy 3HAUEHUIO COOTBETCTBYET HECKOJILKO M3 YKA3aHHBIX BapUAHTOB,
HaIlpUMep, OJIHOBPEMEHHO TOJIXOJAT M MacKa, W PEryJsdpHOe BbIparkeHue, OyJeT
BBIOpAH MEPBbIN MOAXOAANINN BApUAHT B CJIEIYIOIIEM IIOPSJIKEe IIPUOPUTETA:

® CTPOKOBOE 3HauUeHue 6€3 MacKu;

e caMoe JIJINHHOE CTPOKOBOE 3HaUYeHUe ¢ MAaCKOil B HadaJle, HallpuMep * . example.

com;

® caMO€ JJIMHHOE CTPOKOBOE 3HAYEHUWE C MACKOU B KOHIIE, HAITpUMep mail. *;

® I[IepPBOE TIOJXOJIAIINEE PEry/ISPHOE BhIpayKeHue (B MOPsijIKe CIe0BaHUS B KOH(U-

rypamnuoHHom daite);

e 3matenue 1o ymosdanuio (default).

map_hash_bucket_size

Ba/1aéT pa3smMep KOP3UHbBI B XEII-Tad/IUIAX JIjIs [IePEeMEHHbIX map. 3HadYeHue 1o
YMOJTYaHUIO 3aBUCUT OT pa3Mepa CTPOKHU Kellla MPOoIleccopa.

Cunraxcuc:

map_hash_bucket_size <pasmep>;

map_hash_max_size
BaaéT MaKCUMAaJIbHBIN pasMep XeI-TabJInIl JI/Tsi TIePEMEeHHBIX map.
Cunrakcuc:

map_hash_max_size pasmep;

[To ymoryanmio MaKCUMAaJILHBIN pa3Mep xeni-Tad i paser 2048. [lomxpobuee o
xerr-rabymmiax cM. B 1. 2.5.3 «HacTpoiika xemn-Taduiry .

Hactpoiika xerr-Tabsmig
st 6pICcTpOit 0OPADOTKY CTATUYECKUX HADOPOB JIAHHBIX, TAKUX KAK UMEHA Cep-
BEPOB, 3Ha4YeHUd JUPEKTUBBLI map, MIME-Tuiibl, uMeHa 1oJjieil 3aroJI0BKOB 3alIPOCOB,
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NGINX ucnosb3yer xerr-rabauiibl. Bo BpeMst crapTa u IpH KaxKI0il mepeKoHpUrypa-
muu NGINX nogbupaer MUHIMAIEHO BO3SMOXKHBII pa3Mep XeI-TabJInIL ¢ YIETOM TOro,
9TOOBI pa3Mep KOP3WHBI, Ky/Ia MOIMa al0T KJIIOUNA ¢ COBIAIAIONIMME Xelll-3HAYeHUSIMHU,
He IpeBblmal 3ajanHoro napamerpa (hash bucket size). Pasmep Tabiuib caura-
ercst B Kopaunax. [logbop BegéTcs 10 Tex mop, moKa pasMep TabJIHMIbI He TPEBBICHT
napameTp hash max size. /[jig 60bmmHCTBA Xelleil eCTh JIMPEKTUBbI, KOTOPBIE M03-
BOJISIFOT MEHSTh 3TU IIapaMeTpbl, HAIIpUMep, JJisl Xelllell UMEH CEPBEPOB JTUPEKTUBBI
Ha3blBalOTCA server_names_hash_max_size u server_names_hash_bucket_size.

IIapamerp hash bucket size Bcerjga BLIpaBHUBaETCs OO pa3Mepa, KPaTHOI'O
pasMepy CTPOKH Kellla IIPOIeccopa. DTO MO3BOJIAET YCKOPUTDH ITOUCK KJII0Ya B Xele
HA COBPEMEHHBIX MPOIECCOPaX, YMEHBIINB YuCI0 obparienuit K mamatu. Ecan hash
bucket size pasen pazmepy OAHON CTPOKM KEIa IIPOIECCOPa, TO BO BpEeMd IIOUCKA
KJIIOYa 9HUCJIO OOpaIleHnit K TaMATU B XYJIIIIeM caydae OyJieT paBHO JIBYM — IHEPBLIi
pa3 Iid onpeJiesieHus aJpeca KOP3WHBI, & BTOPOU — IPHU IIOUCKE KJI0Ya BHYTPHU
kop3uHbl. CoorBercTBerHO, ecii NGINX Bbizas coobienre o HEOOXOIMMOCTH yBe-
JanunTh hash max size wym hash bucket size, TO cHadasa Hy»KHO YBEJININBATH
IIEPBBINA ITapaMeTp.

Mopayap ngx_http_limit_conn_module

Mosyns ngx_http_limit_conn_module 103BOJISIET OIPAHUYUTH YHUCJIO COEJIITHE-
HUI 110 38JITaHHOMY KJII04Yy, B YaCTHOCTHU, YUCJIO COeJUHEHU ¢ ogHoro IP-ajipeca.

YYuThIBalOTCAd HE BCE COEJMHEHUS, a JIUIIb Te, B KOTOPBHIX UMEIOTCS 3aIPOCHI,
obpabaTbIBaeMble CEPBEPOM, U 3ar'0JIOBOK 3allpoca yzKe IIPOIUTaH.

amnee OyayT paccMOTpEHBI OCHOBHBIE IMPEKTUBBI MOy I ngx_http_limit_conn_
module.

limit_conn_zone

Ba1aéT mapaMeTpbl 30HBI Pas3iessieMOil MaMsTH, KOTOpas XPaHUT COCTOSIHIE
JUT pas3HbIX 3HadeHnil Kiaovua. COCTOsTHIE B 9aCTHOCTH COJIEPKUAT TEKYIIee TNCJIO
coequHeHnii. B KadecTBe KJI0o4Ya MOXKHO HCIIOJIB30BATH TEKCT, IIePEMEHHbIe U UX
KOMOMHAIUN. 3AIIPOCHI C IIYCTHIM 3HAYCHUEM KJ/II0Ya HE YIUTHIBAIOTCH.

Cunraxcuc:

limit_conn_zone <kmo4y> zone=<Ha3BaHUe>:<pasMep>;

[Ipumep ucnonb3oBaHUS:

limit_conn_zone $binary_remote_addr zone=addr:10m;

3/1ech B KadecTBe KJI04Ya UCHoJIb3yeTcs IP-anipec kimenta. Obparure BHUMAaHUE,
YTO BMECTO TlepeMeHHOI $remote_addr ncnonp3oBaHa mepeMenHas $binary_remote_
addr.

Jlmnra 3nadenus nepemenHoit $remote_addr moxker KoJsiebaThes oT 7 0 15 OaifiT,
IIPH 9TOM pa3Mep XPAHUMOI'O COCTOSIHUs cOCTaBjgeT jubo 32, aubo 64 Oaiita Ha
32-6uTHbIX 1maaTdopMax u Beerja 64 Gaiita Ha 64-OUTHBIX.

JnmHa 3HavYeHns nepeMenHoi $binary_remote_addr Bcerna paBHa 4 OaiiTaM 71
IPv4-anpecos win 16 6aiiram g IPv6-anpecos. Ilpu aTom pasmep cocrostHus Beeria
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paBen 32 unm 64 Oaiitam Ha 32-OuTHBIX TaTdopmax u 64 Gaiitam Ha 64-OUTHBIX.

B 30ne pazmepom 1 merabaiiT MOKeT PasMECTUThCS OKOJIO 32 ThICST COCTOSTHUI
pasmepom 32 Oaiita i 16 Thicsad cocTosinnii pasmepom 64 aiita. [Ipu nepenosinenun
30HBI B OTBET Ha IOCJIELYIOINIHE 3aIIPOCh cepBep OY/IeT BO3BPAIIATh OIMIUOKY.

limit_conn

BaaéT 30Hy pasjensdaeMoil maMsTi U MaKCHMAJIBHO JOMyCTHMOE TUCJIO COeTITHe-
HUI JIJIs OJHOrO 3HaUYeHus K/ao4a. [Ipyu npeBbIeHn 9Toro 4ucia B OTBET Ha 3aIpoc
cepBep BEPHET OIMUOKY.

Cunrakcuc:

limit_conn <30Ha> <4uCI0>;

rie:

e <30HAa> — UM 3a/[AaHHON B 1imit_conn_zone 30HBI aJIPECOB;

e <YHCJo> — KOJUYECTBO Pa3pelIeHHbIX COCIUHEHUN.

JupekTtus limit_conn MOXKeT ObITh HECKOJIBKO.

JIMpPEeKTUBBI HAC/IEYIOTCH OT POJIUTE/IHCKOIO YPOBHS KOH(DUTYPAIUH [P YCJIOBUH,
9TO B JOYEpHEM YPOBHE HE ONMCAHBI CBOU JMPEKTUBLI 1imit_conn.

[Ipumep kondwurypamnum, KOropas OrpaHIIHBAET YNUCIO COEJIMHEHUN C cepBEPOM
C OJIHOTO KJIMEHTCKOro IP-ajipeca W B TO K€ BpeMsl OIDAHUYUBAET O0IIee YUCIIO
COEIMHEHUI ¢ BUPTYAJbHBIM CEPBEPOM:

limit_conn_zone $binary_remote_addr zone=perip:10m;
limit_conn_zone $server_name zone=perserver:10m;

server {

limit_conn perip 10;
limit_conn perserver 100;

Monayab ngx_http_limit_req_module

Mojyne ngx_http_limit_req_module mO3BOJIIET OIPAHUYUTH CKOPOCTH OOpa-
OOTKH 3aIIpOCOB 110 3alaHHOMY KJIIOUY WJIM, KaK YaCTHBIN cirydail, CKopocTb 0Opa-
OOTKHM 3aIIPOCOB, TOCTYHAIOMNX ¢ oHOr0 IP-agapeca. Orpannderue obecieanBaeTCst
¢ nomolipio Merona leaky bucket.

asee OymyT paccMOTpPEHBI OCHOBHBIE IUPEKTUBLI MOJTy I ngx_http_limit_req_
module.

limit_req_zone

3a/1aéT mapamMeTpbl 30HBI pa3/esadeMoil TaMATH, KOTOpas XPAaHUT COCTOSHUE
JIJIsT pa3HbIX 3HaUYeHuil Kjo4da. CocTosiHMe B YACTHOCTU XPAHUT TEKYIIee HUUCJIO
n30LITOYHBIX 3alIPOCOB. B KavyecTBe K/II09a MOYKHO UCIOJIL30BATh TEKCT, TIEPEeMEHHbIe
1 UX KOMOWHAIIMN. 3aIlpOChl C MyCThIM 3HAYEHNEM KJIIOUa HE YIUTHIBAIOTCH.
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CuHTakcuc:

limit_req_zone <rmo4> zone=<Ha3BaHUe>:<pas3Mep> rate=<ckKopocTn>
[sync];

[Ipu nepemnoJineHny 30HbI yIasseTcs HanMMeHee BocTpeboBaHHOe cocTosiHme. Ko
U 9TO He MO3BOJIFET CO3/IaTh HOBOE COCTOsIHUE, 3aIIPOC 3aBEPIINAETCS C OIMNOKOII.

Ckopoctb 3ajaérest B 3ampocax B cekyHiy (r/s). Eciam ke Hy:KHaA CKOPOCTH
MeHbIIIe OJIHOTO 3aIPOCa B CEKYHJIy, TO OHa 3aJaéTcs B 3alpocax B MUHYTY (r/m),
HAIPUMeED, 0JI3aIPoca B CEKYHIy — 9T0 30r/m.

[TapameTp sync pazperniaer CHHXPOHU3AIUIO JAHHON 30HBI PA3/Ie/IsIeMOil TTaMATH.

limit_req

BaaéT 30Hy pasjenseMoil naMsaT (zone) U MaKCUMAJbHBINA pazMep BCILIECKA
zanpocoB (burst). Ecim ckopocTh HOCTYILIEHNST 3aIIPOCOB MIPEBBIIIAET OMMCAHHYIO
B 30HE, TO X 00pabOTKa 3a/I€PKUBAETCH TAK, YTOOBI 3AITPOCHl 00PabATHIBAJINCH C
3aIAHHOM CKOPOCTBIO. VI30BITOTHBIE 3AIIPOCHI 38 I€PKUBAIOTCS JI0 TEX IMOP, IMOKa MX
YMCJIO HE TPEBBICUT MAaKCUMAJIBHBIN pa3Mep Beitecka. [Ipn mpesbiiiennn 3ampoc
3aBepInaercsd ¢ ommbkoil. [lo ymorgannio MakcuMaIbHBIN pa3Mep BCIIECKA PaBEH
HYJIIO.

Cunrakcuc:

limit_req zone=<uasBaume> [burst=<umcmo>] [nodelay | delay=
<ympcno>] ;

Ecan nsbbrrounbie 3ammpockl B Ipejesax JIMMATA BCILIECKOB 3a/IepKUBATh He
TpebyeTcst, TO CJIe/IyeT UCIOJIb30BaTh napaMerp nodelay.

[TapameTp delay 3a/1aéT JUMUT, 110 JTOCTHXKEHUH KOTOPOTO N30BITOYHBIE 3aIIPOCHI
3a/IePKUBAIOTCA. SHAUEHHE 110 YMOJTIaHUIO PABHO HYJIIO U O3HAYAET, 9TO 33/I€PKIBA-
I0TCA BCE UBOBITOYHBIE 3aIIPOCHI.

JupekTns limit_req MoxKeT ObITH HECKOJIBKO.

JIupeKTuBBI HACIEIYIOTCS ¢ POIUTENILCKOTO YPOBHSI KOH(MUTYPAIUU IIPH YCJIOBUH,
4YTO B JIoUepHell KoH(UTrypalyu He OIUCAaHbl CBOU JUPEKTUBBI limit_req.

[Ipumep koubUTrypanum, orpaHIINBAIONICH CKOPOCTH 00pabOTKU 3AIIPOCOB, TOCTY-
HAaroIMX ¢ 0JHOro IP-ajipeca, U B TO yKe BpeMs OI'PaHIIUBAIOIIEN CKOPOCTh 00pabOTKI
3aIpOCOB OJHUM BUPTYaJbHBIM CEPBEPOM:

limit_req_zone $binary_remote_addr zone=perip:10m rate=1r/s;
limit_req_zone $server_name zone=perserver:10m rate=10r/s;

server {

limit_req zone=perip burst=5 nodelay;
limit_req zone=perserver burst=10;
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2.5.6 Mopnyapb ngx_http_auth_request_module

Monynb ngx_http_auth_request_module mpemocraBiseT BO3MOKHOCTh aBTOPH-
3aIlK KJIMEHTa, OCHOBAHHOI Ha pe3y/IbTaTe moj3aipoca. Ko nogzamnpoc Bo3spariaer
KOJI OTBeTa 2XX, JIOCTyN pasperiaercd. Eciu 401 nim 403 — JI0CTyII 3alIpeIiaeTcst
C COOTBETCTBYIOIIUM KOJIOM OImuOKH. JI1000it Apyroit Ko oTBeTa, BO3BPAIaeMbIit
IO/I3aIIPOCOM, CUUTAETCsT OMTUOKOIA.

[Ipu omubke 401 K/IMEHTY TaKKe IepeiaéTcs 3aroioBoK WWW-Authenticate u3
OTBeTa 110/13aIIPOCa.

[amee OyayT paccMOTpeHBI OCHOBHBIE IMPEKTUBBI MOy ngx_http_auth_request_
module.

auth_request

BxiogaeT aBropusaiuio, OCHOBAHHYIO Ha PE3Y/IbTaTe BBITOJIHEHUS ITOJ3AIIPOCa,
n 3a1aéT URI, Ha KOTOPBIH Oy/IeT OTHpaB/IeH 10/13aIIpoC.

Cunrakcuc:

auth_request uri | off;

[To ymorganuio ucnosib3yercs 3Hadenue off.

auth_request_set

YcranaBinBaeT <IepeMeHHYyI> B 3allpoce B 33 /laHHOE <3HaYeHHe> II0CjIe 3aBep-
IIIEHNsT 3aIIPOCa aBTOPU3AINN. JHAUEHIE MOYKET COJIEPKATh IIepEMEHHBIE U3 3aIIpoca
aBTopHU3aIuu, HanpuMep, $upstream_http_x*.

Cunrakcuc:

auth_request_set $<mepemennas> <3HaUeHUE>;

2.5.7 Monynb ngx_http_rewrite_module

Monynb ngx_http_rewrite_module mosBosser n3meHaTb URI 3ampoca ¢ TomMo-
IO PEryJsipHbIX Bbhipaxkenuit PCRE, coBepiarh lepeHarnpaB/ieHls U BbIOUPATD
KOH(DUTYPAITAIO 10 YCJIOBHIO.

Jlupektusbl break, if, return, rewrite u set oOpabaTLIBAIOTCA B CJIELYIONIEM
IIOpAKe:

® II0CJICOBATEIBHO BBIITIOJHAIOTCA JUPEKTUBBI 3TOTO MOJYJId, ONNCAHHBIC Ha

YPOBHE server;,
® B IUKJIE:
— umercda location o URI 3ampoca;
— IIOoCJIeJ0BATE/JIbHO BBIIOJIHAKOTCA JUPEKTUBBI 9TOI'O MOAYJIfA, OIIMCaAHHBbIE B
HaljieaEHoM location;

e IUKJI 1oBTOpsercd, ecin URI 3ampoca usaMensiics, Ho ne 6osee 10 pas.

Hasee OyyT paccMOTPEHBI OCHOBHBIE INPEKTUBLI MOJLYJIs ngx_http_rewrite_mo-
dule.

if
[IpoBepsiercs ykazanHoe ycJjoBue. Kciam OHO MCTHHHO, TO BBIIOJTHSAIOTCS yKa-
3aHHbIE B (DUTYPHBIX CKOOKAX JIMPEKTUBBI 9TOIO MOJYJ/IS U 3alPOCy HA3HAYACTCS
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KOH(Uryparysd, yka3annasg BHyTpH gupeKTuBbl if. Kondurypanun BayTpr 1upekTun
if HaAC/IeIYIOTCA C NPEIBIIYIIEro YPOBHA KOH(MUTYPAIUH.
Cunrakcuc:

if (<ycnosme>) {

3

B kauecTBe <ycmoBus> MOI'YyT OBITH 3aJIaHbI:

® UM IIEPEMEHHOI; JIOXKHBIMUA 3HAYEHUAMU [IEPEMEHHON ABIAIOTCH IIyCTasd CTPOKa
nim 0O;

® CpaBHEHHE IEPEMEHHOI CO CTPOKOI C IIOMOIIBIO OIIePaTOPOB = U !=;

® COOTBETCTBUE IEPEMEHHON PETY/ISIPHOMY BBIPDAXKEHUIO C YUETOM PETUCTPA CHUM-
BOJIOB — ~ 1 0e3 Hero — ~*. B pery/sipHbIX BbIparKeHUSIX MOKHO UCIIOJIb30BAThH
BBIJIC/IEHHSI, KOTOPbIE 3aTeM JIOCTYIIHBI B BHUE repeMeHHbIX $1..$89. Takxke
MOKHO HCIIOJIb30BaTh OTPHUIATEIbHBIE ortepaTopbl !~ u ! “*. Eciau B perysap-
HOM BBIDAyKEHIH BCTPEYAIOTCSI CUMBOJIBL | WM 5 , TO BCE BBIPAsKEHUE CJIEJIyeT
3aKJIIOYUTH B OJINHAPHBIEC WIN ABONHBbIE KaBBIYKU;

e IIpOBEpKa CyIIecTBOBaHMsA haiiia ¢ IoMoIbio onepaTtopos -f u !-f;

® IIpOBePKa CYIIECTBOBAHUA KaTaJlora ¢ IMOMOIIbIO onepaTopoB -d u !-d;

e IIpOBepKa CYIIecTBOBaHUsA aiiyia, Karajgora WM CUMBOJIMIECKON CCBHIJIKH C
IIOMOIIBIO OIIEPATOPOB -€ U ! -¢€;

® IIPOBEPKA UCIIOJIHAEMOCTH haiijia ¢ IIOMOIILIO OIIEPATOPOB -X U ! -X.

return

BaBepiiaeT 00pabOTKY U BO3BpalllaeT KJANEHTY YKa3aHHBIN Koz, HecranmapTHbIii
KOJT 444 3aKpbIBaeT coe/MHeHre Oe3 Iepeiadn 3arojioBKa OTBeTa.

Cunraxcuc:

return <xom> [<TexctT>];
return <xom> URL;
return URL;

Mozx#o 3aarh gubo URL nepenanpasienus (s kogos 301, 302, 303, 307 u
308) b0 TeKCT Tesia oTBeTa (s OCTATIbHBIX KOJOB). B Tekcre Tena orsera u URL
IIepeHalpaBIeHnsl MOKHO HCIO0JIb30BaTh 1epeMeHHble. Kak gacTHbIil ciy4aii, URL
IepeHalpaBJIeHns MOXKeT ObITh 3a1aH KaK URI, JIOKaJIbHBIN JIJIsSI JJAHHOI'O CEpBEpa,
npu 3ToM moJiabiil URL mepenanpaBieHus (pOpMUPYETCA COTJIACHO CXEMe 3aIpoca
($scheme) u nupekTuBaMm server_name_in_redirect u port_in_redirect.

Kpowme Toro, B KauecTBe €JIMHCTBEHHOI'O IMapaMeTpa MOXKHO ykKa3aTb URL s
BPEMEHHOTO TlepeHarpaBjeHus ¢ Kojiom 302. Takoit mapameTp JI0/2KeH HAYUHATHCS CO
cTpok http://, https:// wim $scheme. B URL MOXKHO HCIIOJIL30BATH IIEPEMEHHDIE.

Monaynb ngx_http_access_module

Momynb ngx_http_access_module mo3BOJIsIET OTPAHUYIUTD JIOCTYI JIJI OIIPEIe-
JIEHHBIX adpEeCcOB KJIMEHTOB.
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allow

Paspemmaer jgoctyrr Jijisg yKazaHHON ceTn min ajipeca. Ecim yKazaHo crienuaibHoe
3Ha4YCHUE unix:, paszpemiaer J0cTyll Juid Bcex UNIX-cokeToB.

Cunrakcuc:

allow <agpec> | CIDR | unix: | all;

deny

BarmperaeT JTOCTYII Jjisl YKa3aHHOW ceTn win ajipeca. Ecin ykazaHo crieruaibHoe
3HAYCHUE UNix:, 3ampentaeT JOoCTyI Jjad Bcex UNIX-cokeTos.

CuHTakcuc:

deny <agmpec> | CIDR | unix: | all;

[Ipumep kouduryparun:

location /
deny 192.168.1.1;
allow 192.168.1.0/24;
allow 10.1.1.0/16;
allow 2001:0d4b8::/32;
deny all;

[IpaBuita IpoBepsIOTCS B OPSJIKE UX 3aIIACH JI0 IEPBOTI'O COOTBETCTBUA. B manHoM
IpuMepe JOCTYI Pa3pelén ToabKo st IPv4-cereit 10.1.1.0/16 1 192.168.1.0/24,
KpoMme ajipeca 192.168.1.1, u g IPv6-cetn 2001:0db8: : /32.

Monaynb ngx_http_headers_module

Momynb ngx_http_headers_module mo3BoJisger BbIaBaTh MOJIs 3ar0JI0BKa Expires
u Cache-Control, a TakxKe J100aBJISITh IIPOU3BOJILHBIE IIOJISI B 3aI'0JIOBOK OTBETA.

expires

Pazpemaer nm 3anpemaer 706aBISTh WX MeHATH 1oJisd Expires m Cache-Control
B 3aroJIOBKE OTBETa IPU YCJIOBUH, YTO KOJ OTBeTa paseH 200, 201, 204, 206, 301,
302, 303, 304, 307 uau 308.

B kauecTBe nmapamMeTpa MOYXKHO 33/IaTh ITOJIOKUTETHHOE HJIH OTPUTIATETHHOE BPEMSI.

Cunrakcuc:

expires [modified] <Bpemsa>;
expires epoch | max | off;

Bpemsa B nosie Expires BBICUMTHIBAETCS KaK CyMMa TEKYIIETO BPEMEHU U Bpe-
MEeHH, 33JIaHHOTO B JiupeKTuBe. Ecin ncnosb3yercsa napamerp modified, To Bpems
opeiesigeTcd KaK cyMMa BpeMeHn Mojudukanun daiiyia 1 BpeMeHH, 3aJJaHHOTO B
JIUPEKTUBE.
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Kpome Toro, ¢ momorpio npedukca @ MOXKHO 33/i1aTh BPpeMs CYTOK:

expires ©15h30m;

Conepxxumoe 1ot Cache-Control 3aBUCHT OT 3HAKa 38 JaHHOIO BPEMEHHN:

e orpuliareabHoe BpeMda — Cache-Control: no-cache.

® II0JIOXKNTEJIbHOE WJINA paBHOe HyJIO Bpemda — Cache-Control: max-age=t, rje

t — 9TO BpeMs B CeKyHlaX, 3a/JJaHHOe B JUPEKTURE.

[Tapamerp epoch 3agaér Bpemsi «Thu, 01 Jan 1970 00:00:01 GMT» (1 suBaps
1970 00:00:01 GMT) ayist mosist Expires u «no-cache» mis mosist Cache-Control.

[Tapamerp max 3agaér Bpems «Thu, 31 Dec 2037 23:55:55 GMT» (31 nekabpsi
2037 23:55:55 GMT) nst mosist Expires u 10 jier jyist mosist Cache-Control.

[Tapamerp of f 3amperniaer 100aBIATH WM MeHITH 110J11 Expires n Cache-Control
B 3ar0JIOBKE OTBETA.

add_header

JlobaBiisieT yKazaHHOE I10JI€ B 3aI'0JIOBOK OTBETa IIPH YCJIOBHUH, UTO KOJI OTBETa,
pasen 200, 201, 204, 206, 301, 302, 303, 304, 307 wim 308. B 3navenun mapamerpa
MOZKHO MCIIOJIb30BaTh IIEPEMEHHBIE.

JlupekTuB add_header MoxeT OBITH HECKOJBLKO. IMPEKTUBBLI HACJIEIYIOTCSA OT
POJIUTE/ILCKON KOH(MDUTYpAIIUK TIPU YCJIOBUM, 9TO Ha, JOUYEPHEM YPOBHE HE ONUCAHbI
cBoU JIMpeKTuBbl add_header.

Cunrakcuc:

add_header <umsa> <sHauenume> [always];

Ecnn ykazan mapamerp always, TO moJie 3aroJioBKa OyieT 100aB/IeHo He3aBUCUMO
OT KOJa OTBETA.

Monayab ngx_http_index_module

Momynb ngx_http_index_module oOCIyKIBaeT 3aIPOCHI, OKAHIMBAIOITIECS CII3-
mnrem (/ ) Takne 3ampochl TaK¥Ke MOTYT OOCJTY?KUBaThCs MOJIy/IaMu ngx_http_auto-
index_module u ngx_http_random_index_module.

index

Onpenensier ailbl, KOTOPbIE OYIYT MCIOJIB30BATHCS B KadecTBe MHIEKCA. B
nMmeHn daiiia MOXKHO HUCIOJIB30BaTh liepeMennbie. Hamaue daiiioB mpoBepseTcs
B IIOpsIJIKE WX Iepeducyienns. B KOHIle CIMCKa MOXKET CTOSITh (ailsl ¢ abCOJIOTHBIM
Iy TEM.

Cunrakcuc:

index <¢aun> ...;

HeobxomMo nMeTh B BHJLY, UTO IIPU UCIIOJIb30BAHUN UHIEKCHOTO (baiiia jieraercs
BHYTPEHHEE ITepeHaIIpaBICHUE U 3AIPOC MOKET OBITH 00paboTaH yKe B JIpyrom OJI0Ke
location. Hampumep, B Kondurypamun Bujia:
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location = /
index index.html;

location /

3arpoc / Oyuer dgaxkTudeckun obpadoran Bo BTopoMm 0Ojioke location kak /index.
html.

Monaynb ngx_http_autoindex_module

Momysnb ngx_http_autoindex_module 0OCIyKUBaET 3aIPOCHI, OKAHINBAIOIIAECS
csmmeM (/), u BeIIAET JuCTUHT Karajgora. OObIYHO 3alIpOC TOMAJAeT K MOJLYJIIO
ngx_http_autoindex_module, Korjga Moayb ngx_http_index_module He Hammeés
UHJIEKCHBIN (ail.

autoindex

Pasperaer nim 3anperaer BbIBOJ, JUCTUHIA KATAJIOrA.
Cunrakcuc:

autoindex on | off;

Snadenue 110 ymosdanuio off.

Mopyap ngx_http_gzip_module

Momynb ngx_http_gzip_module — 3T0 DUIBTP, CKUMAIOIIII OTBET METOIOM
gzip, 9TO MO3BOJIET YMEHBIINTh pa3Mep IlepeaBacMbIX JIaHHBIX B 2 U OoJiee pas.
[lamee OyayT paccMOTpPEHBI OCHOBHBIE IMPEKTUBBI MO/Ty/d ngx_http_gzip_module.

gzip
Paspernaer nin 3amnperiaer ckatue oTBeTa METOJIOM gZip.
CuHTakcuc:

gzip on | off;

Sunadenue 110 ymoJrdanuio off.

gzip_types

Paspemmaer cxkatne orBeTa MeTOJOM gzip /i yKazaHHbIX MIME-THUIIOB B 7010
Henve K text/html. CrernuasibHoe 3HaYEHNE * COOTBETCTBYeET Jiobomy MIME-rwuiy.
OrBeTnl ¢ TUIOM text/html cxKuMaroTcda Beeria.

Cunrakcuc:

gzip_types <mime-Ttum> ...;

SHaueHnne 1o YMOJT9aHUIO:

gzip_types text/html;




2.6

2.6.1

I'naBa 2. Beb-cepBep NGINX 66

gzip_min_length

YcranaBImBaeT MUHUMAJIBHYIO JIJINHY OTBETA, KOTOPBI OYJeT C2KIMAaThCS Me-
TojioM gzip. [nmua omnpenensierca Tonbko m3 mosist Content-Length 3arosioBka
oTBeTA.

Cunraxcuc:

gzip_min_length <gmmza>;

SHauenne 1o YMOJI9aHHUIO:

gzip_min_length 20;

Hactpoiika NGINX kKak oOpaTHOro npokcu-cepBepa

OO6paTHBIil TPOKCU-CEPBEP — ITO THII IPOKCU-CEPBEPA, KOTOPI peTpPaHC/IUPYeT
3allPOChl KJIMEHTOB U3 BHEIIHEN ceTH Ha OJMH WJIM HECKOJIbKO CEPBEPOB, JIOTUYECKHU
PAacCIIOJIOKEeHHBIX BO BHYTPEHHEN ceTu.

B oryinune ot 00BIYHOIO MTPOKCH-CEPBEPA, KOTOPBI paboTaeT OT UMEHHU KJIUEHTA U
HepeHalpaB/IsieT 3alpochl K cepBepaM, 0OpaTHBIN TPOKCH-CEPBEP TOJIYUaeT 3aIlpPOChl
OT KJIMEHTOB U IlepechbljlaeT UX Ha OJUH WU HECKOJBKO CEPBEPOB.

[Ipokcupyembriit cepsep ormpejensiercs Kak cepsep, ¢ Koropbim NGINX ycranas-
JINBAET COEJIMHEHNE JJIsT BBITOJTHEHUS 3ampoca KinenTa. OH MOXKeT HAXO/IUThCS Ha
Jpyroii GpusIIecKoi nim BUPTyaabHON MamnmHe (HO Heobs3aTes bHO). [Ipokenpyembrit
cepBep MOXKeET ObITh JIEMOHOM, ITPOC/IYIITUBAIONIUM COKeT B jjoMeHe UNIX Ha JIOKaJIb-
HOIT MalllMHe, WU OJHUM W3 MHOTHUX JIEMOHOB, MPOCJIYIIUBAIOIINX MOPThHI TCP Ha
JIpYToii MalHe. DTO TaK»Ke MOKeT ObITh cepBep Apache ¢ MomysisiMu 171t 06pabOTKI
3allPOCOB Pa3JIMYHBIX TUIIOB.

NGINX moxKeT MpOKCHPOBATDH 3AIIPOCHI CEPBEPaM PA3JIMIHBIX TUIOB.

CravaJta KJIMEHT MOJK/II0YAeTCs K TPOKCHA-CePBEPY 1 3allpallliBaeT KaKoi-1m0o
pecypc, PacioyIoXKEeHHbIN Ha JIPYroM cepBepe. 3aTeM MPOKCU-CepBep JIN0O MOIKII0Ua-
eTcd K yKa3aHHOMY CEPBEPY U MOJIyYAeT pecypc y Hero, JI0O BO3BPAIAET PeCcypc U3
COOCTBEHHOTO Kera (B CiIydasiX, eCJii IPOKCH MMeeT CBOM Kel).

B 3aBucumocTn oT poTOKOJIa, KOTOPBIi JIOJIZKEH MPUMEHATHCA 111 paboThl, B
NGINX 11 HACTPORKHN TPOKCH-CEPBEPOB JTOCTYITHO HECKOJIBKO MOJIYJIeii:

e ngx_http_proxy_module — nossoJsider nepejasarsb 3anpocskl HTTP-cepsepy;
ngx_http_uwsgi_module — 1O3BOJIFET IlepeJaBaTh 3aIIPOCHl UWSZ1l-cepBepy;
ngx_http_fastcgi_module — no3Bosger nepegasarh 3anpocel FastCGI-cepsepy;
ngx_http_scgi_module — mo3posgeT nepenasarhb 3anpocel SCGI-cepsepy;
ngx_http_memcached_module — 1103BoJIgET IOy 4aTh OTBET € cepBepa memcached.

Mopynap ngx_http_proxy_module
Momynb ngx_http_proxy_module 1o3BoJiseT iepeaBaTh 3a1pochl Apyromy HTTP-

cepBepy.
[amee OyayT paccMOTpPEHBI OCHOBHBIE IMPEKTUBBI MOy ngx_http_proxy_module.



I'naBa 2. Beb-cepBep NGINX 67

proxy_pass

Ba1aéT MPOTOKOJI U aJIpec MPOKCUPYEMOTO cepBepa, a TaKKe HeoOs3aTe/IbHbII
URI, Ha KOTOPBIA H0/I2KeH oToOpazkarhcst location. B kadecTBe MpoTOKOJIA MOYKHO
yKaszaTb http niau https.

Cunrakcuc:

proxy_pass <URL>;

Aipec MoKeT OBITH yKa3aH B BHJE JJOMEHHOINO MMeH! uian IP-ajpeca u HeoOs3a-
TEJILHOI'O TIOPTa:

proxy_pass http://localhost:8000/uri/;

Takzxe nojepkuBaeTcd ykaszanue ajipeca B Bujie mytu UNIX-cokera, KOTOPBIi
3aJ1aeTcd 1I0C/Ie CJI0Ba UNix U 3aK/II04YaeTCd B JIBOCTOYUL:

proxy_pass http://unix:/tmp/backend.socket:/uri/;

Ecnn nomenHOMY MMEHU COOTBETCTBYET HECKOJILKO aJIPECOB, TO BCE OHU OYIyT
HCIIOJIb30BaThCs 110 ovepen (round-robin). Kpome Toro, B KadecTse ajipeca MOKHO
yKa3aTb IPYIILY CEePBEPOB.

B 3mauenunm mapamerpa MOXKHO HMCIIOJIb30BaTh IlepeMeHHble. B 3Tom cirydae,
€CJIM aapec YKa3aH B BUJC JOMEHHOTO UMEHU, IIOMCK UMEHU ITPOU3BOJUTCA CPpEIN
OTIMCAHHBIX TPYII cepBepoB. B ciiydae ecim uMs He HailJIeHO, OHO OIPEJIEIAeTCA C
IIOMOIIBIO JIMPEKTUBLI resolver.

URI 3ampoca repeiaéTcs Ha cepBep CJIEyIONIM 00pa3oM:

e cCJIM JIUPEKTUBa proxy_pass ykaszana ¢ URI, To npu nepepave 3ampoca cep-

Bepy 4dacTb HopMasim3oBanHoro URI 3arpoca, coorsercrByloliad location,
zamensercd Ha URI, ykaszanublii B qupekTuse. Hampumep:

location /name/ {
proxy_pass http://127.0.0.1/remote/;
}

® ec/IM JINPEKTHBa proxy_pass ykazana 0e3 URI, To nmpu oOpaboTKe IepBOHA-
JaJILHOTO 3ampoca Ha cepsep nepenacétea URI 3ampoca B ToM ke Bujie, B KAKOM
ero IMpUcaajl KJIUEHT, a nIpu obpadoTke m3menéHHoro URI — HOpMaJIM30BaHHbII
URI 3amnpoca IeJMKOM:

location /some/path/ {
proxy_pass http://127.0.0.1;
}

B cnexyromux ciaydaax dacTb URI 3alipoca, IoJjIeXKaliyio 3aMeHe, BBLIEINTD
HEBO3MOZKHO:
e cciu location 3a7aH pPeryJjdpHBIM BbIPparKCHUEM, & TaKKe€ B MMEHOBAHHDLIX
location. B stux ciaydasx proxy_pass cieayeT yKasbiBaTh 0e3 URI.
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® €CJIU BHYTPHU IIPOKCUPYEMOro location ¢ IOMOIILIO JUPEKTUBLI rewrite usme-
usiercst URI, u uMeHHO ¢ 9TOit Kondurypaiueir 6yjaer oopadbaTbiBaThCd 3a1poc

(break):
location /name/ {
rewrite /name/(["/]1+) /users?name=$1 break;
proxy_pass http://127.0.0.1;
}

B sTom citygae URI, yKa3aHHBIN B JJUPEKTUBE, UTHOPUPYETCSH, U HA CEPBEP
nepegacrca n3MeHeHHbI URI 3ampoca e IMKOM.
® [IPU HUCIOJIb30BAHUU IIEPEMEHHBIX B Proxy_pass:

location /name/ {
proxy_pass http://127.0.0.18request_uri;
}

B sTom citydae, ecoin B simpekTuBe yKazaH URI, oH mepeaércs Ha cepBep Kak
ecTb, 3amendd URI nepBoHavYabHOTO 3aIpOocCa.

proxy_set_header
[TozBosister nepeotipeie/iaTh win T00ABIATH [OJIs 3ar0JI0BKA 3aIpOCca, Iepe/iaBae-
MbI€ IIPOKCUPYEMOMY cepBepy. B KadecTBe 3HAUCHUS MOXKHO MCIIOJIH30BATH TEKCT, TIe-
peMeHHbIe U X KoMOuHaImu. JIMpeKTuBbI HAC/IEIYIOTCS OT POJIMTEIHLCKON KOH(pUTYpa-
[IWY IIPU YCJIOBUU, YTO B JIOYEpHENl He ONMCaHbl CBOU JUPEKTUBLI proxy_set_header.
Cunrakcuc:

proxy_set_header <mone> <3HaueHHe>;

[To ymorganuio mepeonpeiesIaloTcsd TOTbKO JIBa TOJIS:

proxy_set_header Host $proxy_host;
proxy_set_header Connection close;

Eciin BrITIO9EHO KermupoBanue, 1oJis 3aroyioBka 1f-Modified-Since, If-Unmodi-
fied-Since, If-None-Match, If-Match, Range n If-Range ucxoanoro sampoca He
[IepeIaloTCA Ha IIPOKCUPYEMBIHA cepBep.

Hemsmenénnoe mosie 3arosioBka 3ampoca Host MOXKHO TepejiaTh CJelyONInM
obpa3oM:

proxy_set_header Host $http_host;

Oj1ako, ecm 9TO 10Jie OTCYTCTBYET B 3ar0JIOBKE 3aIpPOca KJINEHTa, TO HUYEro
nepejaBarhbed He Oysier. B aToM citydae Jiydiiie BOCIOJIb30BaThCdA mepeMeHHoi $host
— e€ 3HaYeHWE PABHO MMEHM cepBepa B moJie Host 3arojioBka 3ampoca, WIn Ke
OCHOBHOMY MMEHU CEepBepa, €CJI IOJIs HET:

proxy_set_header Host $host;
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Kpowme Toro, MoKHO TiepesiaTh UMsI cepBepa BMECTe C MOPTOM ITPOKCHPYEMOTO
cepBepa

proxy_set_header Host $host:$proxy_port;

Eciin 3Hadenue moJisd 3aro/ioBKa — IycTasi CTPOKa, JaHHOe IoJie He OyIeT mepeia-
BaThCs TTPOKCUPYEMOMY CEPBEPY:

proxy_set_header Accept-Encoding "";

proxy_buffering

Pazperaer wim 3ampeniaer UCro/ib30BaTh Oy@epu3aIio 0OTBETOB ITPOKCUPYEMOTO
cepsepa.

CunTakcuc:

proxy_buffering on | off;

SHauenne 110 YMOJIT9aHUIO:

proxy_buffering on;

Ecmu 6ydepuzarnusa sraodena, o NGINX npuamMaeT oTBeT TPOKCUPYEMOTO
cepBepa KaK MOYKHO OBICTpee, COXpaHssd ero B Oydepsl, 3aJaHHble TUPEKTHBAMUI
proxy_buffer_size m proxy_buffers. Eciam orBer He BMermaeTcs 1eJIMKOM B T1a-
MSTb, TO €r0 YacTh MOXKeT OBbITh 3allicaHa Ha JINCK BO BPEMEHHBIN (haiij. 3ammuch BO
BpeMeHHbIe (hailibl KOHTPOJIUPYETCs JIUPeKTUBaMu proxy_max_temp_file_size u
proxy_temp_file_write_size.

Ecnn 6ydepusalins BIK/IIOUEHA, TO OTBET CUHXPOHHO IIEPeIaéTCd KJIUEHTY Cpa3y
ke 1o Mepe ero noctymienus. NGINX He nbitaeTcsa cautaTh BeCh OTBET HMPOKCUPYE-
MOTO cepBepa. MakcumasibabIi pasmep JaHubix, KOTopblit NGINX MoxkeT npuHAThH
OT cepBepa 3a OJIUH pa3, 3aJacTcsd JUPEKTUBoil proxy_buffer_size.

Bydepuzarus moxker ObITh TaKzKe BKJIIOYEHA WU BBIKJIIOYEHA ITYTEM Tepeadn
3HavYeHUs yes mian no B noJie X-Accel-Buffering 3arosioBka orBeTa. Ty BO3MOXK-
HOCTb MOZKHO 3alIPDETUTh C IIOMOIIBIO JTUPEKTUBHI proxy_ignore_headers.

proxy_buffer_size

Bajtaer <pasmep> Oydepa, B KOTOPBIil OyIeT YnTaThCs MIepBas dacThb OTBETA,
[IOJTy9aeMOr0 OT ITPOKCUPYEMOTO cepBepa. B 9Toit 9acTn oTBeTa 0OBITHO HAXOIUTCS
HEeOOJTBITION 3ar0JIOBOK OTBETA.

Cunrakcuc:

proxy_buffer_size <pasmMep>;

[To ymosrganuio pasmep ogHOro Oydepa paBeH pasMepy CTPaHUIlbI HamaTu. B
3aBUCUMOCTH OT IL1aTdopMbl — 4K mim 8K, 0JHAKO €ro MOXKHO CAeIaTh MEHbIIIE,

proxy_buffers
Bataét <uucuao> n <pasmep> OydepoB Jist OJTHOTO COEIMHEHNUSI, B KOTOPbIE Oy/1eT
YUTAThCA OTBET, II0JIy4aeMbIil OT IIPOKCUPYEMOI'O CepBepa.
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CuHTakcuc:

proxy_buffers <dmcmo> <pasmep>;

[To ymosruanuio paszmep ojnoro bydepa paBen pa3zmepy crpanuiisbl. B 3aBucumoctn
ot mwirardopmbl — 4K nin 8K.

proxy_max_temp_file_size

Ecnn Bxiouena Oydepuzaliusi OTBETOB IIPOKCUPYEMOTO cepBepa, U OTBET He
BMEIIAeTCs IeJIMKOM B Oydepsl, 3a/iannble JupeKtuBamu proxy_buffer_size u
proxy_buffers, yacTh OTBeTa MOXKET OBITH 3allicana BO BpeMeHHbIH daiii. upek-
THBa 33/a6T MaKCUMAJILHBIN <pasMep> BpeMeHHOro (daitia. Pazmep manubIx, cOpachi-
BaeMBIX BO BpEMEHHBIN (ailsl 3a oJInH pa3, 33aéTcsd TUPEeKTUBOi proxy_temp_file_
write_size.

Cunrakcuc:

proxy_max_temp_file_size <pasmep>;

SHa4YeHue 110 yMOJI9aHUIO:

proxy_max_temp_file_size 1024m;

Buavenne 0 OTKJ/IOYaET BO3MOXKHOCTH Oydepusaiuu OTBETOB BO BpeMeHHbIe
daitib.

IIpumeuanmue. /Jannoe orpannvieHne He pacIIPOCTPAHAETC HA OTBEThI, KOTOPbIE
Oy/IyT 3aKeNMpPOBaHbl U COXPAHEHBI Ha, JTUCKE.

proxy_temp_file_write_size

OrpanmanBaeT <pasMep> JaHHBIX, COPACHIBAEMbBIX BO BPEMEHHBIN (hail1 3a OuH
pas, pu BKJIIOYEHHON Oydepusanun 0TBETOB IIPOKCUPYEMOIO CepBepa BO BPEMEHHbIE
daitib.

Cunraxcuc:

proxy_temp_file_write_size <pa3Mep>;

SHaueHnne 1o YMOJIT9aHHUIO:

proxy_temp_file_write_size 8k|16k;

[Io ymosrgannio <pasMep> orpaHuveH JByMs OydepamMu, 3aJaHHBIMA JTUPEKTH-
BaMu proxy_buffer_size u proxy_buffers. MakcumaabHBIN pasMep BpEMEHHOTO
daitna 3amaérca qUpeKTHBOi proxy_max_temp_file_size.

proxy_ignore_headers

Bamperaer 06pabOTKy HEKOTOPBIX IOJIEH 3arojI0BKa U3 OTBETA ITPOKCUPOBAHHOTO
cepBepa. B mupexkTuBe MOKHO yKa3aTh noJisd X-Accel-Redirect, X-Accel-Expires,
X-Accel-Limit-Rate, X-Accel-Buffering, X-Accel-Charset, Expires, Cache-
Control, Set-Cookie u Vary.

Ecnn ne zanpernieno, 06paboTKa 3THX MOJIeil 3ar0/I0BKa 3aKII0YAETCs B CJIETYIO-
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IIeM:

e X-Accel-Expires, Expires, Cache-Control, Set-Cookie m Vary — 3a7aroT
IapaMeTpbl KeIINPOBAHUSA OTBETA;

e X-Accel-Redirect — Ipou3BOAUT BHYTPEHHEE lIEPEHAIIPAB/ICHUE HA YKA3AHHbII
URI;

e X-Accel-Limit-Rate — 3ajla€T orpaHuvYeHre CKOPOCTU TepeJIadn OTBETa KJIU-
eHTYy;

e X-Accel-Buffering — BK/IIOYaeT WM BBIKJIIOUAET Oydepu3aIuio OTBETA;

o X-Accel-Charset — 33/1a€T KeJlaeMyl0 KOJIMPOBKY OTBETA.

proxy_cache

Ba1aéT 30Hy pas/essieMoil TaMsaTH, UCIOIb3yeMoit /it KemmupoBanusa. OqHa u
Ta yKe 30Ha MOXKET MCIOJIb30BAThCS B HECKOJIBKUX MecTaX. B 3HaYeHWN mapameTrpa
MOKHO HCIIOJIb30BaTh II€pPEMEHHbIE.

Cunrakcuc:

proxy_cache <3oma> | off;

ITo YMOJIT9aHUIO IIapaMeTp YyCTaHOBJICH B 3Ha4Y€HHE Off, KOTOpOEe 3allpeniaeT
KennpoBaHUeE, YHACJIE€JOBaHHOE OT POJAUTE/IBLCKOI'O YPOBHII KOHCbI/II‘ypaHI/II/I.

proxy_redirect

3a/1a6T TeKCT, KOTOPBII HY2KHO M3MEHUTD B IIOJIAX 3arojioBka Location u Refresh
B OTBeTEe IIPOKCUPYEMOI'O CepBepa.

Cunrakcuc:

proxy_redirect default;
proxy_redirect off;
proxy_redirect <mepeHanpabileHHe> <3aMeHa>;

Hanpumep, nmpokcupyeMblii cepBep BEPHYJI TOJI€ 3ar0JIOBKA!

Location: http://localhost:8000/two/some/uri/

JupexTuBa:

proxy_redirect http://localhost:8000/two/ http://frontend/one/;

[epenuIneT 3Ty CTPOKY B BHJE:

Location: http://frontend/one/some/uri/

B 3amensieMoit cTpoke MOYXKHO He yKa3bIBaTh UM CEPBEpa:

proxy_redirect http://localhost:8000/two/ /;

TOoTr'Za 6y,ZLYT IIOJICTaBJIEHBI OCHOBHOE UMf CE€PBEPa U IIOPT, €CJIM OH OTJIMYEH OT 80.
Crannapraag 3aMena, 3agapaemas napamerpom default, ncrob3yer napaMeTpol

) )
JAUPEKTUB locationm proxy_pass. HOSTOMy BE HI/I}KerI/IBe,I[‘éHHbIe KOHCbI/IpraHI/IH
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OJIMHAKOBBI:

location /one/ {
proxy_pass http://upstream:port/two/;
proxy_redirect default;

location /one/ {
proxy_pass http://upstream:port/two/;
proxy_redirect http://upstream:port/two/ /one/;

ITpumeuanmne. [lapamerp default HemOmMyCTUM, €CJIM B ProXy_pass UCIOJIb-
3YI0TCe [IepeMeHHbBIE.

B crpoke <zamMera> MOXKHO UCIIOJIB30BaTh epemMennble. Hanpumep:

proxy_redirect http://localhost:8000/ http://$host:$server_port/;

B crpoke <mepeHampaBieHue> TOXKe MOXKHO HCIIOJIL30BaTh epeMeHHble. Hampu-
Mep:

proxy_redirect http://$proxy_host:8000/ /;

JInpekTuBy TakzKe MOXKHO 33/IaTh ITPU ITOMOIIN PETyASPHBIX BbhIpakennit. [1pn
9TOM <IepeHalpaBlieHue> JIOJIKHO HAUNHATHLC JIN0O C CUMBOJIA ~, €CJIU TIPU CPaB-
HEHUU CJIeyeT YYUTBIBATH PETUCTP CHMBOJIOB, JTUOO C CUMBOJIOB ~*, €CJIU PETUCTP
CUMBOJIOB YYHUTBHIBATH He HYKHO. PerysgpHoe BbIpakKeHre MOXKET COJIepKaTh MMEHO-
BaHHBIE U TTO3UIMOHHbBIE BbIJIEJIEHUS, & <3aMeHa> CChLJIaThCd HA HUX:

proxy_redirect ~"(http://[":1+):+(/.+)$ $1$2;
proxy_redirect “*/user/(["/1+)/(.+)$ http://$1.example.com/$2;

Ha omaoM ypoBHE MOXKeT ObITH YKa3aHO HECKOJIBKO JUPEKTUB proxy_redirect:

proxy_redirect default;
proxy_redirect http://localhost:8000/ /;
proxy_redirect http://www.example.com/ /;

Eciim K oM 3arojioBKa B OTBETE ITPOKCUPYEMOTO cepBepa MOT'YT ObIThH IIPIMe-
HEHbI HECKOJILKO JTUPEKTUB, OyjieT BbhIOpana rnepBagd u3 nux. [lapamerp off ormens-
eT JleficTBIEe YHACIEIOBAaHHBIX C POIUTETHCKOIO YPOBHS KOHMUTYPAIUN JTUPEKTUB
proxy_redirect.

C noMorpio 3Toit JIMPEKTUBBI MOZKHO TaKKe JI00AB/IATH UMs XOCTA K OTHOCUTE/Ib-
HBIM IIepeHaIpaB/IeHIAM, BbIJIaBaeMbIM ITPOKCUPYEMbIM cepBepoM. Hampumep:

proxy_redirect / /;

Mopyap ngx_http_uwsgi_module

Momynb ngx_http_uwsgi_module 1o3BoJiseT epeaBaTh 3apocsl UWSGI-cepsepy.
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uWSGI-cepBep — 3TO cepBep MPUJIOKEHU, KOTOPBIN peanu3yeT CIenuuKaImio
WSGI (Web Server Gateway Interface) masa Python-npunoxkennii. OH ciryzKuT mpome-
KyTOUIHBIM 3BeHOM Mexkty BeO-cepBepoM (NGINX) u Be6G-mipusiozkeHreM, mo3BOJIssT
00pabaThIBAThL 3aIIPOCHI I OTHPABJIATH OTBETHI.

Korma uWSGI ucnosbzyercs Bmecte ¢ NGINX, NGINX Boictynaer B posin obpat-
HOT'0 IIPOKCHU-CepBepa, KoTopblil npunumaer HTTP-3a11pockl OT KJIMEHTOB U IIepeiaeT
X Ha uWSGI, KOTOPBIA, B CBOIO OUYepejib, 3amyckaeT Python-ipuioxkenue. 1o 1mo3Bo-
JISIeT Pas3IenTh 06pabOTKY CTATHIECKOrO KOHTEHTa (KOTOPBIH MOXKeT 00C/Ty KUBATHCS
NGINX) u qunamuaeckoro Kourenrta (KOTopblii obpabarbiBaercs uWSGI 1 3aIryIeH-
HBIM [IPUJIOYKEHIEM ).

[amee OyayT paccMOTPEHBI OCHOBHBIE INPEKTUBBI MO/ ngx_http_uwsgi_module.

uwsgi_pass_request_body

[To3BostsieT 3ampeTuTh MEepejiaty MCXOJHOIO Tesla 3allpoca Ha uwsgi-cepsep.
Cunrakcuc:

uwsgi_pass_request_headers on | off;

SHaueHnne 1o YMOJI9aHHUIO On.

uwsgi_pass_request_headers

[To3BoursieT 3ampeTnTh Mepeiaty Moseil 3aroJJoBKa NCXOTHOIO 3allpoca Ha Uwsgi-
CcepBep.

Cunraxcuc:

uwsgi_pass_request_headers on | off;

Snadenue 10 YMOJI9aHHUIO On.

uwsgi_pass
3a/1aéT IPOTOKOJI U aJIpec uwsgi-cepsepa. B KatdecTBe MPOTOKO/IA MOYKHO YKa3aTh

uwsgi mim suwsgi (secured uwsgi, uwsgi depes SSL).
Cunraxcuc:

uwsgi_pass [<mpoToxomn>://]<azmpec>;

Anipec MoxkeT OBITH YKa3aH B BHJIE JIOMEHHOIO MMeHU muin I1P-ajipeca u mopra,
HallpuMep:

uwsgi_pass localhost:9000;
uwsgi_pass uwsgi://localhost:9000;
uwsgi_pass suwsgi://[2001:db8::1]:9090;

niau B Buje 1yt UNIX-cokera:

uwsgi_pass unix:/tmp/uwsgi.socket;
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uwsgi_param

Bajaér mapamerp, KOTOpbIit OyjieT nepejaBarbed uwsgi-cepsepy. B kadectse
3HaYEHNs MOXKHO HCIIOJIH30BATh TEKCT, IepeMeHHble U UX KoMOmHauu. JJupeKTuBbl
HACJIEIYIOTCA € IPEIbIAYIIEro yPOBHs KOH(MUTYPAIUU IIPU YCJAOBUHU, ITO Ha JAHHOM
YPOBHE HE OIUCAHbI CBOU NUPCKTUBLI UWSE1_param.

Cunraxcuc:

uwsgi_param <mapaMeTp> <sHaueHme> [if_not_empty];

Ecim nupektuBa ykazana ¢ if _not_empty, To Takoil mapamMeTp C IIyCTbHIM 3Have-
HUEM IlepejlaBaThCcd Ha cepBep He OyJier:

uwsgi_param HTTPS $https if_not_empty;

uwsgi_read_timeout

Baj1aéT TajfiMayT IpU Y9TEHHU OTBeTa uwsgi-cepsepa. TaiimayT ycranaBInBaeTCs
He Ha BCIO Tepejlady OTBETa, a TOJIBKO MEXKIy JBYMs OllepallidMu dTeHus. Ec-
JIA [0 MCTEYCHUU 3TOI'0 BPEMEHU uwsgi-cepBep HUYEro He MepesiacT, COeJIUuHEHUe
3aKPbIBACTCH.

Cunrakcuc:

uwsgi_read_timeout <BpeMa>;

Buavenne o ymosadanuio 60s (60 cexyn).

2.6.3 Mopnyib ngx_http_fastcgi_module

Momayns ngx_http_fastcgi_module — 310 Mojyib i Beb-cepBepa NGINX|
KOTODBII 1T03BOJIgeT B3anMo/ieiicTeoBaTh ¢ FastCGI-npuiIo:keHnsaMu.

FastCGI — 3TO IPOTOKOJI, KOTOPBI HCIIOJIL3YEeTCs JIjIsd CBA3U BeO-cepBepa C
NIPAJIO?KCHUAMHY, HAIIMCAHHBIMA Ha A3bIKaX IIPOIPAMMHPOBAHNLA, TaKUX Kak PHP,
Python, Ruby u jpyrux.

asee Oy1yT paccMOTpPeHbI OCHOBHBIE INPEKTUBLI MOy st ngx_http_fastcgi_module.

fastcgi_pass
Bagaér agpec FastCGI-cepBepa.
Cunrakcuc:

fastcgi_pass <agzpec>;

Anipec MoxkeT OBITH YKa3aH B BHJIe JIOMEHHOIO MMeHU min IP-ajipeca u mopra,
HaIlPUMED:

fastcgi_pass localhost:9000;

nnu B Buje 1yt UNIX-cokera, HamnpuMmep:

fastcgi_pass unix:/tmp/fastcgi.socket;

Ecnn nomenHOMY MMEHU COOTBETCTBYET HECKOJILKO aJIPECOB, TO BCE OHU OYIyT



I'naBa 2. Beb-cepBep NGINX 75

HCIIOJIB30BAThCs 110 ovepen (round-robin). Kpome Toro, B Kadectse ajpeca MOXKHO
yKa3aTb IPYIILYy CePBEPOB.

B 3navennn mapameTrpa MOXKHO HCIOJIB30BATh IepeMeHHble. B 3ToM citydae,
ecJIl aJipec yKasaH B BHJEC JOMEHHOI'O MMEHU, IIOUCK UMEHU IIPOU3BOJIUTCA CPEIH
OTIMCAHHBIX TPYIII cepBepoB. B cilydae ecim uMs He HailJIEHO, OHO OIPEIEISIeTCs C
OMOIIBIO AUPEKTUBLL resolver.

fastcgi_pass_request_body
[TozBosisieT 3ampeTuTh IMepeady MCXOIHOTO TeJia 3anpoca Ha FastCGI-cepsep.
Cunrakcuc:

fastcgi_pass_request_body on | off;

SHaueHnne 1o YMOJIT9aHHUIO On.

fastcgi_pass_request_headers

[To3BossieT 3ampeTuTh Mepeiady moJIeit 3aro/loBKa NCXOIHOTO 3ampoca Ha FastCGI-
cepsep.

Cunrakcuc:

fastcgi_pass_request_headers on | off;

SHaueHnne 1o YMOJI9aHUIO On.

fastcgi_param

Bataét <mapameTp>, KOTOPHIit Oyjier nepegaBatbes FastCGI-ceprepy. B kadectse
3HAYEHUA MOXKHO HCIIOJIb30BaTh TEKCT, II€pEeMEHHbIe U UX KoMOuHanuu. JlupekTu-
BbI HACJIEYIOTCS OT POJIUTEIbCKOIO YPOBHS KOH(MUTYPAIIUHU TP YCJIOBUH, UTO HA
JoYepHeM YPOBHE He OIIMCaHbl CBOM JUpPEKTUBbI fastcgi_param.

Cunrakcuc:

fastcgi_param <mapameTp> <3rauerHme> [if_not_empty];

Jlasee npuBeiéH npuMep MUHUMAJIBLHO HEOOXO/IMMBIX TTapaMeTpoB s PHP:

fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_
script_name;
fastcgi_param QUERY_STRING $query_string;

[Tapamerp SCRIPT_FILENAME ucnosb3yercs B PHP i1 ompeiesieHns MMeHN CKPUTI-
Ta, a B mapaMerpe QUERY_STRING nepenarorca napamMeTpsl 3alpoca.

FEcnn ckpunrter obpabarwiaior 3ampockl POST, He0OX0MMO yKa3aTh eIié Tpu
rnmapaMeTpa:

fastcgi_param REQUEST_METHOD $request_method;
fastcgi_param CONTENT_TYPE $content_type;
fastcgi_param CONTENT_LENGTH $content_length;

Ecmm nupexkTnBa ykazaHa ¢ napaMeTpoM if _not_empty, To Takoil mapamerp c
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MyCTBIM 3HAYEHHEM TepeaBaThbCd Ha cepBep He OyjIeT:

fastcgi_param HTTPS $https if _not_empty;

fastcgi_read_timeout

Bataét TafimayT npu urennu orsera FastCGI-cepsepa. TaiimayT ycraHaBmBaeTcs
He Ha BCIO TIE€peJilady OTBETa, a TOJBKO MEXKJIy JIByMs OleparusMu dyreHud. FEcian
II0 ucTedeHun 3Toro BpeMenu FastCGI-cepBep HUUero He nepesacT, COCIUHCHUE
3aKPbIBACTCH.

Cunrakcuc:

fastcgi_read_timeout <Bpems>;

Buauenue mo ymordanuio 60s (60 cexynn).

Mopayap ngx_http_scgi_module

Mosysis ngx_http_scgi_module mo3BosisieT IepejiaBaTh 3anpockl SCGI-cepBepy.
lasee OyayT paccMOTpPEHBI OCHOBHBIE IMPEKTUBBI MO/Ty/Ig ngx_http_scgi_module.

scgi_pass
Bazaér ajgpec SCGI-cepBepa.
Cunrakcuc:

scgi_pass <azpec>;

Anipec MoxkeT OBITH YKa3aH B BHJIE JIOMEHHOIO MMEHU min IP-ajipeca u mopra,
HaIIPUMED:

scgi_pass localhost:9000;

ninu B Buje 1yt UNIX-cokera:

scgi_pass unix:/tmp/scgi.socket;

Ecnan noMenHOMY MMEHHU COOTBETCTBYET HECKOJILKO aJIPEeCcOB, TO BCE OHU OYIyT
HCIOJIb30BAThCS 110 ouepen (round-robin). Kpome Toro, B KadecrBe apeca MOKHO
yKa3aTh I'PYIILy CEPBEPOB.

B 3mavenum mapamerpa MOXKHO HCIIOJIb30BAThL IlepeMeHHbIe. B 3Tom cirydae,
ecJIM aJipec yKa3aH B BHUJIE JIOMEHHOI'O MMEHU, TIOUCK UMEHU ITPOU3BOJIUTCI CPEJIN
OTIMCAHHBIX TPYII cepBepoB. B ciiydae ecim uMs He HailJIeHO, OHO OIPEIEISIeTCs C
ITIOMOTIHIO JINPEKTUBBI resolver.

scgi_pass_request_body
[TozBosisieT 3ampeTuTh Iepeiady UCXOIHOTO Tejia 3ampoca Ha SCGI-cepsep.
Cunraxkcuc:

scgi_pass_request_body on | off;

3HaveHne 10 yMOJTIaHUIO On.
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scgi_pass_request_headers

[TozBoJIsieT 3alpeTuTh Iepegady HoJjeil 3aroJoBKa UCXOIHOro 3ampoca Ha SCGI-
cepBep.

Cunraxcuc:

scgi_pass_request_headers on | off;

SHaueHnne 1o YMOJI9aHUIO O1.

scgi_param

Basaér <mapameTp>, KOTOPHBIi OyaeT mepegaBatbest SCGI-ceprepy. B kadecrse
3HAYEHUS MOXKHO HCIIOJIb30BaTh TEKCT, II€pEMEHHbIe U UX KoMOuHanuu. JlupekTn-
BbI HACJIEYIOTCS OT POJUTEIbCKOIO YPOBHS KOH(MUTYPAIUHU IIPU YCJIOBUHU, UTO HA
J0oYepHEeM YPOBHE He OIIMCaHbl CBOU JUPEKTUBBI SCgi_param.

Cunrakcuc:

scgi_param <mapaMeTp> <3Hauenume> [if_not_empty];

CranmapTHbIe IIepeMeHHble OKpyzKeHrs CGL TOJIKHBI ITepeIaBaThCsI KaK 3ar0JI0B-
K SCGI:

location / {
include scgi_params;

b

Ecmu nupexkTnBa ykazana ¢ nmapamerpom if_not_empty, To Takoil mapamerp c
IyCTBIM 3HAYCHHUEM IIepeaBaThcs Ha cepBep He OyJIeT:

scgi_param HTTPS https if_not_empty;

scgi_read_timeout
Baaér taiimayT npu arennn orBeta SCGI-cepBepa. TaiimayT ycraHaBIMBaeTca He
Ha BCIO IlepeJlady OTBETA, & TOJBKO MEKJY JIByMsI OllepallisMi YTeHus. eam 1o nc-
TeyeHn! 3Toro BpemeHu SCGI-cepBep HMYEro He IepeacT, COeJUHEHNE 3aKPbIBACTCS.
CunTakcuc:

scgi_read_timeout BpewMs;

Buadenue o ymosrdannio 60s (60 cexynn).

Monyab ngx_http_memcached_module

Momyne ngx_http_memcached_module mpeocTaBiisieT BO3MOKHOCTD KEINPOBa-
HUsI JAHHBIX C HCIoJb3oBanneM memcached. Moaysnb nmosBosaster NGINX Bzanmoeii-
CTBOBAaTh C cepBepoM memcached Ji1d XpaHeHUd U U3BJICUCHUA JTAHHBIX, YTO MOXKET
BHAYUTE/IHHO YIYUIIUTh TPOU3BOIUTETBHOCTD BEO-TIPUIOKEHI, YMEHbBIast HArPYy3KY
Ha CepBephI MPUJIOKEHN 1 6a3bl JTaHHbBIX.

amee OyayT paccMOTPEHBI OCHOBHBIE TUPEKTUBBI MO/ Ty I ngx_http_memcached_
module.
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memcached_pass
Baaér agpec cepBepa memcached.
Cunrakcuc:

memcached_pass <azpec>;

Anipec MoxkeT OBITH YKa3aH B BUJIE JIOMEHHOIO MMEHU ujin IP-ajpeca u mopra,
HaIlpuMep:

memcached_pass localhost:11211;

nnu B Buje 1yt UNIX-cokera, HamnpuMep:

memcached_pass unix:/tmp/memcached.socket;

Ecnn nomeHHOMY MMEHN COOTBETCTBYET HECKOJIBKO aJIpecoB, TO BCe OHHU OYIyT
HCIIOJIb30BaThCA 110 ovepen (round-robin). Kpome Toro, B KadecTse ajipeca MOXKHO
yKa3aThb IPYIILYy CEPBEPOB.

memcached_buffer_size

Bajaér <pasmep> Oydepa, B KOTOPBIH OYIET YUTATHCS OTBET, MOJIYIaeMblil OT
cepBepa memcached. OTBeT CHHXPOHHO TepeIaéTcs KJIMEHTY Cpa3y Ke IO Mepe ero
MOCTYILJIEHUS.

Cunrakcuc:

memcached_buffer_size <pasmep>;

[To ymomuanuio pasmep ogHoro Oydepa paBeH pazMepy cTpaHullbl. B 3aBucuMocTn
ot mwirardopmbl — 4K i 8K.

memcached_read_timeout

Bamaét TaiimayT npu ureHnu oTBeTa cepiBepa memcached. TaiimayT ycraHaBIuBa-
eTcs He Ha BCIO Ilepejlady OTBETA, a TOJBKO MeKy JBYMs olepannuaMu 9TeHus. Bean
II0 UCTEYCHUHN ITOI'0 BpeMeHu cepBep memcached Huvero He epegact, CoeJUHEHNUE
3aKPbIBACTCH.

CunTakcuc:

memcached_read_timeout <Bpema>;

Buadenue o ymosrdanuio 60s (60 cexynn).

IIpumep kondurypamnum
[Ipumep kouduryparum s HaACTPOWKH obpallieHns: K cepBepy memcached:

server {
location / {
set $memcached_key "$uri?$args";
memcached_pass host:11211;
error_page 404 502 504 = @fallback;
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}

location @fallback {
proxy_pass  http://backend;

IIpokcupoBauue TCP/UDP-Trpacduka

Momynb ngx_stream_proxy_module 1mo3BoJisger npokcupoBarh TCP- u UDP-rpaduk.
Own npegrasHadeH Jijisi pabOThl B KOHTEKCTE CTPUMUHTA, ITO O3HAYAET, 9TO OH MOYKET
06pabaThBATh MOTOKK JAHHBIX HA YPOBHE TPAHCIIOPTHOIO MPOTOKOJIA (HAIpUMED,
TCP u UDP), a He Ha ypoBHe HTTP.

lastee Oy1yT paccMOTpPEHbI OCHOBHbBIE JIUPEKTUBBI MOy NgX_stream_proxy_
module.

proxy_pass
Baaér ajgpec IPOKCUPYEMOro cepBepa.
Cunrakcuc:

proxy_pass <azpec>;

Atpec MoxKeT OBITH yKa3aH B BUJIEe JOMEHHOTO NMeHM min IP-ajpeca, U mopra:

proxy_pass localhost:12345;

nnu B Buje 1ytu UNIX-cokera:

proxy_pass unix:/tmp/stream.socket;

Ecnn noMmenHOMYy MMEHU COOTBETCTBYET HECKOJILKO aJIPEeCOB, TO BCE OHU OYIyT
HCIIOJIb30BaThCA 110 ovepen (round-robin). Kpome Toro, B KadecTse ajipeca MOXKHO
yKa3aThb IPYIILYy CEPBEPOB.

B 3navenun nmapamerpa MOXKHO MCIOJIB30BATh IIepEeMEHHbIE, HAIIPUMED:

proxy_pass $upstream;

B sToMm cirydae, ecoim ajipec ykKaszaH B BHJIE JOMEHHOI'O UMEHH, MMOUCK MMEHU
IIPOU3BOJIUTCSA CPEJI OIMCAHHBIX TPYIII cepBepoB. B cirydae eciim uMs He HaiijieHo,
OHO OTIPEJIENISIETCS € TIOMOIIBIO JIMPEKTUBRI resolver.

proxy_buffer_size

Bamaér pasmep Oydepa, B KOTOPBIH OYIyT INTATHCS JaHHBIE, TOJydaeMble OT
IIPOKCUPYEMOTo cepBepa. Takxke 3a/1aéT pazmep Oydepa, B KOTOPIi OY/IyT 9UTaThCs
JIaHHbIE, TOJIyYaeMble OT KJIUEHTA.

Cunrakcuc:

proxy_buffer_size <pasmMep>;

[To ymorganuio pasmep 6ydepa paen 16K.
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proxy_ssl
Bruttouaer nporokosibl SSL/TLS Jijist coeIMHEHNUTT ¢ TIPOKCUPYEMbIM CEPBEPOM.
Cunrakcuc:

proxy_ssl on | off;

[To ymorganuio napamerp umeeT 3Hadenue off.

proxy_ssl_certificate

Bajaét daitn ¢ ceprudpurarom B hopmate PEM st ayTeHTU(DUKAIMT HA TPOKCH-
PyEeMOM cepBepe.

Cunraxkcuc:

proxy_ssl_certificate <dpaiin>;

proxy_ssl_certificate_key

Basiaér dailyi ¢ ceKpeTHbIM KJII04IoM B (popmarTe PEM jjist ayreHTuduKaIMN Ha
IIPOKCUPYEMOM CepBepe.

CunTakcuc:

proxy_ssl_certificate_key <paitm>;

proxy_timeout
Sa1aéT TaiiMayT MeXKIy JABYMSI UJTYIIIUMU TIO/IPST OTIEPAIIUSMUI YTEHUs] WU 3aITHCU
Ha KJIMEHTCKOM CO€JIMHEHUN WJIA COEJIMHEHUU ¢ ITPOKCUPYEMBIM cepBepoM. Ecym 1o
ICTEYCHUN 3TOr0 BpEeMEeHU JaHHbIe He IIepeIaBajuCh, COCIUHECHNE 3aKPhIBACTCH.
CuHTakcuc:

proxy_timeout <Bpema>;

[To ymosaanuto TaiimayT paser 10m (10 munyT).

Pacpenenenne Harpy3ku

C nonsTHeéM NPOKCUPOBAHUS TECHO CBdA3aH MOJIY/Ih ngx_http_upstream_module.
JupekTnBa upstream HaYMHAET HOBBI KOHTEKCT, B KOTOPOM OIIPE/IEIeTCs TPYIIa
IIPOKCUPYEMBIX CEPBEPOB.

[aee OyayT paccMOTpPEHBI OCHOBHBIE JTMPEKTUBBI MOY/IA ngx_http_upstream_
module.

Anroputmbl 6aj1aHCUPOBKY HArpy3KH

g BIOOpa MPOKCUPYEMOT'O cepBepa, KOTOPOMY IepeIacTCsd OUepeIHO 3a1mpoc,
MOJYJIb upstream MOXKeT HMPUMEHSATH OJIMH U3 TPeX aJTOPUTMOB OAJIaHCUPOBKHU
Harpy3Ku: MUKJINYECKUH, 110 Xell-Koiy IP-ajpeca WM ¢ HAUMEHLIINM KOJINYeCTBOM
CO€JIMHEHUA.

[To ymosrganuio mojpasyMeBaeTcsl UKJInIecKuil (round-robin) ajaropurM, s
€ro aKTHBaIllMM HUKAKON JIMPEKTUBBLI He HY:KHO. B 3TOM ciiydae BbIOMpaeTcs cep-
Bep, CJEYIONIMI 38 TeM, KOTOPBIil ObLIT BRIOPAH [JIs1 OOCITY KUBAHUS TTPEJIBITYIIETO
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3alpoca, — ¢ yIeTOM CJIeJIOBaHUsI CepBEPOB B KOHMUTYpPAITMOHHOM OJIOKE U UX Be-
coB. [ukmnaecKkuilt aJirOpuT™M NbITACTCA 0OECIIEYUTh CIIPABEJJIMBOE PaCIIpeieIcHue
TpaduKa, OCHOBBIBASICH HA MOHATUN OYEPETHOCTH.

AstroputMm xsmmpoBanus IP-ajipeca, ak THBUPYEMbIil TUpeKTuBOil ip_hash, oc-
HOBaH Ha MPEAIOJ0KEHNH, YTO 3aIIPOChl OT KJAUEHTOB ¢ HEKOTOPhIMU 1P-agpecaMu
JIOJIZKHBI TIOITaJIaTh OJIHOMY M TOMY Ke IIPOKCHPyeMOMYy cepBepy. B KadecTBe Kjio4a
xermupoBanusg NGINX Geper nepsbie Tpu okTeTa IPv4-apeca uwiam Bech IPv6-ajpec.
Takum obpazom, MHOKECTBY OJTM3KHX IP-a/ipecoB Beerjia COMOCTABISAETC OJIMH U TOT
JKe TIpoKcupyeMbrit cepsep. Lleb aToro Mexann3ma — 00eCIeYnuTh HE CIPABEINBOE
pacupejiesieHne, a MOCTOSTHCTBO CBA3U MEXKJIY KJIMEHTOM M OOC/IY?KUBAIOIIAM €r0
CepBEPOM.

Tpernit n3 oy Iep:KUBaeMbIX MOJLYJIEM UpStream aJropuTMOB OATaHCUPOBKYU Ha-
I'PY3KH, C HAUMEHBIITUM KOJIMIECTBOM COEJIMHEHU, BHIONPAETCs JTUPEKTUBON least _
conn. OH cTaBUT IEJIbI0 PABHOMEPHOE PaCIIPe/Ie/IHIE HATPY3KU MEXK/Ty ITPOKCUPYEMbI-
MU CE€pBepaMu IIyTeM BBIOOpa TOI'0, Y KOTOPOTO KOJUIECTBO aKTUBHBIX COEIMHEHUIT
HauMeHblllee. Pazjminsa B BBIYUCIUTEIHHON MOITHOCTH ITPOKCUPYEMBIX CEPBEPOB
MOZKHO YU€CThb € IIOMOIIBIO ITapamMeTpa weight nupekTussl server. IIpu Beibope cep-
BEpa C HAUMEHBIIINM KOJIMIECTBOM COEJIMHEHUI aJIrOPUTM IPUHUMAaeT BO BHUMaHUE
BeEC.

OcHoBHbIE JUPEKTUBBbI MOJYJIs pacrnpe/ielieHnsi Harpy3Ku
upstream

OnmuceiBaer rpyiy cepBepoB. CepBepbl MOI'YT CIIyIIaTh Ha Pa3HBIX MOPTaX.
Kpowme Toro, MoxKHO OJJHOBPEMEHHO HCIIOJIb30BAThH CepBepHI, ciyliaomue Ha TCP- u
UNIX-cokeTax.

Cunrakcuc:

upstream <zaszBazme> {

b

[Ipumep kouduryparun:

upstream backend {
server backendl.example.com weight=5;
server 127.0.0.1:8080 max_fails=3 fail_timeout=30s;
server unix:/tmp/backend3;

server backupl.example.com backup;

3

[To ymosrdaHuio 3allpoChl PACIPENEIAITC MO cepBepaM IUKINIecKu (B pe-
JKUMe round—robin) ¢ Y9ETOM BECOB CEpBEPOB. B BBINMIENPUBEIEHHOM IIpUMEpE
KaxKJIble 7 3aIllpPOCOB OyJ/IyT paclpeesieHbl CJIeIYIONNM o0pa30M: 5 3allpOCOB Ha
backendl.example.com U 10 OJHOMY 3alIlPOCy Ha BTOPOIl U TpeTwuii cepBepbl. K-
JIM TIPU TIONIBITKE PabOThI ¢ CePBEPOM ITPOUCXOIUT OMMOKA, TO 3AIIPOC IepeIaéTcs
CJIEJIYIOIIEMY CEPBEPY, U TaK Jlajiee JI0 TEX MOp, IOKa He OYIyT ONmpoOOBAHBI BCE
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paborarorniue cepepbl. Ecm He yaacTed MOJyYuTh YCIENHbI OTBET HU OT OJIHOTO U3
CEpPBEPOB, TO KJUEHTY OyJIeT BO3BPAIIEH PE3YJIbTAT pabOThI ¢ TMOCJIETHIM CEPBEPOM.

server

Bajtaér ajipec u jipyrue mapameTpbl cepepa. Ajipec MOKeT ObITh yKa3aH B BUJIE
JIOMEHHOTO UMeHn nin IP-ajipeca n HeoOA3aTeIbHOTO TOPTa, & TaKXKe B BUJIE Ty TH
UNIX-cokeTa, KOTOPBIl yKa3bIiBaeTCd mocye npedukca unix:. Ecam nmopr He ykazam,
[0 YMOJTYAHHIO ucrosb3yercd nopT 80. /lomenHoe nMms, KOTOPOMY COOTBETCTBYET
HECKOJIBKO IP-ajipecoB, 3a/1a€T cpa3y HECKOJIbLKO CEepPBEPOB.

Cunrakcuc:

server <agmpec> [<mapameTpsr>];

K HeobsizaTebHBIM ITapaMeTpaM IIPOKCUPYEMOTO cepBepa OTHOCATCS:

e weight=<umcmno> — OTHOCUTEJILHBIA BeC cepBepa;

e max_fails=<uucyo> — MaKCHUMAaJbHOE YUCJIO HEYJIAYHBIX MOIIBITOK YCTAHOBJIE-
HUSI CBSA3U C CeEpBEPOM B TedeHne Bpemenn fail timeout, mocse koToporo cepsep
IoMevaeTcs KaK HeJIOCTYITHBIN;

e fail_timeout=<BpeMa> — BpeMd, B TeUeHHE KOTOPOI'O cepBep JI02KEH OTBETUTD
Ha 3allpoc, U BpeMs, B TeUeHNEe KOTOPOTO CEPBEP CUUTAETCS HEJIOCTYITHBIM;

e backup — nmomedaeT cepBep Kak 3allacHOil cepBep, Ha HEro OYIyT MepelaBaThCsd
3aIpoChl B CJIydae, ec/ii He PabOTalOT OCHOBHbBIE CEPBEPHI;

e down — IoMeYaeT cepBep KaK HEIPUTOHBIN JIj1d 00pabOTKU 3aIllpOCOB;

e resolve — OTCHEXKUBaeT n3MeHeHnsI IP-aipecoB, COOTBETCTBYIONINX JIOMEHHO-
My UMEHHU cepBepa, U aBTOMATUIECKH U3MEHAEeT KOH(MUTYpaIUio IPYIIbl 663
HEOOXOMMOCTH Ilepe3allycKa CIyzKObl nginx;

e service=<mMsa> — BKJOYaeT mpeobpaszoBanne SRV-3amuceit DNS u 3a/1a6T uMs
CEpBHUCA.

least_conn

Ba/aér i rpynibl MeTosl GaJlaHCUPOBKH HAIPY3KH, IIPU KOTOPOM 3aIPOC Iie-
pesaéresi cepBepy ¢ HAMMEHBIINM YHUCJIOM AKTUBHBIX COEJMHEHUH, ¢ YIETOM BECOB
cepBepoB. Ecim moaxoauT cpa3y HECKOJIBKO CepBEPOB, OHU BBIOMPAIOTCS ITHKJIMIECKH
(B pexxume round-robin) ¢ y46TOM UX BECOB.

ip_hash

Baaér Ut TPyl MeToJT DAJIAHCUPOBKHU HATPY3KU, IMPU KOTOPOM 3AITPOCHI
pacupeessaioTcs o cepBepaM Ha ocHOBe IP-ajipecoB KimeHTOB. B KadecTBe Kioda
JJId X3UIMPOBAHUA UCIIOJB3YIOTCH lIepBble TpU OKTeTa IPv4-aiapeca KaueHTa WA
IPv6-ajipec KiaueHTa 1eaukoM. MeTos rapanTupyer, 94To 3alpochl OJIHOIO U TOT'O Ke
KJIMeHTa Oy/yT BCerjia IiepejlaBaThCs Ha, OJIMH U TOT Ke cepBep. Ecin »Ke jmaHHbII
cepBep OYJIeT CUUTATHCA HEJOCTYITHBIM, TO 3aIllPOChI TAKOTO KJIUEHTa Oy/IyT mepeia-
BaTbCsl Ha Jipyroit cepep. C OOJIBINOIL 10/1€lf BEPOSITHOCTH 9TO TaKKe OY/IeT OIUH 1
TOT 2K€ CepBep.

Ecan oqun n3 cepBepoB HY:KHO yOpaTh Ha HEKOTOPOE BPeMs, TO JJId COXPaHe-
HUS TEKYIIEero Xamuposanusd IP-aipecoB K/IIMEHTOB 9TOT cepBep HYXKHO IIOMETUTDH
napaMeTpom down.
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Hanpumep:

upstream backend {
ip_hash;

server backendl.example.com;
server backend2.example.com;
server backend3.example.com down;
server backend4.example.com;

keepalive
BajeficTByeT Kelll CoeIMHeHnit JIJIsT TPYIIIBI CEPBEPOB.
Cunrakcuc:

keepalive <coenuHeHus>;

[TapameTp coennHeHMsI yCTaHABIMBAET MaKCUMaJIbHOE YMCJI0 HEAKTHUBHBIX I10-
CTOSIHHBIX COEJIMHEHUI C cepBepaMy IPYIIIbI, KOTOPbIE OY/IyT COXPaHATbCS B Kellle
KaxKJIoro pabodero mporiiecca. [Ipu mnpesbiiieHun 9Toro dmucja HaubdoJiee JaBHO He
HCTIOJIb3yeMbIe COeTUHEHNS 3aKPbIBAIOTCS.

ITpumeuanme. /lupektuBa keepalive He OorpaHUYIUBAECT OOIIEE TUCTIO COCIU-
HEeHWIT ¢ cepBepaMu I'PYIIbL, KoTopble padotne mporeccbl NGINX MoryT oTKpBITS.
[TapameTp <coemuueHuS> CJIe/IyeT YCTaHABIMBATEH TaK, YTOOBI CEPBEPHI I'PYIIIIHI
MO-TIPeYKHEMY MOIJIM 00pa0aThIBATH HOBBIE BXOISIIIE COEINHEHNS.

IIpumeuanue. [Ipn ncnonp3oBaHM METOIOB OATAHCUPOBKYU HAI'DY3KH, OTIIHY-
HBIX OT CTaHJAapTHOrO round-robin, ciaeayeT akKTUBUPOBATb UX IO AUPEKTUBLI
keepalive.

KeHII/IpOBaHI/Ie COG,ZLI/IHeHI/Iﬁ

HwupekTuBa keepalive MmoKa3bIBaeT, CKOJBKO COEIMHEHNI C MPOKCUPYEMBIM Cep-
Bepom NGINX nosken Jiep:KaTh OTKPBITBIMU B KaxKJIOM pabodeM Iporiecce. Kerr
coejiuHeHuit moJie3er B ciydae, korga NGINX mosKeH oCTOSHHO JepzKaTh HEKOTOPOe
KOJIMYECTBO OTKPBITBHIX COCAUHEHUN C IPOKCUPYEMBIM CEPBEPOM.

Ecan npokcupyemsriit cepep paboraer 1o nporokosay HTTP, o NGINX moxker
3a/1eICTBOBATh MEXaHU3M TOCTOSHHBIX COCJIMHEHU, CIenuuinpoBaHtbIii B BepCun
HTTP/1.1, ajs moaAepKaHusl TAKUX OTKPBITBIX COEINHEHUIA.

Hns coenunennit o HTTP qupekTuBy proxy_http_version ciejyer yCTaHOBUTD
B 3Hadenne 1.1, a nose 3arososka Connection — OYMCTUATL, HAIIPUMED:

upstream http_backend { server 127.0.0.1:8080;
keepalive 16;

}

server {
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location /http/ {
proxy_pass http://http_backend;
proxy_http_version 1.1;
proxy_set_header Connection "";

}

B npuBejiennoit Kondurypamun yka3aHo, 4To ¢ cepepoM http_backend, pabora-
formeM Ha 1opTy 8080 cepsepa localhost, MoOXKeT OBITH OTKPHITO 16 coequHeHMil,

NGINX mo/mken O6yaeT BBITOJTHATE MPOTEeAyPy KBuTupoBanus TCP TOIBKO T
1epBbIX 16 coequHeHHUil B KarKJIOM pabodeM IIpOoIecce, a 3aTeM MOXKET OCTaBUTh
9TH COeJIMHEHUsI OTKPBITHIMU, HE OTIIPaBJIsisi 3ar0JI0BOK Connection co 3HaUEHHEM

close.

B nmpekTuBe proxy_http_version yKasblBaeTCs, 9TO paboOTa ¢ MTPOKCHPYEMbBIM
cepBepoM OyIeT BBITOTHATHCS 110 TIpoTokory HTTP/1. 1. 3Hadenne 3arosioBka Connec-
tion ouuIaercsd ¢ MOMOIIBIO JUPEKTUBLI proxy_set_header.

Ecnu nyig obeny)xuBanus 3ampocos norpedyercs 6osbiine 16 coenunennit, NGINX
uX OTKPOET, HO 110 jiocTrzKeHnn moporosoro 3uadenus NGINX Oyaer 3akpbiBaTh pejko
UCIIOJIB3YEMbIE COCTUHEHMS, YTOOBI 00ITee YUCI0 OTKPBITHIX COCIUHEHUN OCTABAJIOCH
paBHBIM 16, Kak yKa3zaHO B IUPeKTHUBe keepalive.

JlaHHBIIT MEXaHU3M IPUMEHUM U JIJ1s1 IPOKCUPOBAHNS COEIMHEHUI 110 IIPOTOKOJIAM,
ormaabiM oT HTTP. B npumepe nuzke rosopurcst, aro NGINX nosmken nmojiepKuBarh
64 coenuHeHmnd C JABYMS dK3eMILIsgpaMi memcached:

upstream memcaches {
server 10.0.100.10:11211;
server 10.0.100.20:11211;
keepalive 64;

b

N3zmenenne ajropuTMa 0a/IaHCHPOBKHI HATPY3KH € IIOIPA3yMeBaeMOro IO YMOJI-
YaHWUIO IUKJINIecKoro (round-robin) Ha ip_hash miau least_conn J0JIZKHO OBITH
3a/1aHO JI0 JUpEKTUBLl keepalive:

upstream apaches {
least_conn;
server 10.0.200.10:80;
server 10.0.200.20:80;
keepalive 32;

Ob6paboTka 1 HacTpoiika (aiijloB »>KypHaJOB

3a Besenne kypnajos HTTP-3ampocoB oTBedaeT MOy/ib ngx_http_log_module.
On nosBossieT HacTpanBaTh (POPMAT U MECTO XPaHEHUs KyPHAJIOB, a TaKKe YIIPaB-
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JIITh UX COJAEPYKUMBIM, UTO IIOMOTIaeT B MOHUTOPUHTE, OTJIaJIKe U aHaJM3e PabOThI
BeO-cepBepa. ZKypHaJibl ouchIBalOTCs B KOHTEKCTe location.

2.8.1 Hacrpoiika dpopmaTa >KypHaJIoB

st onipesieniennst popMaTa BeJIeHUS XKy pHAJIA UCIIOJIb3yeTcs mupekTuBa log_format.
Cunrakcuc:

log_format <maszBauue> [escape=default|json|none] <cTpoxa> ...;

[TapameTp escape 103BoJIAET 38/1aTh SKPAHUPOBaHNE CUMBOJIOB json i default
B niepemennbx. [lo ymorganuio ucrnosnb3yercs default. 3naduenune none OTK/I0OYACT
9KPAHUPOBAHUE CUMBOJIOB.

[Ipu ucnonmwzoBanun default cumBosbl ", \, & TaKyKe CHMBOJIBI CO 3HAYCHUSAMU
MeHbIne 32 niau oosbie 126 skpanupyored Kak \xXX. Ecyin 3nHadenue nepeMeHnHOit
He HailJIeHo, TO B KauecTBe 3HAYEHUsI B JKypHaJI OyJleT 3aluceiBarbes peduc (-).

[Ipu ncnop3oBaHNM json SKPaHUPYIOTCS BCE CUMBOJIBI, HelonmycTuMbie B JSON-
cTpokax: cuMBOJIbI " u \ sKpaHupyiorcsd Kak \" u \\, CUMBOJIbI CO 3HAYCHUIMH
MenbIre 32 skpanupyoTcs Kak \n, \r, \t, \b, \f mwin \u00XX.

CTpoku 3arojioBka, IepeJlaible KJINEHTY, HATNHAIOTCS ¢ IpedrKca sent_http_,
HaIpuMep, $Sent_http_content_range.

B koudwuryparun Bcerja cymecTByeT Mpeaonpeie/éHabii hopmar combined:

log_format combined '$remote_addr - $remote_user [$time_local]'
'"$request" $status $body_bytes_sent '
""$http_referer" "$http_user_agent"';

2.8.2 upekTtuBa error_log

JlupektuBa error_log kondurypupyer 3amnuch B kKypuas. Ha ognoMm yposHe
KOH(UTYPAIIUH MOXKET HCIOJIb30BaThCd HECKOJIbKO >KypHaJioB. Ecian Ha ypoBHE
KOH(UTryparum main 3anmuch coObITud B (hail/i 4BHO He 3a/laHa, TO UCIIOJIL3YeTCs
daiist o yMoJT9aHuIO.

Cunrakcuc:

error_log <dadm> [<rRpuTUYHOCTBL>];

[lepsoiit mapameTp 3aaéT <paita>, KOTOPHIH OyaeT XpaHuTh KypHas. Creruaib-
HOe 3HadeHne stderr BuIOMpaeT cTaHIapTHBIN (aila ommuboK.

Bropoit mapamerp omnpejesnsger <KpUTHYHOCTL> COOBITUS U MOXKET TPUHUMATD
OJIHO U3 CJeyIomnX 3Hadennii: debug, info, notice, warn, error, crit, alert mwm
emerg. YPOBHU KPUTUIHOCTH COOBITUI IIEpPEdNCJIeHbl B OpsIKe Bo3pacTanus. [Ipn
YCTAHOBKE OIPEJIEJIEHHOTO YPOBHSA B »KYPHaJI ITONAIAIOT BCE COODIIEHNA YKA3ZAHHOIO
YPOBHSI, a TakxKe cooOIIeHns 0ojee BLICOKNX ypoBHeil. Hampumep, mpu craniapTHOM
YPOBHE KPUTUIHOCTH €rror B yKypPHAJI IONaJIAI0T COODIEHNs yPOBHell error, crit,
alert u emerg. Ecimm mapamerp He 3a/1aH, 110 YMOJTYAHUIO UCIOIb3YETCH €XTOT.
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BydepuszoBannas 3anucek B >KypHaJl

upekTuBa access_log 3a/1a€T 1IyTh, (hOpMaT U HACTPOIKN Oydepn3oBaHHOI
3aInCcy B 2KypHa/I. Ha o/iHOM ypoBHE KOH(DUTYPAIINN MOYKET UCIO/Ib30BATHCS HECKO b~
KO haityioB KypHaAJOB. 3aluch B syslog HacTpamBaeTCs yKaszaHueM IpeduKca
syslog: B nepsoMm mapamerpe. CrernuaibHoe 3Hadenne off orMeHseT Bce JTUPEKTU-
BBl access_log jyis Tekyuero yposus. Ecim dopmar He ykazam, TO UCIOJIB3YETCs
pejonpe/ieéHubIiit hopmar combined.

Ecnu 3aman paszmep 0ydepa ¢ momorisio mapamerpa buf fer nim ykasan nmapaMerp
gzip, To 3anuck OyaeT Oydepn30BaHHOI.

ITpumeuanme. Pasmep Oydepa jjomken ObITh He H0JIbINE pa3zMepa aTOMAPHOI
3allCU B JUCKOBBIi (haiis.

[Ipu BrIOUEHHOI Oydepusanuu JaHHble 3alUCHIBAIOTCA B (ail:

e ec/ii ovepeHas CTPOKa KypHaJa He roMerrnaercs B Oydep;

e ec/u JaHHBIE B Oydepe HaXOMATCs JO/IbIEe NHTEPBa/Ia BPEMEHH, 33/ IaHHOTO

napamerpom flush;

® IIpU [1epeOTKPLITUHN baiiia »KypHaJsa U 3aBepIIeHrn: pabodero mporecca.

Ecnu 3aan mapamerp gzip, To 6ydep Oyaer c:KuMaThCst Tepejt 3almchbio B (paii.
Crenenb cxkaThsi MOKET OBITH 3ajiaHa B Juaia3oHe or 1 (6bicrpoe cxarue) 10 9 (Ka-
gecTBeHHOe cxkatue). [lo ymomaanuto ucnosbsyercs 6ydep pasmepom 64K6 u crereHb
cxarug 1. Jlagable cKUMaOTCs aTOMapHBIMI OJIOKAMU, U B JIIOO0 MOMEHT BpeMeH!
daii KypHajaa MOKeT OBITh PaclHakKoBaH MJIA IPOYUTAH C TOMOIIBIO YTHINTEL Zcat.

[Ipumep KouduUrypamm:

access_log /path/to/log.gz combined gzip flush=bm;

POTaIJ;I/IH 2KypHaJIOB

st HAcTpOiKYU poTaruu (paityibl XKy pHAJIOB HEOOXOIMMO CHAYaJI1a IIePenMEeHOBATD,
a 3areM repejaTh curnas USR1 rraBHomy mporeccy. OH OTKpPOET 3aHOBO BCE TEKYIINE
OTKPBITEIE (hail/ibl 1 HA3HAYUT UM B KadeCTBe BJIaJIe/Iblla HEIIPUBUIECIHPOBAHHOTO
[I0JIL30BATEJIA, C IIpaBaMU KOTOPOro 3amyIienbl paboune mporeccol. [locie sroro
IJIABHBIH TIPOIECC 3aKPBIBAET BCE OTKPBLITHIE (haljIbl U MOCHLIAET COOOIIEHHE O TIe-
peoTKpbITHn (aitoB padbodnm mporeccam. OHN TakyKe OTKPBIBAIOT HOBBIE (hailyibl 1
cpasy Ke 3aKpbIBAIOT crapble. B pesybrare crapbie (aiiibl CTAHOBATCS NOTOBBI JIJIsT
JaJibHeeit 06paboTKU, HAIIPUMED, I CXKATHSI.
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